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1 Introduction

CB: # 2_UPSecUpdate

- Remove ‘The value of this IE cannot be changed after the PDU session resource is set up.’ from semantic description of Security Indication IE in E1AP? ZTE, China Telecom, Huawei, CATT

- Add the security indication in the PDU Session Resource Modification Info – SN terminated IE in the SN modify request message, and the security result in the PDU Session Resource Modification Response Info – SN terminated IE in the SN modification request acknowledge message? HW

- Capture in Chairman’s notes that the security policy for a DRB cannot be changed during the DRB lifetime? Clarify in E1AP that the BEARER CONTEXT MODIFICATION REQUEST message can be used to update the PDU Session security policy without releasing the Bearer Context in case of mismatch between the security policy received at HO preparation and the one received at Path Switch? E///

- Capture agreements and provide CRs if agreeable 
(CT - moderator)

Summary of offline disc R3-220989
2 For the Chairman’s Notes
Propose the following:
R3-20xxxa, R3-20xxxc merged

R3-20xxxc rev [in xxxg] – agreed

R3-20xxxd rev [in xxxh] – agreed

R3-20xxxe rev [in xxxi] – agreed

R3-20xxxf rev [in xxxj] – endorsed

Propose to capture the following:

Agreement text…
Agreement text…

WA: carefully crafted text…

Issue 1: no consensus

Issue 2: issue is acknowledged; need to further check the impact on xxx. May be possible to address with a pure st2 change. To be continued…
3 Discussion 
During RAN3#113-e, the possibility to update the security policy of a PDU Session via the Security Indication IE contained in the BEARER CONTEXT MODIFICATION REQUEST was discussed. It was concluded that RAN3 first needed to confirm with RAN2 whether the enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved by intra-cell handover within one RRC reconfiguration message. According to the received reply LS from RAN2, the following information was given to RAN3:

In other words, from RAN2’s perspective, enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved within one RRC reconfiguration message indicating release and add of the DRBs. Additionally, in the same RRC reconfiguration message the gNB is not precluded to use reconfigurationWithSync. Furthermore, RAN2 also understands that the intra-cell handover alone is not sufficient for enabling/disabling of ciphering or integrity protection of one or multiple DRBs.

In this meeting, there are five discussion papers and nine CR/TPs on this issue. For the purpose of facilitating discussion, moderator copies proposals/conclusion from four discussion papers.

In the paper [2] from ZTE, the proposal is:

Proposal:
Remove ‘The value of this IE cannot be changed after the PDU session resource is set up.’ from semantic description of Security Indication IE in E1AP.
In the paper [5] from China Telecom, Huawei, CATT, the proposal is:
Proposal: Security Indication IE contained in the PDU Session Resource To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message is needed.
In the paper [8] from Huawei, China Telecom, the proposals are:

Correct the semantics descriptions of the Security Indication IE included in the PDU Session Resource To Modify List IE, so that the security indication can be updated for the existing PDU sessions. 

Add the procedure texts for the Security Indication IE included in the PDU Session Resource To Modify List IE. 

For TS 38.423, add the security indication in the PDU Session Resource Modification Info – SN terminated IE in the SN modify request message, and the security result in the PDU Session Resource Modification Response Info – SN terminated IE in the SN modification request acknowledge message. 
In the paper [11] from Ericsson, the proposals are:
Proposal 1: Capture in Chairman’s notes that the security policy for a DRB cannot be changed during the DRB lifetime
Proposal 2:  Clarify in E1AP that the BEARER CONTEXT MODIFICATION REQUEST message can be used to update the PDU Session security policy without releasing the Bearer Context in case of mismatch between the security policy received at HO preparation and the one received at Path Switch
In the response paper [18] from Nokia, the proposal is:
Proposal 1: RAN3 to discuss this backwards compatibility aspect and make a decision.
3.1 Do companies agree to correct the semantics descriptions of the Security Indication IE?
All contributions agree to correct the semantics descriptions of the Security Indication IE included in the PDU Session Resource To Modify List IE.
Therefore, we propose to correct the semantics descriptions of the Security Indication IE included in the PDU Session Resource To Modify List IE, so that the security indication can be updated for the existing PDU sessions. 

Question 1: do companies agree to correct the semantics descriptions of the Security Indication IE included in the PDU Session Resource To Modify List IE?
If companies have different views, input is appreciated
	Company
	Comment

	
	

	
	

	
	


On how to correct the semantics description of Security Indication IE, there are three options:
· Option 1[3][4][6][7][8]: to remove the current semantics description “” and add the procedure texts for the Security Indication IE included in the PDU Session Resource To Modify List IE.
· Option 2[12][13]: change to “This IE is used to correct the PDU Session security policy at handover.”
· Option 3[18]: to add a new IE to support backwards compatible
From RAN2’s perspective, enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved within one RRC reconfiguration message indicating release and add of the DRBs. And whether to use handover procedure to enabling/disabling of ciphering or integrity protection is up to implemenation. This means that intra-cell handover is not the only way to correct the PDU session security.
In response paper [18], it point out the backwards compatible issue in both Option 1 and Option 2. It gives a case that gNB-CU UP not supporting the CR but the gNB-CU CP implementing the CR. 
Question 2: Do companies have any preference on the above options?
Please provide any view / comments on this topic and the question in bold below:

	Company
	Comment

	
	

	
	

	
	


In paper [11], it propose to capture in Chairman’s notes that the security policy for a DRB cannot be changed during the DRB lifetime. 
Question 3: Do companies agree to capture in Chairman’s notes that the security policy for a DRB cannot be changed during the DRB lifetime.
Please provide any view / comments on this topic and the question in bold below:

	Company
	Comment

	
	

	
	

	
	


3.2 Xn impact for MR-DC
For MR-DC scenario, the contribution [8] proposes to add the security indication in the PDU Session Resource Modification Info – SN terminated IE in the SN modify request message, and the security result in the PDU Session Resource Modification Response Info – SN terminated IE in the SN modification request acknowledge message.
Question4: do companies agree the impact analysis in the contribution [8]?
If companies have different views, input is appreciated
	Company
	Comment

	
	

	
	

	
	


3.3 Review the draft CRs
On E1 and Xn impact, we take the following CRs as baseline.
[1] R3-220809，Security indication in the modification procedure over E1 interface (China Telecom,Huawei,CATT)

[2] R3-220810，Security indication in the modification procedure over E1 interface (China Telecom,Huawei,CATT)

[3] R3-220906，CR to 38.423 on UP security policy update (Huawei, China Telecom)

[4] R3-220907，CR to 38.423 on UP security policy update (Huawei, China Telecom)
Question5: Please provide comments on the above CRs 
 Please provide any view / comments on this topic and the question in bold below:
	Company
	Comment

	
	

	
	

	
	


4 Conclusion, Recommendations [if needed]
If needed
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