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	Reason for change:
	When IPsec tunnel mode is used to protect DL F1 or X2 traffic to IAB nodes, the IPv6 Flow Label information needs to be available on the outer IP header, so that it can be used for the DL mapping at the IAB-donor-DU. This implies that for deployments with IPsec tunnel mode, the IPv6 Flow Label information is set on the inner IP header by the IAB-donor-CU for F1 traffic and by the MeNB for Xn traffic, and it must then be copied from the inner IP header to the outer IP header by the security gateway.
The need of IPv6 Flow Label copying by the security gateway to support these IAB deployment scenarios is presently missing in the spec.

	
	

	Summary of change:
	Add description to section “8.9.9.1 Traffic Mapping from IP-layer to Layer-2” on the copying of IPv6 Flow Label copying at the security gateway for IAB when using IPsec tunnel mode for F1 or X2 protection. 

Impact analysis
Impact assessment towards the previous version of the specification (same release): 
This CR has isolated impact with the previous version of the specification (same release) because the changes only impact the IAB functionality.
The impact can be considered isolated because the change only affects IAB deployments with IPsec tunnel mode.

	
	

	Consequences if not approved:
	IAB deployments with IPsec tunnel mode cannot support fine granular QoS or traffic differentiation using IPv6 Flow Label.
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When forwarding IP packets, the IAB-donor-DU performs the traffic mapping from IP-layer to layer-2 as defined in TS 38.340 [22]. The traffic mapping information is configured by the IAB-donor-CU, which contains the IP header information, and the BH information including the BAP routing ID and a list of egress link and BH RLC channel pairs. 
Multiple traffic mappings can contain the same BAP routing ID and/or list of egress link and BH RLC channel pairs. 
The traffic mappings can be configured as part of the UE Context Setup or UE Context Modification procedures. They may also be configured via the non-UE-associated BAP Mapping Configuration procedure. 
NOTE:	Implementation must ensure the avoidance of potential race conditions, i.e. no conflicting configurations are concurrently performed using UE-associated and non-UE-associated procedures.
The traffic mapping from IP-layer to layer-2 may include IPv6 Flow Label information. For DL F1 or X2 traffic, the IPv6 Flow Label information is set by the IAB-donor-CU or MeNB, respectively. When this traffic is protected via IPsec tunnel mode, the IPv6 Flow Label is set on the inner header by the IAB-donor-CU or MeNB, and the security gateway shall copy the IPv6 Flow Label from the inner IP header to the outer IP header to ensure that the IAB-donor-DU can perform the traffic mapping considering the IPv6 Flow Label.
NOTE:	Implementation must ensure that IPv6 Flow Label collisions are avoided on the IP backhaul network between security gateway and IAB-donor-DU.
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