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Introduction
Given that the UE’s UP security policy can be updated in some cases, the paper [1] proposed to introduce a Security Indication IE in the E1 message BEARER CONTEXT MODIFICATION REQUEST. Since companies had different understanding on whether the security policy can be updated during the DRB lifetime, RAN3 agreed to send a LS to RAN2 to confirm whether the enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved by intra-cell handover within one RRC reconfiguration message. 
According to the reply LS, RAN2 had made the following conclusion[2]:
According to TS 38.331, “Ciphering and integrity protection can be enabled or disabled for a DRB. The enabling/disabling of ciphering or integrity protection can be changed only by releasing and adding the DRB.” Furthermore, still according to TS 38.331, “The integrity protection and ciphering algorithms can only be changed with reconfiguration with sync.”
Both can be achieved with one RRC reconfiguration message. However, in the former case (enabling/disabling of ciphering or integrity protection), whether to carry reconfigurationWithSync is up to the gNB implementation.
In other words, from RAN2’s perspective, enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved within one RRC reconfiguration message indicating release and add of the DRBs. Additionally, in the same RRC reconfiguration message the gNB is not precluded to use reconfigurationWithSync. Furthermore, RAN2 also understands that the intra-cell handover alone is not sufficient for enabling/disabling of ciphering or integrity protection of one or multiple DRBs.

This paper analyses E1 impacts of UP security policy updated procedure and provides corresponding CRs [5][6].
Discussion
UP Security Policy Updated Procedure
Per TS33.501, the UP security policy is used to indicate whether UP confidentiality and/or UP integrity protection shall be activated or not for all DRBs belonging to that PDU session [3]. During the PDU session establishment procedure, AMF/SMF shall indicate this security policy to gNB via NG message PDU Session Resource Setup. From the perspective of SMF, UP security policy shall not be changed during the lifetime of PDU Session. For this reason, SMF does not provide updated UP security policy to NG-RAN during the PDU session modification procedure.
And during the handover or inactive resume procedure, the target node need to send the received UE’s security policy from the source node to AMF/SMF. In some abnormal case, the received security policy may be different with that the SMF has locally stored. In this case, SMF shall send its locally stored UP security policy to the target RAN node. Here, it is important to point out that SMF does not change UE’s UP security policy but only to resend the correct information. If the NGAP message Path-Switch Acknowledge contains the UE’s policy, the target gNB shall update the UE's UP security policy with the received UE's UP security policy provided in Path-Switch Acknowledge.
Observation: The gNB shall update the UE's UP security policy when it receives the UE's UP security policy from the SMF in the Path-Switch Acknowledge message.
enabling/disabling of ciphering or integrity protection in E1 interface
During the Rel-15 discussions, in the light of 5G core network shall not change UP security policy via PDU Session Resource Modify Request, the UP security policy updated procedure is considered to not exist in E1 interface. For this reason, per TS38.463, if the semantics description of “Security Indication”IE contained in the PDU Session Resource To Modify List is makred with “This IE is not used in this release”[4].
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	PDU Session Resource To Modify Item
	
	1..<maxnoofPDUSessionResource>
	
	
	-
	-

	>PDU Session ID 
	M
	
	9.3.1.21
	
	-
	-

	>Security Indication 
	O
	
	9.3.1.23
	This IE is not used in this release.
	-
	-



Clearly, Rel-15 discussions ignore the case metioned in section2.1. Figure 1 depicts a flowchart for Inter-gNB handover involving gNB-CU-UP change procedure. The target CU-CP configures the UE’s UP security policy received from the source gNB to target CU-UP before Path Switch procedure performed. Therefore, in case of the UP security policy received in Path Switch Acknowledge is different with that in Handover Request, the target CU-CP shall update UP security policy for the target CU-UP. 


Figure 1 Inter-gNB handover involving gNB-CU-UP change
From RAN2’s perspective, enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved within one RRC reconfiguration message indicating release and add of the DRBs. From the perspective of RAN3, in case of CP/UP separation, the CU-CP should also realize this via BEARER CONTEXT MODIFICATION REQUEST message. Therefore, the semantics description of “Security Indication” IE contained in the PDU Session Resource To Modify List in the BEARER CONTEXT MODIFICATION REQUEST shall be removed.
Proposal: semantics description of “Security Indication” IE contained in the PDU Session Resource To Modify List in the BEARER CONTEXT MODIFICATION REQUEST shall be removed.
[bookmark: _GoBack]The corresponding CRs can be seen in [5] and [6]. In addition, two CRs on Xn impact for MR-DC [7][8].
Proposal
Based on the above analysis, we have the following observation and proposal:
Observation: The gNB shall update the UE's UP security policy when it receives the UE's UP security policy from the SMF in the Path-Switch Acknowledge message.
Proposal: Security Indication IE contained in the PDU Session Resource To Modify List IE in the BEARER CONTEXT MODIFICATION REQUEST message is needed.
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