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Introduction

The issue relates to UP security policy updated in the modification procedure over E1 interface has been discussed in [1] at RAN3#113 and an LS sent to RAN2. RAN2 provides response in [2].This contribution provide our view on this aspect.
Discussion
During the discussion in RAN3#113, the issue is not clear from RAN3 is whether the security indication IE able to be updated in Bearer Context Modification Request message because UP security policy may not changed in the PDU SESSION RESOURCE MODIFY REQUEST message.

When AMF provide security policy with “Required” or “Not needed”, it is true that NG-RAN node can not overrule the configuration. But the description does not prevent the case ‘Preferred’. NG-RAN nodes, based it’s own policy ,can update CU-UP ‘s security policy.
	33.501
The ng-eNB/gNB shall activate UP confidentiality and/or UP integrity protection per each DRB, according to the received UP security policy, using RRC signalling as defined in clause 6.6.2. If the user plane security policy indicates "Required" or "Not needed", the ng-eNB/gNB shall not overrule the UP security policy provided by the SMF. If the ng-eNB/gNB cannot activate UP confidentiality and/or UP integrity protection when the received UP security policy is "Required", the ng-eNB/gNB shall reject establishment of UP resources for the PDU Session and indicate reject-cause to the SMF. If the received UP security policy is "Not needed ", then the establishment of the PDU Session shall proceed as described in TS 23.502 [8]. Only if the UE indicates that it supports use of integrity protection with ng-eNB, the ng-eNB can activate UP integrity protection.


Observation 1: CU-CP able to update CU-UP’s security policy based on it’s policy.
From reply LS [2], it can be observed that, based on gNB implementation, it is possible for enable/disable security indication can be achieved in one RRC message. The reply means CU-CP is able to update CU UP’s security policy during modification procedure over E1.
	According to TS 38.331, “Ciphering and integrity protection can be enabled or disabled for a DRB. The enabling/disabling of ciphering or integrity protection can be changed only by releasing and adding the DRB.” Furthermore, still according to TS 38.331, “The integrity protection and ciphering algorithms can only be changed with reconfiguration with sync.”

Both can be achieved with one RRC reconfiguration message. However, in the former case (enabling/disabling of ciphering or integrity protection), whether to carry reconfigurationWithSync is up to the gNB implementation.

In other words, from RAN2’s perspective, enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved within one RRC reconfiguration message indicating release and add of the DRBs. Additionally, in the same RRC reconfiguration message the gNB is not precluded to use reconfigurationWithSync. Furthermore, RAN2 also understands that the intra-cell handover alone is not sufficient for enabling/disabling of ciphering or integrity protection of one or multiple DRBs.


Observation 2: CU-CP is able to update CU UP’s security policy during modification procedure over E1.
Based on above LS and analysis , it is suggest to remove the limitation for security indication during UE context modification for E1AP.

Proposal :
Remove ‘The value of this IE cannot be changed after the PDU session resource is set up.’ from semantic description of Security Indication IE in E1AP.
Conclusion

In this contribution , the observation and proposals are:

Observation 1: CU-CP able to update CU-UP’s security policy based on it’s policy.

Observation 2: CU-CP is able to update CU UP’s security policy during modification procedure over E1.
Proposal :Remove ‘The value of this IE cannot be changed after the PDU session resource is set up.’ from semantic description of Security Indication IE in E1AP. Corresponding CR can be found in [3][4].
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