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Introduction

In[1],SA3 has agreed on the potential security requirement of protecting RRCResumeRequest message against tampering in 5.1.3 of the attached TR 33.809, and is considering to specify Solution 17 of TR 33.809 on protection of RRCResumeRequest as normative solution. It is necessary for RAN3 to provide detail solution to meet the security requirement in Rel-17 and inform SA3 of our progress.This contribution provides consideration on this aspect and provide.
Discussion
Based on the detail description as specified in solution 17 of TR 33.809, there are two aspects will impact RAN3 can be identified. The first one is how to indicate the target node’s capability to the source node, the second one is how to enhance XnAP due to new algorithmic (e.g whole RRCResumeRequest message as input parameter).

Impact 1: How to indicate the target node’s capability to the source node

In general , there are following solutions on the table:
Solution 1: Relying on OAM setting

For example, OAM take the role of configure other RAN node’s capability of supporting protect RRCResumeRequest and then RAN node add the information in SIB1.
Solution 2: New signaling solution via Xn Setup and Configuration Update messages with indication of cell level capability, e.g., reflect the SIB content in the served cell information or include a RRCResumeRequest message protect support indicator. 

In this solution, the capability is exchanged between the two nodes via served cell information IE. An example of impact is shown in the tabular below:
9.2.2.11
Served Cell Information NR

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	NR-PCI
	M
	
	INTEGER (0..1007, …)
	NR Physical Cell ID
	–
	

	-omit unchanged part
	
	
	
	
	
	

	RRCResumeRequest-Protect-Indication
	O
	
	ENUMERATED (true, ...)
	NG-RAN cell capability supports to avoid the replay of RRCResumeRequest message by use the whole RRCResumeRequest message to calculate ResumeMAC-I and shortResumeMAC-I [XX].
	YES
	Ignore


Solution 3:New signaling solution via Xn Setup and Configuration Update messages with indication of NG-RAN node level capability.
In this solution, the capability is exchanged between the two nodes as RAN node capability. An example of impact is shown in the tabular below

9.1.3.1
XN SETUP REQUEST

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.3.1
	
	YES
	reject

	Global NG-RAN Node ID
	M
	
	9.2.2.3
	
	YES
	reject

	--omit unchanged part
	
	
	
	
	
	

	RRCResumeRequest-Protect-Indication
	O
	
	ENUMERATED (true, ...)
	NG-RAN cell capability supports to avoid the replay of RRCResumeRequest message by use the whole RRCResumeRequest message to calculate ResumeMAC-I and shortResumeMAC-I [XX].
	YES
	Ignore


Compare with above solutions, solution 1 is hart for multiple vendor scenario therefore it not appropriate to use it.For solution 2, t is understanding the new capability belong to security algorithm and there is no different for cell associated in the same NG-RAN node, then provide the capability per cell between two nodes seems redundancy. We propose to use solution 3 for protect RRCResumeRequest message.
Proposal 1: To introduce RRCResumeRequest-Protect-Indication IE in Xn Setup and Configuration Update messages.
Impact 2: Enhance XnAP due to new algorithmic(e.g whole RRCResumeRequest message as input parameter)

Due to new algorithmic, the RRCResumeRequest message as whole as input for calculating ResumeMAC-I and shortResumeMAC-I. In current specification, there is no such information IE. It is propose to add the IE in RETRIEVE UE CONTEXT REQUEST message.

Proposal 2: To introduce RRC Resume Message IE in ETRIEVE UE CONTEXT REQUEST message.
3. Conclusion

In this contribution, observation and proposals are:
Proposal 1: To introduce RRCResumeRequest-Protect-Indication IE in Xn Setup and Configuration Update messages.

Proposal 2: To introduce RRC Resume Message IE in ETRIEVE UE CONTEXT REQUEST message. 
Proposal 3: Agree on the corresponding CR and LS in [2][3].
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