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1
Introduction

During RAN3#113-e, the possibility to update the security policy of a PDU Session via the Security Indication IE contained in the BEARER CONTEXT MODIFICATION REQUEST was discussed. The summary of offline discussion can be found in [1]. It was concluded that RAN3 first needed to confirm with RAN2 whether the enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved by intra-cell handover within one RRC reconfiguration message.
The reply LS from RAN2 was received in [2]. And the following information was given to RAN3:
In other words, from RAN2’s perspective, enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved within one RRC reconfiguration message indicating release and add of the DRBs. Additionally, in the same RRC reconfiguration message the gNB is not precluded to use reconfigurationWithSync. Furthermore, RAN2 also understands that the intra-cell handover alone is not sufficient for enabling/disabling of ciphering or integrity protection of one or multiple DRBs.
This contribution continues the discussion started in RAN3#113-e, taking RAN2 response into consideration.
2
Discussion

After RAN3#113-e discussions, the remaining question was: “Can enabling/disabling of ciphering or integrity protection of one or multiple DRBs be achieved by intra-cell handover within one RRC reconfiguration message?”.
The rationale behind this question was that if this is possible, it would make sense for the CU-CP to perform only a Bearer Context Modification (i.e. using one procedure) without releasing the Bearer Context in order to change the security policy of the PDU Session. From the CU-UP perspective, this would be similar to an intra-cell HO.
From RAN2 response, it seems that “ciphering and integrity protection can be enabled or disabled for a DRB. The enabling/disabling of ciphering or integrity protection can be changed only by releasing and adding the DRB” and that this “release and addition” can be done via a single RRC message. Performing an intra-cell HO (reconfigurationWithSync from RAN2 perspective) or not seems to be irrelevant for this issue.
This confirms that the security policy for a DRB cannot be changed during the DRB lifetime.
Proposal 1: Capture in Chairman’s notes that the security policy for a DRB cannot be changed during the DRB lifetime
But it also confirms that a DRB can be removed and created again with the same DRB ID within 1 RRC message. From an E1AP perspective, these DRBs will be identical, except for the security policies. It would therefore make sense to match the “1 RRC procedure” together with a “1 E1AP procedure”. And to allow the BEARER CONTEXT MODIFICATION REQUEST message to update the PDU Session security policy in case of mismatch between the security policy received at HO preparation and the one received at Path Switch.
Proposal 2:  Clarify in E1AP that the BEARER CONTEXT MODIFICATION REQUEST message can be used to update the PDU Session security policy without releasing the Bearer Context in case of mismatch between the security policy received at HO preparation and the one received at Path Switch
3
Conclusion
The RAN2 Reply LS on UP security policy update has been discussed and the following proposals have been made:
Proposal 1: Capture in Chairman’s notes that the security policy for a DRB cannot be changed during the DRB lifetime
Proposal 2:  Clarify in E1AP that the BEARER CONTEXT MODIFICATION REQUEST message can be used to update the PDU Session security policy without releasing the Bearer Context in case of mismatch between the security policy received at HO preparation and the one received at Path Switch
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