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1	Background
In RP-213669, the December RAN plenary #94 agreed a WID for User Plane Integrity Protection support for EPC connected architectures. This WID is a Building Block WID for part of the RAN work described by the SA Feature level WID in SP-210105. The objective in this WID is as follows:
· Specify RAN basic functions for optional support and use of UPIP (at the full data rate supported by the UE) for the EPC connected architectures using NR PDCP (RAN2, RAN3)
For this release, it is intended that this feature only applies to EN-DC capable devices.

Prior to the agreement of RP-213669, CRs had already been agreed by SA3, SA2, CT 1 and CT 4 and these are now incorporated into updated Rel 17 TSs.
S3-214454	TS 33.401 CR 0701 “UPIP for LTE”
S3-214455 	TS 33.501 CR 1253 “User Plane Integrity Protection Policy Handling in IW handover from EPS to 5GS”
S2-2106975	TS 23.401 CR 3645r1 “EPS User Plane Integrity Protection with minimal core network changes”
S2-2106976	TS 23.501 CR 3009r1 “EPS User Plane Integrity Protection using SMF+PGW-C”
S2-2106668	TS 23.502 CR 2957r1 “Update on Supporting UP Integrity Protection Policy Handling for Interworking from 5GS to EPS”
S2-2107650	TS 23.501 CR 3327 “EPS User Plane Integrity Protection corrections for Service Request and mixed eNB UPIP support; etc in TS 23.501”
S2-2107651	TS 23.502 CR 3205 “EPS User Plane Integrity Protection corrections for Service Request and mixed eNB UPIP support; etc in TS 23.502”
C1-217134 	TS 24.301 CR 3619r1 “Introduction of user-plane integrity protection in EPS support indication”
C1-217135	TS 24.501 CR 3701r1 “Introduction of EPS-UPIP support indication in 5GC”
C4-216558 	TS 29.502 CR 0500r1 “Support of User Plane Integrity Protection for Interworking from 5GS to EPS”
C4-216559 	TS 29.274 CR2033r2 “Support of User Plane Integrity Protection for Interworking from 5GS to EPS”

2	Introduction
This document looks at the changes needed for S1AP, X2AP and E1AP.
It is currently assumed that the changes needed to TS 36.300 are not in the sections for which RAN 3 are responsible – but alternative opinions are welcome!
Proposal 1: all updates to TS 36.300 are within the areas of RAN 2 responsibility.

3 Calendar of meetings and potential outgoing LSs
An extract of the 3GPP meeting calendar is below. If we have questions for other groups (or suggestions for changes to their specifications) we should send an LS from this meeting so their answers can be handled by RAN3 #115-e. 
Proposal 2: 	any questions/suggestions for SA 2, SA 3 and RAN 2 should be sent in an LS from this meeting.
· SA3#106-e 	2022-02 14-25
· SA2#149-e	2022-02 14-25

· RAN3#115-e 	2022-02-21 03-03

· RAN2#117-e	2022-02-21 03-03

· RAN and SA plenaries
· SA3#106-e-Bis 	2022-04 04-08

4 S1 interface changes
4.1 UE support for UPIP
The SA3 CR to TS 33.401 states that the MME indicates that the UE supports UPIP by using the EIA7 bit in the (LTE) UE Security Capabilities IE. Text proposals endorsed in the last RAN 3 meeting have enabled S1-AP to carry this EIA7 indication.
Proposal 3: 	On the S1 interface, use the EIA 7 bit in the UE Security Capabilities IE to inform the eNB that the UE supports UPIP.

4.2	Which messages should carry the UPIP policy (Required/Preferred/”need not”)? 
It seems clear that the UPIP policy is needed in INITIAL CONTEXT SETUP REQUEST
For the situation when a UE activates an extra PDN connection, or, a dedicated bearer is established, the UPIP policy would be needed in E-RAB SETUP REQUEST 
For S1 inter-MME handover, the SA3 CR to TS 33.401 requires:
“At an S1-handover, the source MME shall send the UE's UP integrity protection policy and the UE EPS security capability to the target eNB via the target MME. Besides, the source eNB shall also send the UE’s UP integrity protection policy if received from the source MME to the target eNB in a source-to-target container.”
Hence the UPIP policy is needed in the HANDOVER REQUEST as a piece of MME to eNB signalling.
The ‘source to target’ transparent container in the HANDOVER REQUIRED and HANDOVER REQUEST messages is also required to carry this information – however, the benefit of doing this may be questionable as TS 23.501 makes it clear that the SMF+PGW-C will release any connections with “UPIP=required” that involve a non-supporting MME.
With regard to the S1 signalling for X2 handovers, the SA3 CR to TS 33.401 states:
[bookmark: OLE_LINK26]Further, in the Path-Switch message, the target eNB shall send the UE's UP integrity protection policy and corresponding E-RAB ID to the MME. The sent UP integrity protection policy can either be the one received from source eNB or the locally configured one if the target eNB does not receive it from the source eNB, but the EIA7 in the EPS security capability indicates that the UE supports user plane integrity protection with EPC. If the MME receives UP integrity protection policy, the MME shall verify that the UP integrity protection policy received from the target eNB is the same as the UP integrity protection policy that the MME has locally stored. If there is a mismatch, the MME shall send its locally stored UE's UP integrity protection policy of the corresponding E-RABs to the target eNB. This UP integrity protection policy, if included by the MME, is delivered to the target eNB in the Path-Switch Acknowledge message.
Hence we need to add the UPIP policy to PATH SWITCH REQUEST and PATH SWITCH REQUEST ACKNOWLEDGE
At least to handle handover from a non-supporting MME to a supporting MME, SA3 have specified in TS 33.401 that:
If the target MME detects in a TAU procedure following S1-handover, and becomes aware of that there is a mismatch between the UE EPS security capabilities received from the source MME and the one received from the UE, and that the target eNB may not have the UE capability indicating UP IP support in UE EPS security capabilities, then the MME shall send an S1 CONTEXT MODIFICATION REQUEST message to inform the eNB about the correct UE EPS security capabilities and the target eNB shall take the new UE EPS security capabilities into account.
Hence we should add UPIP policy to the UE CONTEXT MODIFICATION REQUEST.
Note: 	The above SA3 requirement seems to align with the reason for change in the release 9 CR 0687 in R3-101407 “Correction on UE Security Capability handling in UE Context Modification procedure”.
With regard to the E-RAB MODIFY REQUEST, there does not seem to be any SA3 requirement nor SA2 or CT 4 procedure that leads to the need to use this to signal a change of UPIP policy to the RAN. However, the NGAP TS 38.413 PDU SESSION RESOURCE MODIFY REQUEST (9.2.1.5) / PDU Session Resource Modify Request Transfer (9.3.4.3) does optionally carry the UPIP policy. Overall, it is suggested to not update this message. 
Proposal 4: 	Signal the UPIP policy in the E-RAB SETUP REQUEST, INITIAL CONTEXT SETUP REQUEST, HANDOVER REQUEST, PATH SWITCH REQUEST, PATH SWITCH REQUEST ACKNOWLEDGE, and UE CONTEXT MODIFICATION REQUEST messages on the S1 interface.
Proposal 5: 	Signal the UPIP policy in the source to target transparent container in the S1 interface HANDOVER REQUIRED and HANDOVER REQUEST messages.
Proposal 6: 	Do not add the UPIP policy to the E-RAB MODIFY REQUEST.

4.3	Add cause value to report failure to establish UPIP when “UPIP=required”.
It should be possible to report the failure to establish UPIP (only) when the UPIP policy is ”required” in the response messages to the messages that request UPIP to be used.
Proposal 7: 	Add a S1-AP cause value to report the failure to implement “UPIP=required”.

4.4	Whether to notify the core network that UPIP is in use for “UPIP=preferred”?
This was done in NG-RAN-5GC but not in 23.401, nor in 33.401.
Sending this notification would lead to the update of the E-RAB SETUP RESPONSE, INITIAL CONTEXT SETUP RESPONSE, HANDOVER REQUEST ACK, PATH SWITCH REQUEST and UE CONTEXT MODIFICATION RESPONSE on the S1 interface. There would also be a consequential impact on X2 and E1 signalling
Proposal 8: 	Discuss whether or not to notify the core network that UPIP is in use for “UPIP=preferred” (any notification would need S1AP, X2AP and E1AP signalling).  

4.5 MME needs to know whether eNB supports UPIP
Amongst other requirements relating to the SMF+PGW-C needing to know that the eNB supports UPIP, TS 23.501 states:
Unless the UE, the serving eNB, and the MME support user plane integrity protection with EPS, the SMF+PGW-C shall reject a PDN Connection Establishment using EPS if the UP Security Enforcement Information has UP integrity protection set to Required.
And
For the bearers of PDN Connections with UP integrity protection set to Required, at (both idle mode and connected mode) mobility (including intra-TA mobility) to an eNB that does not support User Plane Integrity Protection with EPS, the MME shall inform the SMF+PGW-C, and the SMF+PGW-C ensures that the PDU session is released.
To support these requirements and the long term agreements that the S1 interface shall be “plug and play” it seems necessary to add the eNB’s capability to support UPIP using the S1 SETUP and ENB CONFIGURATION UPDATE messages.
Proposal 9: 	Update the S1AP S1 SETUP and ENB CONFIGURATION UPDATE messages to indicate whether or not the eNB supports UPIP.

4.6 For RABs with UPIP=required, how to prevent their handover to 2G/3G or a non-supporting eNB?
TS 23.501 specifies that this is a task for the source eNB. However, TS 23.501 also mandates the SMF to release the bearer if such mobility happens.
At connected mode mobility from EPS to GERAN/UTRAN or to a part of the EPS that does not support User Plane Integrity Protection, the source E-UTRAN shall ensure that EPS bearers with UP integrity protection of the User Plane Security Enforcement information set to Required are not handed over.
/… text not copied…/
At any (e.g. idle mode) mobility from EPS to GERAN/UTRAN, the (home) SMF+PGW-C shall trigger (e.g. based on the received RAT Type) the release of the bearers of PDN Connections with UP integrity protection set to Required.

For inter-RAT handover to 2G/3G, the source eNB can easily not request the handover of any RABs with UPIP =Required. 

For S1 handover to a non-supporting eNB it is more complex for the source eNB to know whether or not the target eNB supports UPIP. Solutions might, or might not, align with existing ongoing work on RACS support in the target eNB. Another alternative is to liaise with SA2 (and SA3) to remove this requirement on the source eNB and rely on the mandated SMF behaviour to release. 

Proposal 10: Discuss whether and how to support the source eNB policing of S1 handovers to 2G/3G and non-supporting eNBs.

5 X2 interface changes
5.1  Which messages should carry the UPIP policy (Required/Preferred/”need not”)?
It seems clear that this is needed in the
HANDOVER REQUEST and SGNB ADDITION REQUEST.
For at least the case that EN-DC has already been established and a new dedicated bearer is established then the UPIP policy (for that new bearer) needs to be carried in the SGNB MODIFICATION REQUEST.
As the RETRIEVE UE CONTEXT RESPONSE is used in some situations of RRC re-establishment in a new eNB (as well as for Suspend/Resume) it seems necessary that this message also carries the UPIP policy.
Proposal 11: Signal the UPIP policy in the HANDOVER REQUEST, SGNB ADDITION REQUEST, SGNB MODIFICATION REQUEST and RETRIEVE UE CONTEXT RESPONSE messages on the X2 interface.

5.2 	NOT add UPIP policy in LTE-LTE Dual Connectivity X2AP signalling?
For simplicity, it is proposed that we do not support this. However, as UPIP with LTE-LTE DC is documented in the SA3 TS 33.401, we should inform SA3.
Proposal 12: Liaise with SA 3 (and RAN 2) to inform them that RAN 3 is not intending to support UPIP with LTE-LTE dual connectivity.

5.3	Add cause value to report failure to establish UPIP when “UPIP=required”.
It should be possible to report the failure to establish UPIP (only) when the UPIP policy is ”required” in the response messages to the messages that request UPIP to be used.
Proposal 13: 	Add an X2-AP cause value to report the failure to implement “UPIP=required”.

5.4	How to signal to the SgNB that the UE supports UPIP?
After long discussion, SA3 left the decision on how to do this to RAN 3:
The SgNB Addition Request message shall additionally include UP integrity protection policy (either the one received from other network entities or the locally configured one if no UP integrity protection policy is received from other network entities) and an indication which indicates whether the UE can support UP integrity protection or not.
Currently the SGNB ADDITION REQUEST message only carries the NR UE Security Capabilities IE but no information on the UE’s LTE security capabilities. Either a new dedicated IE (“UE supports UPIP”) could be added, or, the existing (LTE) UE Security Capabilities IE could be used. The latter seems simplest.
This information would not normally be needed in the SGNB MODIFICATION REQUEST as it is unlikely to have changed since the SGNB ADDITION REQUEST was sent.
Proposal 14: 	Add (LTE) UE Security Capabilities IE to the SGNB ADDITION REQUEST message.
Proposal 15: 	Do not add (LTE) UE Security Capabilities IE to the SGNB MODIFICATION REQUEST message.

5.5	X2 Handover from supporting eNB to non-supporting eNB and RABs with “UPIP=required”
TS 23.501 specifies that these RABs should not be handed over. Note that handover of RABs with UPIP = “preferred” or “not-needed” should still be done to a non-supporting eNB.
One mechanism could be to set the UPIP policy to have a criticality of “reject” and get the source eNB to learn which target eNBs support UPIP, and then locally remove the RABs with UPIP=required at handover to a non-supporting target node.
Proposal 16: 	Discuss how to prevent the X2 handover of RABs with “UPIP=required” to a non-supporting eNB.

5.6	X2 Handover from non-supporting eNB to supporting eNB
This seems to be resolved by adding the UPIP policy to the S1-AP PATCH SWITCH REQUEST/ACK as in proposal 4 (above).

6	E1AP interface changes
6.1  Which messages should carry the UPIP policy (Required/Preferred/”need not”)?

Proposal 17: Signal the UPIP policy in the BEARER CONTEXT SETUP REQUEST message on the E1 interface.
Proposal 18: Discuss whether to signal the UPIP policy in the BEARER CONTEXT MODIFICATION REQUEST message on the E1 interface.

6.3	Add cause value to report failure to establish UPIP when “UPIP=required”.
It should be possible to report the failure to establish UPIP (only) when the UPIP policy is ”required” in the response messages to the messages that request UPIP to be used.
Proposal 19: 	Add an E1-AP cause value to report the failure to implement “UPIP=required”.

7 Consolidated Proposals
Proposal 1: all updates to TS 36.300 are within the areas of RAN 2 responsibility.
Proposal 2: 	any questions/suggestions for SA 2, SA 3 and RAN 2 should be sent in an LS from this meeting.
Proposal 3: 	On the S1 interface, use the EIA 7 bit in the UE Security Capabilities IE to inform the eNB that the UE supports UPIP.
Proposal 4: 	Signal the UPIP policy in the E-RAB SETUP REQUEST, INITIAL CONTEXT SETUP REQUEST, HANDOVER REQUEST, PATH SWITCH REQUEST, PATH SWITCH REQUEST ACKNOWLEDGE, and UE CONTEXT MODIFICATION REQUEST messages on the S1 interface.
Proposal 5: 	Signal the UPIP policy in the source to target transparent container in the S1 interface HANDOVER REQUIRED and HANDOVER REQUEST messages.
Proposal 6: 	Do not add the UPIP policy to the E-RAB MODIFY REQUEST.
Proposal 7: 	Add a S1-AP cause value to report the failure to implement “UPIP=required”.
Proposal 8: 	Discuss whether or not to notify the core network that UPIP is in use for “UPIP=preferred” (any notification would need S1AP, X2AP and E1AP signalling).  
Proposal 9: 	Update the S1AP S1 SETUP and ENB CONFIGURATION UPDATE messages to indicate whether or not the eNB supports UPIP.
Proposal 10: Discuss whether and how to support the source eNB policing of S1 handovers to 2G/3G and non-supporting eNBs.
Proposal 11: Signal the UPIP policy in the HANDOVER REQUEST, SGNB ADDITION REQUEST, SGNB MODIFICATION REQUEST and RETRIEVE UE CONTEXT RESPONSE messages on the X2 interface.
Proposal 12: Liaise with SA 3 (and RAN 2) to inform them that RAN 3 is not intending to support UPIP with LTE-LTE dual connectivity.
Proposal 13: 	Add an X2-AP cause value to report the failure to implement “UPIP=required”.
Proposal 14: 	Add (LTE) UE Security Capabilities IE to the SGNB ADDITION REQUEST message.
Proposal 15: 	Do not add (LTE) UE Security Capabilities IE to the SGNB MODIFICATION REQUEST message.
Proposal 16: 	Discuss how to prevent the X2 handover of RABs with “UPIP=required” to a non-supporting eNB.
Proposal 17: Signal the UPIP policy in the BEARER CONTEXT SETUP REQUEST message on the E1 interface.
Proposal 18: Discuss whether to signal the UPIP policy in the BEARER CONTEXT MODIFICATION REQUEST message on the E1 interface.
Proposal 19: 	Add an E1-AP cause value to report the failure to implement “UPIP=required”.

**** End ****


