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Introduction
The RAN Work Item on “User Plane Integrity Protection Support for EPC connected architectures” was agreed and is available in [2]. 
An excerpt of the work item scope is shown below:

The set of objectives includes:
· Specify RAN basic functions for optional support and use of UPIP (at the full data rate supported by the UE) for the EPC connected architectures using NR PDCP (RAN2, RAN3)
For this release, it is intended that this feature only applies to EN-DC capable devices.

This paper investigates the particular issue of the deployment of the feature. Especially the cases of homogeneous deployment and non-homogeneous deployment are investigated and necessary impact in the network and specification.
[bookmark: _Hlk89869265]Discussion 
In release 16 a PDU session which has UP security set to “required” is forbidden to be handed over to 4g.
In release 17 it is no more forbidden if the MME supports the “UP  Integrity Protection feature” (EPS UP IP feature).
The PGW-C/SMF must get aware whether the MME supports the UP IP feature and this has been dealt with in SA2 and CT4.

1. Homogeneous deployment

In case of homogeneous support by all MMEs and eNBs the MME can send a security policy to the eNB. This can be similar to the Security Indication IE sent for PDU session of 5g, however should be transferred by MME to eNBs for E-RABs. The transfer needs to take place in all procedures where E-RABs are setup.
Moreover, in case of X2 handover, this security policy shall be transferred from source eNB to target eNB, similar to 5g where the security policy is transferred during Xn handovers.

Proposal 1: add a Security Indication IE over S1AP associated with E-RAB setup, similar to NGAP encoding, and transfer the Security Indication IE over X2AP at handover, similar to Xn handover.


1. Non-homogeneous deployment

If the EPS UP IP feature is non homogeneously supported in a network, this creates additional requirements and challenges.

EPS UP IP not supported is some MMEs
The PGW-C/SMF must get aware whether the MME supports the UP IP feature and this has been dealt with in SA2 and CT4. 
SA2 has foreseen that the feature could still function in a “minimum” way when MME doesn’t support the feature in those eNBs which would support the feature by using a configured policy in the eNB. This means that a supporting eNB receiving no UP IP security policy from a non-supporting MME could be required to use a default one as per TS 23.501:

Some earlier releases of the EPS specifications do not support User Plane Integrity Protection in EPS (EPS-UPIP). Hence UEs that support EPS-UPIP indicate this capability in the security algorithm octets of the UE Network Capability IE as defined in TS 24.301 [46] and use it as described in TS 33.401 [41]; and the MME copies this capability into S1-AP signalling sent to the E-UTRAN. The E-UTRAN can be locally configured with a policy (to be used when no explicit EPS UPIP policy is received from the MME), e.g. that the use of EPS-UPIP is “Preferred” for UE(s) that support User Plane Integrity Protection in EPS.
There is no particular impact in this case if the UE capability support is indicated through the existing algorithms.

EPS UP IP supported in MME but not supported is some eNBs

A different case is if MME supports the EPS UP IP feature but some eNBs don’t.

· Intersystem case
SA2 specifies that if a UE moves to a target eNB which doesn’t support the feature then the MME should act as if it doesn’t support the feature with regards to the PGW-C/SMF. 
At mobility to an E-UTRAN that does not support User Plane Integrity Protection with EPS the MME shall not indicate support of User Plane Integrity Protection with EPS to the SMF+PGW-C
Our understanding of this SA2 statement is that the “shall not indicate support” means that the target MME receiving a handover required from an AMF shall fail the handover if it sees that the target eNB ID included in the handover required is a non-supporting eNB.
This assumes that MME has knowledge of the support of the target eNB in advance. 
[bookmark: _Hlk92380018]In order to avoid tedious configuration between the two nodes, eNBs could report the support of the feature in the S1 Setup Request. Such indication could be realized as follows over S1AP:

[bookmark: _Toc20953660][bookmark: _Toc29390837][bookmark: _Toc36551574][bookmark: _Toc45831793][bookmark: _Toc51762746][bookmark: _Toc64381798][bookmark: _Toc73964316][bookmark: _Toc88646925]9.1.8.4	S1 SETUP REQUEST
This message is sent by the eNB to transfer information for a TNL association.
Direction: eNB  MME
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	Global eNB ID
	M
	
	9.2.1.37
	
	YES
	reject

	eNB Name
	O
	
	PrintableString(SIZE(1..150,…))
	
	YES
	ignore

	UP IP Support
	O
	
	ENUMERATED (true,…)
	
	YES
	ignore



Proposal 2: eNBs to exchange their feature support to MME. 

· Intra-system case
Another similar tricky use case in the case of non-homogeneous deployment is the case where source eNB supports the feature but not the target eNB. Again, according to TS 23.501:
At connected mode mobility from EPS to GERAN/UTRAN or to a part of the EPS that does not support User Plane Integrity Protection, the source E-UTRAN shall ensure that EPS bearers with UP integrity protection of the User Plane Security Enforcement information set to Required are not handed over. 
This case would require also an “horizontal “knowledge i.e. source eNBs should be made aware whether their neighbours support the feature or not. This horizontal learning could also be realized at setup phase by eNBs exchanging their support of the feature in the X2 Setup Request/response. Such indication could be realized as follows over X2AP: 

[bookmark: _Toc20954375][bookmark: _Toc29902379][bookmark: _Toc29906383][bookmark: _Toc36550373][bookmark: _Toc45104123][bookmark: _Toc45227619][bookmark: _Toc45891433][bookmark: _Toc51764075][bookmark: _Toc56528076][bookmark: _Toc64382043][bookmark: _Toc66283618][bookmark: _Toc67910994][bookmark: _Toc73979772][bookmark: _Toc88650496]9.1.2.3	X2 SETUP REQUEST
This message is sent by an eNB to a neighbouring eNB to transfer the initialization information for a TNL association.
Direction: eNB1  eNB2.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.13
	
	YES
	reject

	Global eNB ID
	M
	
	9.2.22
	
	YES
	reject

	UP IP Support
	O
	
	ENUMERATED (true,…)
	
	YES
	ignore



Proposal 3: eNBs to exchange their feature support to neighbour eNBs. 

[bookmark: _Hlk89867507][bookmark: _Hlk89699956]
Conclusion and Proposals
This paper has investigated the RAN3 architecture impacts associated with the EPS UP IP feature considering both deployment with homogeneous feature support and non-homogeneous feature support and both intra-system use cases and inter-system use cases. 

Unless explicit requirements are there, it seems important that operators have the flexibility to deploy homogeneously or non-homogeneously.
We therefore propose to consider this flexible support and ask RAN3 to discuss the following proposals:

Proposal 1: add a Security Indication IE over S1AP associated with E-RAB setup, similar to NGAP encoding and transfer of the Security Indication IE over X2AP at handover, similar to Xn handover.
Proposal 2: eNBs to exchange their feature support to MME. 
Proposal 3: eNBs to exchange their feature support to neighbour eNBs. 
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