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Introduction
The source IP address filtering in IP routers introduces a problem in inter donor DU re-routing. As a result of inter donor DU rerouting the new donor DU (and possible also transport routers above the donor DU) receive IP packets with a source IP address that does not belong to its subnet and therefore the source IP filtering, if set on, will discard packets.
According the summary of Offline Discussion on CB: # 1306_IAB_Multi-hop [1], three solution options gain support:
· Option 1: Disabling IP address filtering at the Donor DU
· Option 4: IP based tunnelling between old donor DU and new donor DU
· Option 6: IP based tunnelling between Donor CU and new IAB donor DU. 
The [1] came up with a “potential proposal”:
Proposal 1: Option 4, i.e. IP-based tunneling between IAB-donor-DUs, is adopted to address the source IP filtering during inter-Donor-DU re-routing.
and RAN3#113-e ended up with an agreement:
To address the source IP filtering during inter-Donor-DU re-routing, Option 4 (i.e. IP-based tunneling between IAB-donor-DUs) is considered. FFS on whether providing source IP address to target donor DU. 
RAN3 further discusses whether static or dynamic tunnel is established between IAB-donor-DUs for option 4.
This contribution analyses further option proposals that were proposed in a CB: # 1306_IAB_Multi-hop.
Discussion
IP-based tunnelling between IAB-donor-CU and new IAB-donor-DU. 
During the last RAN3 meeting, it was commented that the target Donor-DU may use a tunnel with the IAB-donor-CU to directly forward the UL packet to IAB-donor-CU. Figure 1 illustrates a IAB stack in a typical deployment scenario where the MNO’s trusted domain is accessed via a security gateway (SeGW). The tunnel mode IPSec security association (SA) is established between the IAB node and the SeGW. The SA provides domain segregation between the trusted MNO’s IP domain and untrusted transport operators IP domain, by encrypting and encapsulating trusted domain’s IP packets into transport domain’s IP packets. The transport IP domain (blue) does not see IP addresses of encapsulated F1 packets and is not any other way aware of the IP addressing of the MNO’s IP domain (orange). Blue IP addresses are removed from the F1 packets when they enter the trusted domain. 



Figure 1. IAB stack.
This option has severe issues in deployments with separate SeGW with: 
· Routing
· The donor DU is a transport node for the re-routed F1 packets and it performs routing on the TNL IP layer. The donor DU is not aware of the orange IP address of the Donor CU and is not able to read orange addresses from the inner IP packets either. Even if the Donor DU would somehow be aware of the CU’s IP address, the IP addresses of the MNO’s domain may not be routable in the TNL IP domain. 
· Encryption
· The direct tunnel between the new donor DU and donor CU would bypass the security GW. The IPSec security association, however, is established between the IAB node and the SeGW, which means that the CU would not be able to decode  F1 packets, even if they have somehow found its way to the CU. 

Observation 1. The IP-based tunnelling between IAB-donor-CU and new IAB-donor-DU does not work in deployments with external security gateways.

IP based tunnelling between new donor DU and old donor DU.
This option does not have above described problems with SeGWs since both new Donor DU and old donor DUs are typically located in an untrusted domain and they are therefore on a same side of the SeGW. 
Regarding the impact to the specification, in our view the specification impact of this option is not significant, since this option does not necessitate specification of a new RAN interface – it’s only a user plane tunnel, which can be established with existing mechanisms/C-plane interfaces. 

Since it’s important to support re-routing also between donor DUs and the Inter-Donor-DU tunnel is only workable solution, it is proposed:
Proposal 1: the IP-based tunnelling between IAB-donor-DUs, is adopted to address the source IP filtering during inter-Donor-DU re-routing.

whether provides the source IP address to target donor DU
There may be multiple IABs migrated from different source Donor-DU to target Donor-DU (either directly connected to target Donor-DU, or connected to target Donor-DU via one or multiple intermediate IABs). The target Donor-DU should be able to use the BAP header and/or the IP header to determine whether a received UL packet need to be forwarded, and which tunnel to be used for the forwarding. The determination may be based on BAP header or the IP header of the IP packet. Since the Routing ID may be re-written in the boundary IAB, it is not possible to perform the determination based on the BAP header. Then the only option is to use the IP header. For example, Target Donor-DU knows the IP address of the IAB node, i.e. the IP address to be used as source address field of the UL packets sent from the IAB. Target Donor-DU checks the source address field of the UL packet. In case a match, target Donor-DU select an appropriate tunnel and forward the applicable UL packet to source Donor-DU. This option works for both intra-CU inter-Donor-DU and inter-CU cases. 
Target Donor-DU may be configured whether to performs the check. For example, when there is no migration, there is no need for target Donor-DU to perform the check. 

Proposal 2: the target IAB-donor-DU know the IAB’s IP address, which is used as source address field of the UL packet that is applicable for forwarding to source IAB-donor-DU. 

Static vs. dynamic inter donor DU -tunnel
The management of the inter donor DU tunnel comprises tunnel establishment i.e. tunnel end point configuration to donor DUs and the packet mapping configuration. Donor DUs must know which packet are directed to certain inter donor DU tunnel and which packets are routed “normally”.  
The possible procedure for dynamic tunnel management is as below, e.g. re-routing from new donor DU (donor DU2) to old donor DU (donor DU1):
· Donor-DU2 is configured with the IP address of Donor-DU1, and the tunnel ID at Donor-DU1 for forwarding UL packets to Donor DU1
· When Donor-DU2 receives a BAP packet matches the criteria, e.g. the BAP packet  contains an IP packet with source address allocated by Donor-DU1, it forwards the packet to Donor-DU1 via the tunnel. 
· When Donor-DU1 receives the packet from the Donor-DU2 it routes the IP packet towards the Donor-CU (via SeGW).
So the required specification change is relatively small. The further detail of the specification impact can be discussed further after Opt4 is agreed 
It may be difficult or very inefficient for pre-configuration all possible DU-DU tunnels in an IAB system. The dynamic tunnel management enables on demand per QoS class or per RLC channel tunnelling between donor DUs and it does not set restrictions in Donor DU’s and IAB node’s address allocation. Static tunnel and mapping rule configuration work only if Donor DU level routing address allocation bases on static network addresses. 
Proposal 3. Due to flexibility RAN3 should consider dynamic inter donor DU tunnel management. 
The detail of the Stage-3 may be further discussed, it is proposed to agree on the Stage-2 TP. The inter-donor-DU tunnel need to be established before the actual data forwarding is performed.   
Conclusion
This contribution analyzes the options to support inter-Donor-DU re-routing. Our proposals are
Observation 1. The IP-based tunnelling between IAB-donor-CU and new IAB-donor-DU does not work in deployments with external security gateways.

Proposal 1: the IP-based tunnelling between IAB-donor-DUs, is adopted to address the source IP filtering during inter-Donor-DU re-routing.
Proposal 2: the target IAB-donor-DU know the IAB’s IP address, which is used as source address field of the UL packet that is applicable for forwarding to source IAB-donor-DU. 
Proposal 3. Due to flexibility RAN3 should consider dynamic inter donor DU tunnel management. 
The proposed Stage-2 TP can be found in the annex section.
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During the intra-CU topology adaptation in SA, both the source and the target parent node are served by the same IAB-donor-CU. The target parent node may use a different IAB-donor-DU than the source parent node. The source path may have common nodes with the target path. Figure 8.2.3.1-1 shows an example of the topology adaptation procedure, where the target parent node uses a different IAB-donor-DU than the one used by the source parent node.  

**  Unchanged part is skipped  **

11.	The IAB-donor-CU configures BH RLC channels and BAP-sublayer routing entries on the target path between the target parent IAB-node and target IAB-donor-DU as well as DL mappings on the target IAB-donor-DU for the migrating IAB-node’s target path. These configurations may be performed at an earlier stage, e.g. immediately after step 3, or before step 3. The IAB-donor-CU may establish additional BH RLC channels to the migrating IAB-MT via RRC message. 
12.	The F1-C connections are switched to use the migrating IAB-node’s new TNL address(es), IAB-donor-CU updates the UL BH information associated to each GTP-tunnel to migrating IAB-node. This step may also update UL FTEID and DL FTEID associated to each GTP-tunnel. All F1-U tunnels are switched to use the migrating IAB-node’s new TNL address(es). This step may use non-UE associated signaling in E1 and/or F1 interface to provide updated UP configuration for F1-U tunnels of multiple connected UEs or child IAB-MTs. The IAB-donor-CU may also update the UL BH information associated with non-UP traffic. Implementation must ensure the avoidance of potential race conditions, i.e. no conflicting configurations are concurrently performed using UE-associated and non-UE-associated procedures.
[bookmark: _Hlk80609816]In case IPsec tunnel mode is used for TNL protection, the IAB-node may use MOBIKE to migrate the IPsec tunnel to the new IP addresses. After the completion of the MOBIKE procedure, the existing SCTP association and the DL FTEID can be reused.
In case the migration IAB has in-flight UL packets received from the descendant IAB, the migration IAB may continue the uplink transmission via the target path. Target IAB-donor-DU may forward the received UL IP packet to the source IAB-donor-DU via a tunnel established earlier.

13.	The IAB-donor-CU sends a UE CONTEXT RELEASE COMMAND message to the source parent node IAB-DU.

image1.emf
SDAP

PDCP

RLC

MAC

F1

 IP 

BAP

RLC

MAC

UDP

GTP RLC

MAC

RLC

MAC

RLC

MAC

BAP BAP

RLC

MAC

BAP

UDP

GTP

SDAP

PDCP

TNL 

IP

F1

 IP 

TNL

 IP

TNL

 IP

F1 interface

IPSec tunneling 

F1

 IP 

Donor DU SeGW

CU

IAB 1 IAB 2

MNO¶s trusted domain

UE


Microsoft_Visio_Drawing.vsdx

SDAP
PDCP
RLC
MAC
F1 IP
BAP
RLC
MAC
UDP
GTP
RLC
MAC
RLC
MAC
RLC
MAC
BAP
BAP
RLC
MAC
BAP
UDP
GTP
SDAP
PDCP
TNL IP
F1 IP
TNL IP
TNL IP
F1 interface
IPSec tunneling
F1 IP
Donor DU
SeGW
CU
IAB 1
IAB 2
MNO’s trusted domain
UE



