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	Reason for change:
	SA3 has requested RAN3 (in S3-213272) “to modify their specifications to ensure that all of MME, eNB, AMF and ng-RAN node copy on the complete UE security capabilities” from release 17 onwards, to prevent the network not selecting what would be the preferred security algorithm if the full UE security capabilities were available at the eNB or ng-RAN node.

	
	

	Summary of change:
	All currently defined bits in the NAS security capability IEs (both 4G and 5G) are mapped to bits in the corresponding RAN IEs, irrespective of whether they are currently assigned to represent support for a security algorithm. A statement is also added that the “Security Capabilities received from NAS signaling shall not be modified or truncated when forwarded to eNBs”.


	
	

	Consequences if not approved:
	No support for the requested functionality in S3-213272. RAN may not be aware of UE’s support for new security algorithms. 
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[bookmark: _Toc20953746][bookmark: _Toc29390924][bookmark: _Toc36551661][bookmark: _Toc45831883][bookmark: _Toc51762836][bookmark: _Toc64381888][bookmark: _Toc73964406][bookmark: _Toc81229035]9.2.1.40	UE Security Capabilities
The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE. The Security Capabilities received from NAS signaling shall not be modified or truncated when forwarded to eNBs.
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	UE Security Capabilities
	
	
	
	

	>Encryption Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:
“all bits equal to 0” – UE supports no other algorithm than EEA0,
“first bit” – 128-EEA1,
“second bit” – 128-EEA2,
“third bit” – 128-EEA3,
“fourth to seventh bit” are mapped from bit 4 to bit 1 of octet 3 in the UE Security Capability IE defined in TS 24.301 [24],  
other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].

	>Integrity Protection Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an integrity protection algorithm:
“all bits equal to 0” – UE supports no other algorithm than EIA0,
“first bit” – 128-EIA1,
“second bit” – 128-EIA2,
“third bit” – 128-EIA3,
“fourth to seventh bit” are mapped from bit 4 to bit 1 of octet 4 in the UE Security Capability IE defined in TS 24.301 [24],  
other bits reserved for future use.
Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].
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This IE defines the supported algorithms for encryption and integrity protection in NR as defined in TS 33.401 [15]. The Security Capabilities received from NAS signaling shall not be modified or truncated when forwarded to eNBs.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	NR Encryption Algorithms 
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:
“all bits equal to 0” – UE supports no other NR algorithm than NEA0,
“first bit” – 128-NEA1,
“second bit” – 128-NEA2,
“third bit” – 128-NEA3,
“fourth to seventh bit” are mapped from bit 4 to bit 1 of octet 3 in the UE Additional Security Capability IE defined in TS 24.301 [24],
“eighth to fifteenth bit” are mapped from bit 8 to bit 1 of octet 4 in the UE Additional Security Capability IE defined in TS 24.301 [24]
other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].

	NR Integrity Protection Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an integrity protection algorithm:
“all bits equal to 0” – UE supports no other NR algorithm than NIA0,
“first bit” – 128-NIA1,
“second bit” – 128-NIA2,
“third bit” – 128-NIA3,
“fourth to seventh bit” are mapped from bit 4 to bit 1 of octet 5 in the UE Additional Security Capability IE defined in TS 24.301 [24],
“eighth to fifteenth bit” are mapped from bit 8 to bit 1 of octet 6 in the UE Additional Security Capability IE defined in TS 24.301 [24]
other bits reserved for future use.
Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].



