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1st CHANGE

[bookmark: _Toc20955604][bookmark: _Toc29461042][bookmark: _Toc29505774][bookmark: _Toc36556299][bookmark: _Toc45881763][bookmark: _Toc51852402][bookmark: _Toc56620353][bookmark: _Toc64447993][bookmark: _Toc74152768][bookmark: _Toc81380609]9.3.1.23	Security Indication
This IE contains the user plane integrity protection indication and confidentiality protection indication which indicates the requirements on UP integrity protection and ciphering for corresponding PDU Session Resources, respectively.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Integrity Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)

	Indicates whether UP integrity protection shall apply, should apply or shall not apply for the concerned PDU Session Resource for the gNB/ng-eNB CP-UP separation, or for the concerned E-RAB for the eNB CP-UP separation.

	Confidentiality Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)
	Indicates whether UP ciphering shall apply, should apply or shall not apply for the concerned PDU Session Resource.
NOTE: This IE is not applicable to eNB CP-UP separation.

	Maximum Integrity Protected Data Rate
	C-ifIntegrityProtectionrequiredorpreferred
	
	9.3.1.57
	If present, this is the value received from the CN for the overall UE capability. This IE is ignored when enforcing the maximum IP data rate.
NOTE: This IE is not applicable to eNB CP-UP separation.



	Condition
	Explanation

	ifIntegrityProtectionrequiredorpreferred
	This IE shall be present if the Integrity Protection Indication IE within the Security Indication IE is set to “required” or “preferred”.




[bookmark: _Toc20953424][bookmark: _Toc29390601][bookmark: _Toc36551338][bookmark: _Toc45831535][bookmark: _Toc51762488][bookmark: _Toc64381540][bookmark: _Toc73964058][bookmark: _Toc81228687]
2nd CHANGE

[bookmark: _Toc20955612][bookmark: _Toc29461050][bookmark: _Toc29505782][bookmark: _Toc36556307][bookmark: _Toc45881771][bookmark: _Toc51852410][bookmark: _Toc56620361][bookmark: _Toc56620697]9.3.1.31	Security Algorithm
This IE defines the type of ciphering algorithm and/or integrity protection used for the DRBs.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Ciphering Algorithm
	M
	
	ENUMERATED (NEA0, 128-NEA1, 128-NEA2, 128-NEA3)
	As defined in TS 33.501 [13] for NG-RAN or TS 33.401 [x4] for E-UTRAN where the corresponding enumerated value is EEA0, 128-EEA1, 128-EEA2, 128-EEA3.

	Integrity Protection Algorithm 
	O
	
	ENUMERATED (NIA0, 128-NIA1, 128-NIA2, 128-NIA3)
	As defined in TS 33.501 [13] for NG-RAN for NG-RAN or TS 33.401 [x4] for E-UTRAN where the corresponding enumerated value is EEA0, 128-EEA1, 128-EEA2, 128-EEA3.



[bookmark: _Toc20955613][bookmark: _Toc29461051][bookmark: _Toc29505783][bookmark: _Toc36556308][bookmark: _Toc45881772][bookmark: _Toc51852411][bookmark: _Toc56620362][bookmark: _Toc56620698][bookmark: _Hlk512875178]9.3.1.32	User Plane Security Keys
This IE contains the ciphering and/or integrity protection keys generated by the gNB-CU-CP.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Encryption Key
	M
	
	OCTET STRING
	As defined in TS 33.501 [13] for gNB or ng-eNB CP-UP separation, or in TS 33.401 [x4] for eNB CP-UP separation.

	Integrity Protection Key
	O
	
	OCTET STRING
	As defined in TS 33.501 [13] for NG-RAN or TS 33.401 [x4] for E-UTRAN.





3rd CHANGE

[bookmark: _Toc20955633][bookmark: _Toc29461071][bookmark: _Toc29505803][bookmark: _Toc36556328][bookmark: _Toc45881792][bookmark: _Toc51852431][bookmark: _Toc56620382][bookmark: _Toc64448022][bookmark: _Toc74152797][bookmark: _Toc81380638]9.3.1.52	Security Result
This IE indicates whether the security policy indicated as "preferred" in the Security Indication IE is performed or not.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Integrity Protection Result
	M
	
	ENUMERATED (performed, not performed, …)
	Indicates whether UP integrity protection is performed or not for the concerned PDU Session Resource for the gNB/ng-eNB CP-UP separation, or for the concerned E-RAB for the eNB CP-UP separation.

	Confidentiality Protection Result
	M
	
	ENUMERATED (performed, not performed, …)
	Indicates whether UP ciphering is performed or not for the concerned PDU Session Resource.
NOTE: This IE is not applicable to eNB CP-UP separation.



