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1st CHANGE

[bookmark: _Toc20953336][bookmark: _Toc29390513][bookmark: _Toc36551250][bookmark: _Toc45831447][bookmark: _Toc51762400][bookmark: _Toc64381452][bookmark: _Toc73963970][bookmark: _Toc81228599]8.2	E-RAB Management procedures
[bookmark: _Toc20953337][bookmark: _Toc29390514][bookmark: _Toc36551251][bookmark: _Toc45831448][bookmark: _Toc51762401][bookmark: _Toc64381453][bookmark: _Toc73963971][bookmark: _Toc81228600]8.2.1	E-RAB Setup
[bookmark: _Toc20953338][bookmark: _Toc29390515][bookmark: _Toc36551252][bookmark: _Toc45831449][bookmark: _Toc51762402][bookmark: _Toc64381454][bookmark: _Toc73963972][bookmark: _Toc81228601]8.2.1.1	General
The purpose of the E-RAB Setup procedure is to assign resources on Uu and S1 for one or several E-RABs and to setup corresponding Data Radio Bearers for a given UE. The procedure uses UE-associated signalling.
[bookmark: _Toc20953339][bookmark: _Toc29390516][bookmark: _Toc36551253][bookmark: _Toc45831450][bookmark: _Toc51762403][bookmark: _Toc64381455][bookmark: _Toc73963973][bookmark: _Toc81228602]8.2.1.2	Successful Operation


Figure 8.2.1.2-1: E-RAB Setup procedure. Successful operation.
The MME initiates the procedure by sending an E-RAB SETUP REQUEST message to the eNB. 
-	The E-RAB SETUP REQUEST message shall contain the information required by the eNB to build the E-RAB configuration consisting of at least one E-RAB and for each E-RAB to setup include an E-RAB to be Setup Item IE. 
Upon reception of the E-RAB SETUP REQUEST message, and if resources are available for the requested configuration, the eNB shall execute the requested E-RAB configuration. For each E-RAB and based on the E-RAB level QoS parameters IE the eNB shall establish a Data Radio Bearer and allocate the required resources on Uu. The eNB shall pass the NAS-PDU IE and the value contained in the E-RAB ID IE received for the E-RAB for each established Data Radio Bearer to the UE. The eNB does not send the NAS PDUs associated to the failed Data radio bearers to the UE. The eNB shall allocate the required resources on S1 for the E-RABs requested to be established.
If the Correlation ID IE is included in the E-RAB SETUP REQUEST message towards the eNB with L-GW function for LIPA operation, then the eNB shall use this information for LIPA operation for the concerned E-RAB.
If the SIPTO Correlation ID IE is included in the E-RAB SETUP REQUEST message towards the eNB with L-GW function for SIPTO@LN operation, then the eNB shall use this information for SIPTO@LN operation for the concerned E-RAB. 
If the Bearer Type IE is included in the E-RAB SETUP REQUEST message and is set to "non IP", then the eNB shall not perform IP header compression for the concerned E-RAB.
If the Ethernet Type IE is included in the E-RAB SETUP REQUEST message and is set to "True", then the eNB shall, if supported, take this into account to perform header compression appropriately for the concerned E-RAB.
[bookmark: _Hlk509588533]For each E-RAB for which the Security Indication IE is included in the E-RAB To Be Setup Item IEs IE of the E-RAB SETUP REQUEST message, and the Integrity Protection Indication IE is set to "required", then the eNB shall perform user plane integrity protection for the concerned E-RAB as specified in TS 33.401 [15]. 
For each E-RAB for which the Security Indication IE is included in the E-RAB To Be Setup Item IEs IE of the E-RAB SETUP REQUEST message, and the Integrity Protection Indication IE is set to "preferred", then the eNB should, if supported, perform user plane integrity protection for the concerned E-RAB as specified in TS 33.401 [15] and shall notify whether it performed the user plane integrity protection by including the Integrity Protection Result IE in the Security Result IE of the E-RAB SETUP RESPONSE message.
For each E-RAB for which the Security Indication IE is included in the E-RAB To Be Setup Item IEs IE of the E-RAB SETUP REQUEST message: 
-	if the Integrity Protection Indication IE is set to "not needed", then the eNB shall not perform user plane integrity protection for the concerned E-RAB.
If the UE supports the EIA7 integrity protection algorithm as defined in TS 33.401 [15], for each E-RAB for which the Security Indication IE is not included in the E-RAB To Be Setup Item IEs IE of the E-RAB SETUP REQUEST message, then the eNB shall perform user plane integrity protection for the concerned E-RAB according to the locally preconfigured policy as specified in TS 33.401 [15].

<Unchanged Text Omitted>
[bookmark: _Toc20953342][bookmark: _Toc29390519][bookmark: _Toc36551256][bookmark: _Toc45831453][bookmark: _Toc51762406][bookmark: _Toc64381458][bookmark: _Toc73963976][bookmark: _Toc81228605]8.2.2	E-RAB Modify
[bookmark: _Toc20953343][bookmark: _Toc29390520][bookmark: _Toc36551257][bookmark: _Toc45831454][bookmark: _Toc51762407][bookmark: _Toc64381459][bookmark: _Toc73963977][bookmark: _Toc81228606]8.2.2.1	General
The purpose of the E-RAB Modify procedure is to enable modifications of already established E-RABs for a given UE. The procedure uses UE-associated signalling.
[bookmark: _Toc20953344][bookmark: _Toc29390521][bookmark: _Toc36551258][bookmark: _Toc45831455][bookmark: _Toc51762408][bookmark: _Toc64381460][bookmark: _Toc73963978][bookmark: _Toc81228607]8.2.2.2	Successful Operation


Figure 8.2.2.2-1: E-RAB Modify procedure. Successful operation.
The MME initiates the procedure by sending an E-RAB MODIFY REQUEST message to the eNB. 
-	The E-RAB MODIFY REQUEST message shall contain the information required by the eNB to modify one or several E-RABs of the existing E-RAB configuration. 
Information shall be present in the E-RAB MODIFY REQUEST message only when any previously set value for the E-RAB configuration is requested to be modified.
Upon reception of the E-RAB MODIFY REQUEST message, and if resources are available for the requested target configuration, the eNB shall execute the modification of the requested E-RAB configuration. For each E-RAB that shall be modified and for which the Transport Information IE is not included and based on the new E-RAB level QoS parameters IE the eNB shall modify the Data Radio Bearer configuration and change allocation of resources on Uu according to the new resource request. The eNB shall pass the NAS-PDU IE received for the E-RAB to the UE when modifying the Data Radio Bearer configuration. The eNB does not send the NAS PDUs associated to the failed Data radio bearers to the UE. The eNB shall change allocation of resources on S1 according to the new resource request.
If the E-UTRAN failed to modify an E-RAB the E-UTRAN shall keep the E-RAB configuration as it was configured prior the E-RAB MODIFY REQUEST.
The E-RAB MODIFY REQUEST message may contain the
-	the UE Aggregate Maximum Bit Rate IE,
-	the Secondary RAT Data Usage Request IE.
If the UE Aggregate Maximum Bit Rate IE is included in the E-RAB MODIFY REQUEST, the eNB shall
-	replace the previously provided UE Aggregate Maximum Bit Rate by the received UE Aggregate Maximum Bit Rate in the UE context;
-	use the received UE Aggregate Maximum Bit Rate for non-GBR Bearers for the concerned UE.
If the UE Aggregate Maximum Bit Rate IE is not contained in the E-RAB MODIFY REQUEST message, the eNB shall use the previously provided UE Aggregate Maximum Bit Rate which is stored in the UE context. 
The modification of resources according to the values of the Allocation and Retention Priority IE shall follow the principles described for the E-RAB Setup procedure.
If the Transport Information IE is included in the E-RAB MODIFY REQUEST message, the eNB shall use the included information as the new S-GW address and uplink packet destination for the relevant E-RAB as defined in TS 23.401 [11], and it shall ignore the E-RAB Level QoS Parameters and NAS-PDU IEs for the same E-RAB.
If the Security Indication IE is included in the E-RAB MODIFY REQUEST message, the eNB shall, if supported, take it into account as defined in the E-RAB Setup procedure.
If the UE supports the EIA7 integrity protection algorithm as defined in TS 33.401 [15], for each E-RAB for which the Security Indication IE is not included in the E-RAB To Be Setup Item IEs IE of the E-RAB SETUP REQUEST message, the eNB, if supported, shall perform user plane integrity protection for the concerned E-RAB according to the locally preconfigured policy as specified in TS 33.401 [15].
The eNB shall report to the MME, in the E-RAB MODIFY RESPONSE message, the result for all the requested E-RABs to be modified.
-	A list of E-RABs which are successfully modified shall be included in the E-RAB Modify List IE.
-	A list of E-RABs which failed to be modified, if any, shall be included in the E-RAB Failed to Modify List IE.
[bookmark: _Toc20953353][bookmark: _Toc29390530][bookmark: _Toc36551267][bookmark: _Toc45831464][bookmark: _Toc51762417][bookmark: _Toc64381469][bookmark: _Toc73963987][bookmark: _Toc81228616]<Unchanged Text Omitted>


2nd CHANGE
8.2.4	E-RAB Modification Indication
[bookmark: _Toc20953354][bookmark: _Toc29390531][bookmark: _Toc36551268][bookmark: _Toc45831465][bookmark: _Toc51762418][bookmark: _Toc64381470][bookmark: _Toc73963988][bookmark: _Toc81228617]8.2.4.1	General
The purpose of the E-RAB Modification Indication procedure is to enable the eNB to request modifications of already established E-RABs for a given UE. The procedure uses UE-associated signalling.
[bookmark: _Toc20953355][bookmark: _Toc29390532][bookmark: _Toc36551269][bookmark: _Toc45831466][bookmark: _Toc51762419][bookmark: _Toc64381471][bookmark: _Toc73963989][bookmark: _Toc81228618]8.2.4.2	Successful Operation


Figure 8.2.4.2-1: E-RAB Modification Indication procedure. Successful operation.
The eNB initiates the procedure by sending an E-RAB MODIFICATION INDICATION message to the MME.
The Transport Layer Address IE and DL GTP TEID IE included in the E-RAB To Be Modified Item IEs IE in the E-RAB MODIFICATION INDICATON message shall be considered by the MME as the new DL address of the E-RABs. The Transport Layer Address IE and DL GTP TEID IE included in the E-RAB Not To Be Modified Item IEs IE in the E-RAB MODIFICATION INDICATION message shall be considered by the MME as the E-RABs with unchanged DL address
If the Secondary RAT Usage Report List IE is included in the E-RAB MODIFICATION INDICATION message, the MME shall handle this information as specified in TS 23.401 [11].
The E-RAB MODIFICATION CONFIRM message shall contain the result for all the E-RABs that were requested to be modified according to the E-RAB To Be Modified Item IEs IE of the E-RAB MODIFICATION INDICATION message as follows:
-	A list of E-RABs which are successfully modified shall be included in the E-RAB Modify List IE.
-	A list of E-RABs which failed to be modified, if any, shall be included in the E-RAB Failed to Modify List IE.
-	A list of E-RABs which are to be released, if any, shall be included in the E-RAB To Be Released List IE.
If the E-RAB Failed to Modify List IE is received in the E-RAB MODIFICATION CONFIRM message, the eNB shall either
-	release all corresponding E-UTRA and E-UTRAN resources for the concerned E-RAB or
-	keep the previous transport information before sending the E-RAB MODIFICATION INDICATION message unchanged for the concerned E-RAB.
If the E-RAB To Be Released List IE is received in the E-RAB MODIFICATION CONFIRM message, the eNB shall release all corresponding E-UTRA and E-UTRAN resources for the concerned E-RAB.
If the CSG Membership Info IE is included in the E-RAB MODIFICATION INDICATION message, the MME shall use the information for CSG membership verification as specified in TS 36.300 [14] and provide the result of the membership verification in the CSG Membership Status IE contained in the E-RAB MODIFICATION CONFIRM message.
If PLMN Identity IE is received in the CSG Membership Info IE in the E-RAB MODIFICATION INDICATION message, the MME shall use it for CSG membership verification as specified in TS 36.300 [14].
When the MME reports unsuccessful modification of an E-RAB, the cause value should be precise enough to enable the eNB to know the reason for an unsuccessful modification.
If the Tunnel Information for BBF IE is received in the E-RAB MODIFICATION INDICATION message, the MME shall, if supported, use it in the core network as specified in TS 23.139 [37].
If the User Location Information IE is included in the E-RAB MODIFICATION INDICATION message, the MME shall handle this information as specified in TS 23.401 [11].
If the Security Result IE is included in the E-RAB to Be Modified Item IEs IE in the E-RAB MODIFICATION INDICATION message, it shall be considered by the MME as the new security status of the E-RAB.
<Unchanged Text Omitted>


3rd CHANGE

[bookmark: _Toc20953358][bookmark: _Toc29390535][bookmark: _Toc36551272][bookmark: _Toc45831469][bookmark: _Toc51762422][bookmark: _Toc64381474][bookmark: _Toc73963992][bookmark: _Toc81228621]8.3	Context Management procedures
[bookmark: _Toc20953359][bookmark: _Toc29390536][bookmark: _Toc36551273][bookmark: _Toc45831470][bookmark: _Toc51762423][bookmark: _Toc64381475][bookmark: _Toc73963993][bookmark: _Toc81228622]8.3.1	Initial Context Setup
[bookmark: _Toc20953360][bookmark: _Toc29390537][bookmark: _Toc36551274][bookmark: _Toc45831471][bookmark: _Toc51762424][bookmark: _Toc64381476][bookmark: _Toc73963994][bookmark: _Toc81228623]8.3.1.1	General
The purpose of the Initial Context Setup procedure is to establish the necessary overall initial UE Context including E-RAB context, the Security Key, Handover Restriction List, UE Radio capability and UE Security Capabilities etc. The procedure uses UE-associated signalling.
[bookmark: _Toc20953361][bookmark: _Toc29390538][bookmark: _Toc36551275][bookmark: _Toc45831472][bookmark: _Toc51762425][bookmark: _Toc64381477][bookmark: _Toc73963995][bookmark: _Toc81228624]8.3.1.2	Successful Operation


Figure 8.3.1.2-1: Initial Context Setup procedure. Successful operation.
<Unchanged Text Omitted>

If the UE Radio Capability ID IE is included in the INITIAL CONTEXT SETUP REQUEST message, the eNB shall, if supported, use it as defined in TS 23.401 [11].
If the Security Indication IE is contained in the INITIAL CONTEXT SETUP REQUEST message, the eNB shall behave the same as defined in the E-RAB Setup procedure. The eNB shall report to the MME in the INITIAL CONTEXT SETUP RESPONSE message the result for each E-RAB resource included in the Security Result IE.
If the UE Security Capabilities IE included in the INITIAL CONTEXT SETUP REQUEST message contains the EIA7 algorithm as defined in TS 33.401 [15], for each E-RAB for which the Security Indication IE is not included in the E-RAB To Be Setup Item IEs IE of the INITIAL CONTEXT SETUP REQUEST message, then the eNB shall perform user plane integrity protection for the concerned E-RAB according to the locally preconfigured policy as specified in TS 33.401 [15].

The eNB shall report to the MME, in the INITIAL CONTEXT SETUP RESPONSE message, the successful establishment of the security procedures with the UE, and, the result for all the requested E-RABs in the following way:
-	A list of E-RABs which are successfully established shall be included in the E-RAB Setup List IE
-	A list of E-RABs which failed to be established shall be included in the E-RAB Failed to Setup List IE.
When the eNB reports the unsuccessful establishment of an E-RAB, the cause value should be precise enough to enable the MME to know the reason for the unsuccessful establishment, e.g., “Radio resources not available”, “Failure in the Radio Interface Procedure”.
After sending the INITIAL CONTEXT SETUP RESPONSE message, the procedure is terminated in the eNB.
[bookmark: _Toc20953424][bookmark: _Toc29390601][bookmark: _Toc36551338][bookmark: _Toc45831535][bookmark: _Toc51762488][bookmark: _Toc64381540][bookmark: _Toc73964058][bookmark: _Toc81228687]
4th CHANGE
8.4.2	Handover Resource Allocation
[bookmark: _Toc20953425][bookmark: _Toc29390602][bookmark: _Toc36551339][bookmark: _Toc45831536][bookmark: _Toc51762489][bookmark: _Toc64381541][bookmark: _Toc73964059][bookmark: _Toc81228688]8.4.2.1	General
The purpose of the Handover Resource Allocation procedure is to reserve resources at the target eNB for the handover of a UE.
[bookmark: _Toc20953426][bookmark: _Toc29390603][bookmark: _Toc36551340][bookmark: _Toc45831537][bookmark: _Toc51762490][bookmark: _Toc64381542][bookmark: _Toc73964060][bookmark: _Toc81228689]8.4.2.2	Successful Operation


Figure 8.4.2.2-1: Handover resource allocation: successful operation
<Unchanged Text Omitted>

If the UE Radio Capability ID IE is included in the HANDOVER REQUEST message, the eNB shall, if supported, use it as defined in TS 23.401 [11].
[bookmark: _Hlk34125072]If the DAPS Request Information IE is included for an E-RAB in the Source eNB to Target eNB Transparent Container IE within the HANDOVER REQUEST message, the target eNB shall consider that the request concerns a DAPS Handover for that E-RAB, as described in TS 36.300 [14]. The target eNB shall include the DAPS Response information List IE in the Target eNB to Source eNB Transparent Container IE within the HANDOVER REQUEST ACKNOWLEDGE message, containing the DAPS Response Information IE for each E-RAB requested to be configured with DAPS Handover.
[bookmark: _Toc20953427][bookmark: _Toc29390604][bookmark: _Toc36551341][bookmark: _Toc45831538][bookmark: _Toc51762491][bookmark: _Toc64381543]If the IMS voice EPS fallback from 5G IE is included in the Source eNB to Target eNB Transparent Container IE within the HANDOVER REQUEST message, the target eNB shall, if supported, store the information in the UE context and consider that the UE is handed over from NG-RAN to E-UTRAN due to an IMS voice fallback.
If the Security Indication IE is contained in the HANDOVER REQUEST message, the target eNB shall behave the same as defined in the E-RAB Setup procedure. The target eNB shall report to the MME in the HANDOVER REQUEST ACKNOWLEDGE message the result for each E-RAB resource included in the Security Result IE.
If the UE Security Capabilities IE included in the HANDOVER REQUEST message contains the EIA7 algorithm as defined in TS 33.401 [15], for each E-RAB for which the Security Indication IE is not included in the E-RABs To Be Setup Item IEs IE of the HANDOVER REQUEST message, then the eNB shall perform user plane integrity protection for the concerned E-RAB according to the locally preconfigured policy as specified in TS 33.401 [15].

[bookmark: _Toc20953433][bookmark: _Toc29390610][bookmark: _Toc36551347][bookmark: _Toc45831544][bookmark: _Toc51762497][bookmark: _Toc64381549][bookmark: _Toc73964067][bookmark: _Toc81228696]
5th CHANGE
8.4.4	Path Switch Request
[bookmark: _Toc20953434][bookmark: _Toc29390611][bookmark: _Toc36551348][bookmark: _Toc45831545][bookmark: _Toc51762498][bookmark: _Toc64381550][bookmark: _Toc73964068][bookmark: _Toc81228697]8.4.4.1	General
The purpose of the Path Switch Request procedure is to establish a UE associated signalling connection to the EPC and, if applicable, to request the switch of a downlink GTP tunnel towards a new GTP tunnel endpoint.
[bookmark: _Toc20953435][bookmark: _Toc29390612][bookmark: _Toc36551349][bookmark: _Toc45831546][bookmark: _Toc51762499][bookmark: _Toc64381551][bookmark: _Toc73964069][bookmark: _Toc81228698]8.4.4.2	Successful Operation


Figure 8.4.4.2-1: Path switch request: successful operation
<Unchanged Text Omitted>

If the PC5 QoS Parameters IE is included in the PATH SWITCH REQUEST ACKNOWLEDGE message, the eNB shall, if supported, use it for the concerned UE’s NR sidelink communication as specified in TS 23.285 [49].
For each E-RAB for which the User Plane Security Information IE is included in the E-RABs Switched in Downlink Item IEs IE of the PATH SWITCH REQUEST message, the MME shall behave as specified in TS 33.401 [15] and may send back the Security Indication IE within the E-RABs Switched in Uplink Item IEs IE of the PATH SWITCH REQUEST ACKNOWLEDGE message.
If the Security Indication IE is included within the E-RABs Switched in Uplink Item IEs IE of the PATH SWITCH REQUEST ACKNOWLEDGE message, the eNB shall behave as specified in TS 33.401 [15].
If the UE supports the EIA7 algorithm as defined in TS 33.401 [15], and if the Security Indication IE is not included within the E-RABs Switched in Uplink Item IEs IE of the PATH SWITCH REQUEST ACKNOWLEDGE message, the eNB shall perform user plane integrity protection for the concerned E-RAB according to the locally preconfigured policy as specified in TS 33.401 [15].
<Unchanged Text Omitted>

6th CHANGE

[bookmark: _Toc20953598][bookmark: _Toc29390775][bookmark: _Toc36551512][bookmark: _Toc45831728][bookmark: _Toc51762681][bookmark: _Toc64381733][bookmark: _Toc73964251][bookmark: _Toc81228880]9.1.3	E-RAB Management Messages
[bookmark: _Toc20953599][bookmark: _Toc29390776][bookmark: _Toc36551513][bookmark: _Toc45831729][bookmark: _Toc51762682][bookmark: _Toc64381734][bookmark: _Toc73964252][bookmark: _Toc81228881]9.1.3.1	E-RAB SETUP REQUEST
This message is sent by the MME and is used to request the eNB to assign resources on Uu and S1 for one or several E-RABs.
Direction: MME  eNB
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	reject

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	reject

	UE Aggregate Maximum Bit Rate
	O
	
	9.2.1.20
	
	YES
	reject

	E-RAB to be Setup List
	
	1
	
	
	YES
	reject

	>E-RAB To Be Setup Item IEs
	
	1 ..  <maxnoof E-RABs>
	
	
	EACH
	reject

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>E-RAB Level QoS Parameters 
	M
	
	9.2.1.15
	Includes necessary QoS parameters.
	-
	

	>>Transport Layer Address 
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	EPC TEID.
	-
	

	>>NAS-PDU
	M
	
	9.2.3.5
	
	-
	

	>>Correlation ID
	O
	
	9.2.1.80
	
	YES
	ignore

	>>SIPTO Correlation ID
	O
	
	Correlation ID
9.2.1.80
	
	YES
	ignore

	>>Bearer Type
	O
	
	9.2.1.116
	
	YES
	reject

	>>Ethernet Type
	O
	
	9.2.1.147
	
	YES
	ignore

	>>Security Indication
	O
	
	9.2.1.xx1
	
	YES
	reject



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RAB allowed towards one UE, the maximum value is 256. 



[bookmark: _Toc20953600][bookmark: _Toc29390777][bookmark: _Toc36551514][bookmark: _Toc45831730][bookmark: _Toc51762683][bookmark: _Toc64381735][bookmark: _Toc73964253][bookmark: _Toc81228882]9.1.3.2	E-RAB SETUP RESPONSE
This message is sent by the eNB and is used to report the outcome of the request from the E-RAB SETUP REQUEST message.
Direction: eNB  MME
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	ignore

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	ignore

	E-RAB Setup List
	
	0..1
	
	
	YES
	ignore

	>E-RAB Setup Item IEs
	
	1 .. <maxnoof E-RABs>
	
	
	EACH
	ignore

	>>E-RAB ID
	M
	
	
	
	-
	

	>>Transport Layer Address 
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	eNB TEID.
	-
	

	>>Security Result
	O
	
	9.2.1.xx2
	
	-
	

	E-RAB Failed to Setup List 
	O
	
	E-RAB List 
9.2.1.36
	A value for E-RAB ID shall only be present once in E-RAB Setup List IE and in E-RAB Failed to Setup List IE.
	YES
	ignore

	Criticality Diagnostics
	O
	
	9.2.1.21
	
	YES
	ignore



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RAB allowed towards one UE, the maximum value is 256. 
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This message is sent by the MME and is used to request the eNB to modify the Data Radio Bearers and the allocated resources on Uu and S1 for one or several E-RABs or to change the S-GW as defined in TS 23.401 [11].
Direction: MME  eNB
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	reject

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	reject

	UE Aggregate Maximum Bit Rate
	O
	
	9.2.1.20
	
	YES
	reject

	E-RAB to be Modified List
	
	1
	
	
	YES
	reject

	>E-RAB To Be Modified Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	reject

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>E-RAB Level QoS Parameters 
	M
	
	9.2.1.15
	Includes necessary QoS parameters.
	-
	

	>>NAS-PDU
	M
	
	9.2.3.5
	
	-
	

	>>Transport Information
	O
	
	
	
	YES
	reject

	>>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>>UL GTP TEID
	M
	
	GTP-TEID
9.2.2.2
	
	-
	

	>>Security Indication
	O
	
	9.2.1.xx1
	
	YES
	reject

	Secondary RAT Data Usage Request
	O
	
	ENUMERATED (requested, …)
	
	Yes
	ignore



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RAB allowed towards one UE, the maximum value is 256. 




7th CHANGE
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This message is sent by the eNB and is used to request the MME to apply the indicated modification for one or several E-RABs.
Direction: eNB  MME
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	reject

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	reject

	E-RAB to be Modified List
	
	1
	
	
	YES
	reject

	>E-RAB to Be Modified Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	reject

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>DL GTP TEID
	M
	
	GTP-TEID
9.2.2.2
	
	-
	

	>>Security Result
	O
	
	9.2.1.xx2
	
	-
	

	E-RAB not to be Modified List
	
	0..1
	
	
	YES
	reject

	>E-RAB not to Be Modified Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	reject

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>DL GTP TEID
	M
	
	GTP-TEID
9.2.2.2
	
	-
	

	CSG Membership Info
	
	0..1
	
	
	YES
	reject

	>CSG Membership Status
	M
	
	9.2.1.73
	
	-
	

	>CSG Id
	M
	
	9.2.1.62
	
	-
	

	>Cell Access Mode 
	O
	
	9.2.1.74
	
	-
	

	>PLMN Identity
	O
	
	9.2.3.8
	
	-
	

	Tunnel Information for BBF
	O
	
	Tunnel Information 9.2.2.3
	Indicating HeNB’s Local IP Address assigned by the broadband access provider, UDP port Number.
	YES
	ignore

	Secondary RAT Usage Report List
	O
	
	9.2.1.124
	
	Yes
	ignore

	User Location Information
	O
	
	9.2.1.93
	
	Yes
	ignore



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RAB allowed towards one UE, the maximum value is 256.
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This message is sent by the MME to request the setup of a UE context.
Direction: MME  eNB
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	reject

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	reject

	UE Aggregate Maximum Bit Rate
	M
	
	9.2.1.20
	
	YES
	reject

	E-RAB to Be Setup List
	
	1
	
	
	YES
	reject

	>E-RAB to Be Setup Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	reject

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>E-RAB Level QoS Parameters
	M
	
	9.2.1.15
	Includes necessary QoS parameters.
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	
	-
	

	>>NAS-PDU
	O
	
	9.2.3.5
	
	-
	

	>>Correlation ID
	O
	
	9.2.1.80
	
	YES
	ignore

	>>SIPTO Correlation ID
	O
	
	Correlation ID
9.2.1.80
	
	YES
	ignore

	>>Bearer Type
	O
	
	9.2.1.116
	
	YES
	reject

	>>Ethernet Type
	O
	
	9.2.1.147
	
	YES
	ignore

	>>Security Indication
	O
	
	9.2.1.xx1
	
	YES
	reject

	UE Security Capabilities
	M
	
	9.2.1.40
	
	YES
	reject

	Security Key
	M
	
	9.2.1.41
	The KeNB is provided after the key-generation in the MME, see TS 33.401 [15].
	YES
	reject

	Trace Activation
	O
	
	9.2.1.4
	
	YES
	ignore

	Handover Restriction List
	O
	
	9.2.1.22

	
	YES
	ignore

	UE Radio Capability
	O
	
	9.2.1.27
	
	YES
	ignore

	Subscriber Profile ID for RAT/Frequency priority
	O
	
	9.2.1.39
	
	YES
	ignore

	CS Fallback Indicator
	O
	
	9.2.3.21
	
	YES
	reject

	SRVCC Operation Possible
	O
	
	9.2.1.58
	
	YES
	ignore

	CSG Membership Status
	O
	
	9.2.1.73
	
	YES
	ignore

	Registered LAI
	O
	
	9.2.3.1
	
	YES
	ignore

	GUMMEI
	O
	
	9.2.3.9
	This IE indicates the MME serving the UE.
	YES
	ignore

	MME UE S1AP ID 2
	O
	
	9.2.3.3
	This IE indicates the MME UE S1AP ID assigned by the MME.
	YES
	ignore

	Management Based MDT Allowed
	O
	
	9.2.1.83
	
	YES
	ignore

	Management Based MDT PLMN List
	O
	
	MDT PLMN List
9.2.1.89
	
	YES
	ignore

	Additional CS Fallback Indicator
	C-ifCSFBhighpriority
	
	9.2.3.37
	
	YES
	ignore

	Masked IMEISV
	O
	
	9.2.3.38
	
	YES
	ignore

	Expected UE Behaviour
	O
	
	9.2.1.96
	
	YES
	ignore

	ProSe Authorized
	O
	
	9.2.1.99
	
	YES
	ignore

	UE User Plane CIoT Support Indicator
	O
	
	9.2.1.113
	
	YES
	ignore

	V2X Services Authorized
	O
	
	9.2.1.120
	
	YES
	ignore

	UE Sidelink Aggregate Maximum Bit Rate
	O
	
	9.2.1.122
	This IE applies only if the UE is authorized for V2X services.
	YES
	ignore

	Enhanced Coverage Restricted
	O
	
	9.2.1.123
	
	YES
	ignore

	NR UE Security Capabilities
	O
	
	9.2.1.127
	
	YES
	ignore

	CE-mode-B Restricted
	O
	
	9.2.1.129
	
	YES
	ignore

	Aerial UE subscription information
	O
	
	9.2.1.136
	
	YES
	ignore

	Pending Data Indication
	O
	
	9.2.3.55
	
	YES
	ignore

	Subscription Based UE Differentiation Information
	O
	
	9.2.1.140
	
	YES
	ignore

	Additional RRM Policy Index
	O
	
	9.2.1.39a
	
	YES
	ignore

	IAB Authorized
	O
	
	9.2.1.146
	
	YES
	ignore

	NR V2X Services Authorized
	O
	
	9.2.1.148
	
	YES
	ignore

	NR UE Sidelink Aggregate Maximum Bit Rate
	O
	
	9.2.1.149
	This IE applies only if the UE is authorized for NR V2X services.
	YES
	ignore

	PC5 QoS Parameters
	O
	
	9.2.1.150
	This IE applies only if the UE is authorized for NR V2X services.
	YES
	ignore

	UE Radio Capability ID
	O
	
	9.2.1.153
	
	YES
	reject



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RAB allowed towards one UE, the maximum value is 256. 



	Condition
	Explanation

	ifCSFBhighpriority
	This IE shall be present if the CS Fallback Indicator IE is set to “CS Fallback High Priority”.
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This message is sent by the eNB to confirm the setup of a UE context.
Direction: eNB  MME
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	ignore

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	ignore

	E-RAB Setup List
	
	1
	
	
	YES
	ignore

	>E-RAB Setup Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	ignore

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	
	-
	

	>>Security Result
	O
	
	9.2.1.xx2
	
	-
	

	E-RAB Failed to Setup List
	O
	
	E-RAB List 
9.2.1.36
	A value for E-RAB ID shall only be present once in E-RAB Setup List IE and E-RAB Failed to Setup List IE.
	YES
	ignore

	Criticality Diagnostics
	O
	
	9.2.1.21
	
	YES
	ignore



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RAB allowed towards one UE, the maximum value is 256. 





9th CHANGE
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This message is sent by the MME to the target eNB to request the preparation of resources.
Direction: MME  eNB.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	reject

	Handover Type
	M
	
	9.2.1.13
	
	YES
	reject

	Cause
	M
	
	9.2.1.3
	
	YES
	ignore

	UE Aggregate Maximum Bit Rate
	M
	
	9.2.1.20
	
	YES
	reject

	E-RABs To Be Setup List
	
	1
	
	
	YES
	reject

	>E-RABs To Be Setup Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	reject

	>>E-RAB ID 
	M
	
	9.2.1.2
	
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	To deliver UL PDUs.
	-
	

	>>E-RAB Level QoS Parameters
	M
	
	9.2.1.15
	Includes necessary QoS parameters.
	-
	

	>>Data Forwarding Not Possible
	O
	
	9.2.1.76
	
	YES
	ignore

	>>Bearer Type
	O
	
	9.2.1.116
	
	YES
	reject

	>>Ethernet Type
	O
	
	9.2.1.147
	
	YES
	ignore

	>>Security Indication
	O
	
	9.2.1.xx1
	
	YES
	reject

	Source to Target Transparent Container
	M
	
	9.2.1.56
	
	YES
	reject

	UE Security Capabilities
	M
	
	9.2.1.40
	
	YES
	reject

	Handover Restriction List
	O
	
	9.2.1.22
	
	YES
	ignore

	Trace Activation
	O
	
	9.2.1.4
	
	YES
	ignore

	Request Type
	O
	
	9.2.1.34
	
	YES
	ignore

	SRVCC Operation Possible
	O
	
	9.2.1.58
	
	YES
	ignore

	Security Context
	M
	
	9.2.1.26
	
	YES
	reject

	NAS Security Parameters to E-UTRAN
	C-iffromUTRANGERAN
	
	9.2.3.31
	The eNB shall use this IE as specified in TS 33.401 [15].
	YES
	reject

	CSG Id
	O
	
	9.2.1.62
	
	YES
	reject

	CSG Membership Status
	O
	
	9.2.1.73
	
	YES
	ignore

	GUMMEI
	O
	
	9.2.3.9
	This IE indicates the MME serving the UE.
	YES
	ignore

	MME UE S1AP ID 2
	O
	
	9.2.3.3
	This IE indicates the MME UE S1AP ID assigned by the MME.
	YES
	ignore

	Management Based MDT Allowed
	O
	
	9.2.1.83
	
	YES
	ignore

	Management Based MDT PLMN List
	O
	
	MDT PLMN List
9.2.1.89
	
	YES
	ignore

	Masked IMEISV
	O
	
	9.2.3.38
	
	YES
	ignore

	Expected UE Behaviour
	O
	
	9.2.1.96
	
	YES
	ignore

	ProSe Authorized
	O
	
	9.2.1.99
	
	YES
	ignore

	UE User Plane CIoT Support Indicator
	O
	
	9.2.1.113
	
	YES
	ignore

	V2X Services Authorized
	O
	
	9.2.1.120
	
	YES
	ignore

	UE Sidelink Aggregate Maximum Bit Rate
	O
	
	9.2.1.122
	This IE applies only if the UE is authorized for V2X services.
	YES
	ignore

	Enhanced Coverage Restricted
	O
	
	9.2.1.123
	
	YES
	ignore

	NR UE Security Capabilities
	O
	
	9.2.1.127
	
	YES
	ignore

	CE-mode-B Restricted
	O
	
	9.2.1.129
	
	YES
	ignore

	Aerial UE subscription information
	O
	
	9.2.1.136
	
	YES
	ignore

	Pending Data Indication
	O
	
	9.2.3.55
	
	YES
	ignore

	Subscription Based UE Differentiation Information
	O
	
	9.2.1.140
	
	YES
	ignore

	Additional RRM Policy Index
	O
	
	9.2.1.39a
	
	YES
	ignore

	IAB Authorized
	O
	
	9.2.1.146
	
	YES
	reject

	NR V2X Services Authorized
	O
	
	9.2.1.148
	
	YES
	ignore

	NR UE Sidelink Aggregate Maximum Bit Rate
	O
	
	9.2.1.149
	This IE applies only if the UE is authorized for NR V2X services.
	YES
	ignore

	PC5 QoS Parameters
	O
	
	9.2.1.150
	This IE applies only if the UE is authorized for NR V2X services.
	YES
	ignore

	UE Radio Capability ID
	O
	
	9.2.1.153
	
	YES
	reject



	Condition
	Explanation

	C-iffromUTRANGERAN
	This IE shall be present if the Handover Type IE is set to the value “UTRANtoLTE” or “GERANtoLTE”.



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RABs for one UE. Value is 256.
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This message is sent by the target eNB to inform the MME about the prepared resources at the target.
Direction: eNB  MME.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	ignore

	eNB UE S1AP ID
	M
	
	9.2.3.4
	Allocated at the target eNB.
	YES
	ignore

	E-RABs Admitted List
	
	1
	
	
	YES
	ignore

	>E-RABs Admitted Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	ignore

	>>E-RAB ID 
	M
	
	9.2.1.2
	
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	To deliver DL PDUs.
	-
	

	>>DL Transport Layer Address
	O
	
	9.2.2.1
	
	-
	

	>>DL GTP-TEID
	O
	
	9.2.2.2
	To deliver forwarded DL PDCP SDUs.
	-
	

	>>UL Transport Layer Address
	O
	
	9.2.2.1
	
	-
	

	>>UL GTP-TEID
	O
	
	9.2.2.2
	To deliver forwarded UL PDCP SDUs.
	-
	

	>>Security Result
	O
	
	9.2.1.xx2
	
	-
	

	E-RABs Failed to Setup List
	O
	
	E-RAB List 
9.2.1.36
	A value for E-RAB ID shall only be present once in E-RABs Admitted List IE and E-RABs Failed to Setup List IE.
	YES
	ignore

	Target to Source Transparent Container
	M
	
	9.2.1.57
	
	YES
	reject

	CSG Id
	O
	
	9.2.1.62
	
	YES
	ignore

	Criticality Diagnostics
	O
	
	9.2.1.21
	
	YES
	ignore

	Cell Access Mode
	O
	
	9.2.1.74
	
	YES
	ignore

	CE-mode-B Support Indicator
	O
	
	9.2.1.118
	
	YES
	ignore



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RABs for one UE. Value is 256.
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This message is sent by the eNB to request the MME to switch DL GTP tunnel termination point(s) from one end-point to another.
Direction: eNB  MME.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	reject

	E-RAB To Be Switched in Downlink List
	
	1
	
	
	YES
	reject

	>E-RABs Switched in Downlink Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	reject

	>>E-RAB ID 
	M
	
	9.2.1.2
	
	-
	

	>>Transport Layer address
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	To deliver DL PDUs.
	-
	

	>>User Plane Security Information
	O
	
	9.2.1.xx3
	
	-
	

	Source MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	reject

	E-UTRAN CGI
	M
	
	9.2.1.38
	
	YES
	ignore

	TAI
	M
	
	9.2.3.16
	
	YES
	ignore

	UE Security Capabilities
	M
	
	9.2.1.40
	
	YES
	ignore

	CSG Id
	O
	
	9.2.1.62
	
	YES
	ignore

	Cell Access Mode
	O
	
	9.2.1.74
	
	YES
	ignore

	Source MME GUMMEI
	O
	
	9.2.3.9
	
	YES
	ignore

	CSG Membership Status
	O
	
	9.2.1.73
	
	YES
	ignore

	Tunnel Information for BBF
	O
	
	Tunnel Information 9.2.2.3
	Indicating HeNB’s Local IP Address assigned by the broadband access provider, UDP port Number.
	YES
	ignore

	LHN ID
	O
	
	9.2.1.92
	
	YES
	ignore

	RRC Resume Cause
	O
	
	RRC Establishment Cause
9.2.1.3a
	
	YES
	ignore

	NR UE Security Capabilities
	O
	
	9.2.1.127
	
	YES
	ignore

	PSCell Information
	O
	
	9.2.1.141
	
	YES
	ignore



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RABs for one UE. Value is 256.
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This message is sent by the MME to inform the eNB that the path switch has been successfully completed in the EPC.
Direction: MME  eNB.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	ignore

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	ignore

	UE Aggregate Maximum Bit Rate
	O
	
	9.2.1.20
	
	YES
	ignore

	E-RAB To Be Switched in Uplink List
	
	0..1
	
	
	YES
	ignore

	>E-RABs Switched in Uplink Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	ignore

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	
	-
	

	>>Security Indication
	O
	
	9.2.1.xx1
	
	YES
	reject

	E-RAB To Be Released List
	O
	
	E-RAB List 
9.2.1.36
	A value for E-RAB ID shall only be present once in E-RAB To Be Switched in Uplink List IE and E-RAB to Be Released List IE.
	YES
	ignore

	Security Context
	M
	
	9.2.1.26
	One pair of {NCC, NH} is provided.
	YES
	reject

	Criticality Diagnostics
	O
	
	9.2.1.21
	
	YES
	ignore

	MME UE S1AP ID 2
	O
	
	9.2.3.3
	This IE indicates the MME UE S1AP ID assigned by the MME.
	YES
	ignore

	CSG Membership Status
	O
	
	9.2.1.73
	
	YES
	ignore

	ProSe Authorized
	O
	
	9.2.1.99
	
	YES
	ignore

	UE User Plane CIoT Support Indicator
	O
	
	9.2.1.113
	
	YES
	ignore

	V2X Services Authorized
	O
	
	9.2.1.120
	
	YES
	ignore

	UE Sidelink Aggregate Maximum Bit Rate
	O
	
	9.2.1.122
	This IE applies only if the UE is authorized for V2X services.
	YES
	ignore

	Enhanced Coverage Restricted
	O
	
	9.2.1.123
	
	YES
	ignore

	NR UE Security Capabilities
	O
	
	9.2.1.127
	
	YES
	ignore

	CE-mode-B Restricted
	O
	
	9.2.1.129
	
	YES
	ignore

	Aerial UE subscription information
	O
	
	9.2.1.136
	
	YES
	ignore

	Pending Data Indication
	O
	
	9.2.3.55
	
	YES
	ignore

	Subscription Based UE Differentiation Information
	O
	
	9.2.1.140
	
	YES
	ignore

	Handover Restriction List
	O
	
	9.2.1.22
	
	YES
	ignore

	Additional RRM Policy Index
	O
	
	9.2.1.39a
	
	YES
	ignore

	NR V2X Services Authorized
	O
	
	9.2.1.148
	
	YES
	ignore

	NR UE Sidelink Aggregate Maximum Bit Rate
	O
	
	9.2.1.149
	This IE applies only if the UE is authorized for NR V2X services.
	YES
	ignore

	PC5 QoS Parameters
	O
	
	9.2.1.150
	This IE applies only if the UE is authorized for NR V2X services.
	YES
	ignore

	UE Radio Capability ID
	O
	
	9.2.1.153
	
	YES
	reject



	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RABs for one UE. Value is 256.




11th CHANGE

[bookmark: _Toc20953746][bookmark: _Toc29390924][bookmark: _Toc36551661][bookmark: _Toc45831883][bookmark: _Toc51762836][bookmark: _Toc64381888][bookmark: _Toc73964406][bookmark: _Toc81229035]9.2.1.40	UE Security Capabilities
The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE.
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	UE Security Capabilities
	
	
	
	

	>Encryption Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:
“all bits equal to 0” – UE supports no other algorithm than EEA0,
“first bit” – 128-EEA1,
“second bit” – 128-EEA2,
“third bit” – 128-EEA3,
other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].

	>Integrity Protection Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an integrity protection algorithm:
“all bits equal to 0” – UE supports no other algorithm than EIA0,
“first bit” – 128-EIA1,
“second bit” – 128-EIA2,
“third bit” – 128-EIA3,
“seventh bit” – EIA7,
other bits reserved for future use.
Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].




12th CHANGE

[bookmark: _Toc20955191][bookmark: _Toc29503640][bookmark: _Toc29504224][bookmark: _Toc29504808][bookmark: _Toc36553254][bookmark: _Toc36554981][bookmark: _Toc45652292][bookmark: _Toc45658724][bookmark: _Toc45720544][bookmark: _Toc45798424][bookmark: _Toc45897813][bookmark: _Toc51746017][bookmark: _Toc64446281][bookmark: _Toc73982151][bookmark: _Toc81304735]9.2.1.xx1	Security Indication
This IE contains the user plane integrity protection indication which indicates the requirements on UP integrity protection for corresponding E-RABs.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Integrity Protection Indication
	M
	
	[bookmark: OLE_LINK140][bookmark: OLE_LINK141]ENUMERATED (required, preferred, not needed, …)

	Indicates whether UP integrity protection shall apply, should apply or shall not apply for the concerned E-RAB.
	-
	



[bookmark: _Toc20955223][bookmark: _Toc29503672][bookmark: _Toc29504256][bookmark: _Toc29504840][bookmark: _Toc36553286][bookmark: _Toc36555013][bookmark: _Toc45652324][bookmark: _Toc45658756][bookmark: _Toc45720576][bookmark: _Toc45798456][bookmark: _Toc45897845][bookmark: _Toc51746049][bookmark: _Toc64446313][bookmark: _Toc73982183][bookmark: _Toc81304767]9.2.1.xx2	Security Result
This IE indicates whether the security policy indicated as "preferred" in the Security Indication IE is performed or not.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Integrity Protection Result
	M
	
	ENUMERATED (performed, not performed, …)
	Indicates whether UP integrity protection is performed or not for the concerned E-RAB.



[bookmark: _Toc20955224][bookmark: _Toc29503673][bookmark: _Toc29504257][bookmark: _Toc29504841][bookmark: _Toc36553287][bookmark: _Toc36555014][bookmark: _Toc45652325][bookmark: _Toc45658757][bookmark: _Toc45720577][bookmark: _Toc45798457][bookmark: _Toc45897846][bookmark: _Toc51746050][bookmark: _Toc64446314][bookmark: _Toc73982184][bookmark: _Toc81304768]9.2.1.xx3	User Plane Security Information
This IE indicates user plane security information related to security policy.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Security Result
	M
	
	9.2.1.xx2
	

	Security Indication
	M
	
	9.2.1.xx1
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