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1. Introduction
Last SA2#146-e meeting sent a LS to SA3 on UP IP supporting in EPC as follows [1], with the agreed CRs for Rel-17. 
	Thanks SA3 for the LS on UP IP supporting in EPC.

SA2 would like to confirm it is acceptable to remove these restrictions if UP IP when connected to EPS is supported. SA2 has agreed the attached documents to support it. 


Meanwhile at RAN-93e meeting, the WID on User Plane Integrity Protection support for EPC connected architectures using LTE and EN-DC in [2] was discussed, with the summary provided in [3]. Though no final conclusion is made, the common understanding is that at least ENDC architecture should support the UP IP for EN-DC capable UEs. And in SA3, the living CR to support UP IP for LTE is in [4]. With the progress in other groups it is worthwhile for RAN3 to discuss this issue. 
This contribution provides the general and preliminary RAN3 impact analysis. Note that the final decision of the WID would be decided in the RAN-94-e plenary meeting. 
2. Discussion
In [5], the CR for TS 23.401 is agreed to support the UP IP for LTE, as copied as follows. It can observed that: 

· The UE supporting EPS-UPIP shall indicate its capability in the UE Network Capability IE to the MME. 
· The MME may copy this capability into the S1-AP signalling, and provide the user plane integrity protection security policy for the bearers of the UE to the eNB. 

· The eNB may be locally configured with a policy which can be used when no explicit EPS UPIP policy is received. 
	5.3.10.4
User Data and Signalling Confidentiality

5.3.10.4.0
General

There are two different levels of the security associations between the UE and the network.

i)
RRC and UP security association is between the UE and E‑UTRAN. The RRC security associations protect the RRC signalling between the UE and E‑UTRAN (integrity protection and ciphering). The UP security association is between the UE and E‑UTRAN and can provide user plane encryption  and integrity protection.

ii)
NAS security association is between the UE and the MME. It provides integrity protection and encryption of NAS signalling and, when the Control Plane CIoT EPS Optimisation is used, user data.

Some earlier releases of the EPS specifications do not support User Plane Integrity Protection in EPS (EPS-UPIP). Hence UEs that support EPS-UPIP indicate this capability in the security algorithm octets of the UE Network Capability IE as defined in TS 24.301 [46] and use it as described in TS 33.401 [41]; and the MME copies this capability into S1-AP signalling sent to the E-UTRAN. The E-UTRAN can be locally configured with a policy (to be used when no explicit EPS UPIP policy is received from the MME), e.g. that the use of EPS-UPIP is “Preferred” for UE(s) that support User Plane Integrity Protection in EPS.

For EPC networks with no 5GC interworking, E-UTRAN can have a preconfigured policy for “preferred” User Plane Integrity Protection that can be used if MME does not provide a security policy for the bearers of an UE and if the E-UTRAN has received an indication that the UE supports User Plane Integrity Protection. This preconfigured policy applies to any bearer of any UE unless the MME provides a User Plane Integrity Protection security policy to the E-UTRAN, in which case the MME policy overwrites the preconfigured E-UTRAN policy.
Differentiated User plane integrity protection beyond preconfigured policy is only supported for PDN connections served by a SMF+PGW-C: to support PDN connections that “Require” the use of EPS-UPIP, the MME shall select a SMF+PGW-C.
NOTE 1: 
See TS 23.502 [84] for additional features for EPS-UPIP in case of interworking with 5GC.

Editor’s Note:
In this release of the specifications, EPS UPIP can only be supported by UEs that support NR-PDCP.
Editor’s Note: Changes related to EPS UPIP are FFS, depending on the discussion of SA3.


And in the living CR in TS 33. 401 in [5], it is specified that the UP integrity protection policy should be provided as follows. 
	If the UE indicates that it supports user plane integrity protection with EPC in EIA7 in the EPS security capability, the MME shall provide UP integrity protection policy for each E-RAB to the eNB during the Attach/Dedicated bearer activation/Dedicated bearer modification procedure as specified in TS 23.401 [2]. The MME receives UP integrity protection policy from SMF+PGW-C via SGW.


Based on the above analysis, the potential RAN3 impact is listed as follows. 
Proposal 1: Over S1/X2, add the UP integrity protection policy per E-RAB in the related messages, and update the UE Security Capabilities IE to include the UE capability to support the UPIP, as specified in TS 23. 401 and TS 33. 401.
Proposal 2: Over S1/X2, add procedure texts on the preconfigured policy for UP IP if eNB is not provided by the security policy but received an indication that the UE supports User Plane Integrity Protection.  
Proposal 3: Over E1 (CP/UP separation for eNB), add the UP integrity protection policy per E-RAB in the related messages. 
In addition, there are X2 based handover cases involving the node capability. 
· Case 1: handover from the supporting eNB to non-supporting one. 
In this case, since the non-supporting node may not fully comprehend the RRC container, the full configuration can be used, thus no issue exists. If there is need for the source eNB to acquire the capability the target eNB, further discussion is needed. 
· Case 2: handover from the non-supporting eNB to supporting one
In this case, the target supporting eNB can not acquire the UE UP policy from the source eNB, and can not configure the UP IP for the UE. Then the UE UP policy should be provided in the X2 handover request acknowledge message. 
Proposal 4: RAN3 can further discuss the handover between the non-supporting eNB and the supporting node related to the UP IP capability. 
3. Conclusion
Based on the discussion in this paper, we propose the following:
Proposal 1: Over S1/X2, add the UP integrity protection policy per E-RAB bearer in the related messages, and update the UE Security Capabilities IE to include the UE capability to support the UPIP, as specified in TS 23. 401 and TS 33. 401.
Proposal 2: Over S1/X2, add procedure texts on the preconfigured policy for UP IP if eNB is not provided by the security policy but received an indication that the UE supports User Plane Integrity Protection.  
Proposal 3: Over E1 (CP/UP separation for eNB), add the UP integrity protection policy per E-RAB bearer in the related messages. 

Proposal 4: RAN3 further discuss the handover between the non-supporting eNB and the supporting node related to the UP IP capability. 

The corresponding possible TPs are provided i0n [6-8] for further consideration.
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