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[bookmark: _Toc367182965]<<<<<<<<<<<<<<<<<<<< 1st Change >>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc20953746][bookmark: _Toc29390924][bookmark: _Toc36551661][bookmark: _Toc45831883][bookmark: _Toc51762836][bookmark: _Toc64381888][bookmark: _Toc73964406][bookmark: _Toc81229035]9.2.1.40	UE Security Capabilities
The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE.
The Security Capabilities received from NAS signaling shall not be modified or truncated when forwarded to eNBs.
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	UE Security Capabilities
	
	
	
	

	>Encryption Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:
“all bits equal to 0” – UE supports no other algorithm than EEA0,
“first bit” – 128-EEA1,
“second bit” – 128-EEA2,
“third bit” – 128-EEA3,
other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].

	>Integrity Protection Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an integrity protection algorithm:
“all bits equal to 0” – UE supports no other algorithm than EIA0,
“first bit” – 128-EIA1,
“second bit” – 128-EIA2,
“third bit” – 128-EIA3,
other bits reserved for future use.
Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].



<<<<<<<<<<<<<<<<<<<< End of 1st Change >>>>>>>>>>>>>>>>>>>>
-- TEXT OMITTED –
<<<<<<<<<<<<<<<<<<<< 2nd Change >>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc20953835][bookmark: _Toc29391013][bookmark: _Toc36551750][bookmark: _Toc45831972][bookmark: _Toc51762925][bookmark: _Toc64381977][bookmark: _Toc73964495][bookmark: _Toc81229124]9.2.1.127	NR UE Security Capabilities
This IE defines the supported algorithms for encryption and integrity protection in NR as defined in TS 33.401 [15].
The Security Capabilities received from NAS signaling shall not be modified or truncated when forwarded to eNBs.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	NR Encryption Algorithms 
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:
“all bits equal to 0” – UE supports no other NR algorithm than NEA0,
“first bit” – 128-NEA1,
“second bit” – 128-NEA2,
“third bit” – 128-NEA3,
other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].

	NR Integrity Protection Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an integrity protection algorithm:
“all bits equal to 0” – UE supports no other NR algorithm than NIA0,
“first bit” – 128-NIA1,
“second bit” – 128-NIA2,
“third bit” – 128-NIA3,
other bits reserved for future use.
Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].



<<<<<<<<<<<<<<<<<<<< End of Changes >>>>>>>>>>>>>>>>>>>>
