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1
Introduction

A new LS from SA3 on User Plane Integrity Protection for LTE connected to EPC was received in [1]. And the following action was given to RAN3:
ACTION: SA3 asks RAN3 to modify their specifications to ensure that MME, eNB, MF and ng-RAN node all pass on the complete UE security capabilities as discussed above.
This contribution discusses how to capture the needed changes into RAN3 specifications.
2
Discussion

SA3 LS is an answer to what RAN3 sent in a previous reply LS [2]:

c) (RAN 3 and CT 1) is a MME mandated to copy all the EEA/EIA bits from NAS signalling into the S1-AP signalling?
Answer: RAN3 thinks the MME may copy all the EEA/EIA bits from NAS to S1-AP. However, RAN3 is not aware of a clear mandate on the MME to copy all EEA/EIA bits from NAS signalling into S1AP, and so cannot rule out that some implementations may not do so.
d) (RAN 3) is a legacy eNB mandated to copy all the EEA/EIA bits from S1A-AP signalling into the X2-AP signalling at handover and secondary node addition?
Answer: RAN3 thinks that eNB may copy all the EEA/EIA bits from S1-AP signalling into X2AP signalling. However there is no explicit mandate on eNBs for this behaviour.

It is therefore clear that SA3 is requiring RAN3 to clearly specify that the complete UE security capabilities (i.e. all bits for every EPS or NR security capability received in NAS signaling or from CN) shall be transferred to RAN nodes.
This includes all the scenarios listed below:

· Initial Context Setup and UE Context Modification

· Handover (S1, NG, X2 and Xn) and Path Switch procedures

· UE Context Retrieval
· DC procedures
Proposal 1:  All security capabilities bits shall be forwarded without changes when received from NAS or CN signaling
Therefore, at least the following stage-2 specifications shall be updated:
· TS 36.300

· TS 37.340

· TS 38.300

Proposal 2:  Clarify at least stage-2 specifications
Also, and in order to clarify further, some stage-3 changes might be needed, for the following specifications:
· TS 36.413

· TS 36.423

· TS 38.413

· TS 38.213

Proposal 3:  Further clarifications might be needed in stage-3 specifications
3
Conclusion
The SA3 LS on User Plane Integrity Protection for eUTRA connected to EPC has been discussed and the following proposals have been made:
Proposal 1:  All security capabilities bits shall be forwarded without changes when received from NAS or CN signaling
Proposal 2:  Clarify at least stage-2 specifications
Proposal 3:  Further clarifications might be needed in stage-3 specifications
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