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1. Introduction
At RAN3#112-e, an LS was received from SA3 [1] containing three questions in the area of RAN3’s expertise. Two of these concerned the handling of capabilities in the various interfaces defined in RAN3, and basically was looking to investigate whether the full capability set (as stored at NAS level) would always be available in RAN. 

The reply [2] stated that this was not currently guaranteed as there is no requirement for nodes to handle capability indicators for capabilities not defined in the release of the node. SA3 has now responded [3], requesting RAN3 “to modify their specifications to ensure that all of MME, eNB, AMF and NG-RAN node copy on the complete UE security capabilities. This is to prevent the network not selecting what would be the preferred security algorithm if the full UE security capabilities were available at the eNB or NG-RAN node. ” 
This document discusses this request. Associated CRs are provided in [4-7], and a reply LS in [8].
2. Discussion
The LS from SA3 requests RAN3 to modify their specifications to ensure that all of MME, eNB, AMF and NG-RAN node copy on the complete UE security capabilities, in order to prevent the network not selecting what would be the preferred security algorithm if the full UE security capabilities were available at the eNB or NG-RAN node. The LS requests this support from rel-17.

Observation 1: SA3 requests RAN3 to ensure that the full UE security capabilities are passed in all interfaces, from rel-17 onwards.

We note that this is the behaviour that RAN3 considered o be currently not mandated, and hence the request. We also note that at RAN3#112-e, some companies already thought that there was such an implicit requirement, but a check of the specifications did not result in any clear conclusion.

It should also be noted that the initial question was limited to EPS, but the request from SA3 is generic (i.e. also covering 5GS).

Observation 2: SA3’s request covers both EPS and 5GS.

Then the open question is how to implement this request. 

One option would be to work on stage 2 by building from the text in clause 18 of TS 36.300, UE Capabilities. The current text does not in fact refer to the Security Capabilities, but the diagram does (Figure 18-1).  However one problem here is that we need to establish a clear mapping from the NAS capabilities to S1 and also X2, but this is not straightforward to achieve in general stage 2 text, because already the capabilities are not passed in a transparent way.
In addition, the same approach is even more complex in 5GS, as TS 38.300 does not have the equivalent of clause 18 of TS 36.300.

Observation 3: A stage 2 approach requires quite some new text in both 36.300 and 38.300, and such text may not be fully clear, as the main issue is the mapping of NAS to RAN3 protocols.

Alternatively, a stage 3 approach could be relatively simple, for example, by making the full mapping from e.g. 24.301 to 36.413 explicit, and not limiting it to the known algorithms, as is currently the case. The semantics of the IEs would definitely need to change in any case, so it seems to make sense to use such a change to define a more generic mapping appropriate for each IE. It should be noted that the mapping is not constant within a system i.e. as already known, the IE in XnAP cannot be the same as received from NGAP.

The below shows two options of how this can be done in S1AP (as an example):

	Current S1AP text
	Possible new S1AP text (option A)
	Possible new S1AP text (option B)

	Each position in the bitmap represents an encryption algorithm:

“all bits equal to 0” – UE supports no other algorithm than EEA0,

“first bit” – 128-EEA1,

“second bit” – 128-EEA2,

“third bit” – 128-EEA3,

other bits reserved for future use.
	Each position in the bitmap represents an encryption algorithm:

“all bits equal to 0” – UE supports no other algorithm than EEA0,

“first bit” – 128-EEA1,

“second bit” – 128-EEA2,

“third bit” – 128-EEA3,

“fourth to seventh bit” are mapped from bit 4 to bit 1 of octet 3 in the UE Security Capability IE defined in TS 24.301 [24],  

other bits reserved for future use.
	Each position in the bitmap is mapped to a value of a bit in octet 3 of the UE Security Capability IE defined in TS 24.301 [24]:

“first bit” – bit 7,

“second bit” – bit 6, 

… ,

“seventh bit” – bit 1,

other bits reserved for future use.




Similar mappings can be defined for each of the capabilities (encryption, integrity) for each of the systems (NAS level signalling), and each RAN3 specification. Note that in most cases there is at least a missing (non-identified) bit, but this is not an issue as the critical objective is to ensure that all relevant bits from the NAS IEs are mapped (i.e. all bits except for bit 8, which is assumed supported in RAN irrespective of other bit settings).
Apart from the above two, we can also foresee an option C, where a new IE or set of IEs is used, defined at the outset to map directly to the NAS IEs in both size and meaning, enabling quasi-transparent handling. These could be taken as replacements of the existing IEs (if the new ones are present, the legacy IEs are ignored). This could be done inside the overall security IE (i.e. not impacting the message level).
Observation 4: Several variants of stage 3 changes seem possible, including semantics changes (options A and B), and introduction of new IEs to replace the existing ones (option C).
Overall, the introduction of new IEs seems cleaner, but may also introduce new inter-operability issues between different specification versions. It is suggested that RAN3 discusses this further, and of course other options are not precluded. CRs for option A are provided to this meeting.

Proposal: RAN3 to discuss the options provided in this document and/or any other. CRs for option A are provided in [4-7], and a draft reply LS in [8].
3. Conclusions

This contribution has discussed possible means to implement the request from SA3, making the following observations and proposal:

Observation 1: SA3 requests RAN3 to ensure that the full UE security capabilities are passed in all interfaces, from rel-17 onwards.

Observation 2: SA3’s request covers both EPS and 5GS.

Observation 3: A stage 2 approach requires quite some new text in both 36.300 and 38.300, and such text may not be fully clear, as the main issue is the mapping of NAS to RAN3 protocols.

Observation 4: Several variants of stage 3 changes seem possible, including semantics changes (options A and B), and introduction of new IEs to replace the existing ones (option C).

Proposal: RAN3 to discuss the options provided in this document and/or any other. CRs for option A are provided in [4-7], and a draft reply LS in [8].
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