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1 Introduction
In last RAN3 meeting, the following agreements were achieved for inter-donor-DU re-routing:

	To address the source IP filtering during inter-Donor-DU re-routing, Option 4 (i.e. IP-based tunneling between IAB-donor-DUs) is considered. FFS on whether providing source IP address to target donor DU. 

RAN3 further discusses whether static or dynamic tunnel is established between IAB-donor-DUs for option 4.

RAN3 discusses the enhancement related to BAP routing towards the target IAB-donor-DU, after RAN2 make a decision.


In this contribution, we will continue to discuss option 4. 
2 Discussion 
The issue for inter-donor rerouting is that the donor DU may receive the packets with the source IP addresses which are not known. Due to the security reason, those packets will be discarded due to the source IP filtering. 

To solve this issue, RAN3 agrees to use IP-based tunnel between two IAB-donor-DUs to transfer the packets with unknown IP addresses. We think this option is still under the assumption that the function of source IP filtering is still enabled at the donor DU side. The reason is that in real case, the packets with unknown IP address (except those re-rerouted packets) are still possible. 

Thus, to realize option 4, the following issues should be discussed:

Issue 1: whether providing source IP address to the target donor DU

When receiving an IP packet, the general processing at the donor DU side can be:
· Step 1: donor DU receives IP packets.

· Step 2: use source IP filtering function to check the packet

· Step 3: forward the packets passing source IP filtering via the IP-based tunnel. 

Thus, to help the source IP filtering check, the source IP address of the re-routed packets should be provided to the target donor DU. On the other hand, in order to know the packets needing forwarding via IP-based tunnel, the target donor DU should know which packets should be forwarded, which can be identified via the source IP addresses. Thus, we propose 

Proposal 1: the source IP addresses should be informed to the target donor DU for inter-donor-DU rerouting. 

In addition, for migration case, the packets needing re-routing are mainly on-the-flight UL packets during the migration. It cannot be have large volume. Thus, once those on-the-flight packets are transmitted completely, the source IP addresses are not needed, which can be released. 
Proposal 2: the release of source IP address can be defined. 

Issue 2: IP-based tunnel setting

The inter-donor-DU re-routing can be happened in the following cases:

· Case 1: on-the-flight UL packets when performing the migration

This can be considered as a temporary case since those on-the-flight packets only exist during the migration procedure. Thus, the traffic volume cannot be very large. 

· Case 2: local re-routing when performing topology redundancy 

As discussed in RAN2, the local re-routing happens when the egress link is unavailable due to, e.g., RLF, congestion, etc. Those situation can be also considered as a temporary case. Thus, the data volume cannot be large either. 
Thus, we can consider that such IP-based tunnel is only used for small volume of data transmission. So, we can consider to use a static tunnel for this feature. 

Proposal 3: A static IP-based tunnel between two donor-DUs can be used for inter-donor-DU re-routing. 

Issue 3: Configuration for static IP-based tunnel

Since this is a static tunnel, we are wondering if a standardized method is needed or not. One possible way is to allow OAM make such configuration. Another way is to use a signaling based method. We are open for the discussion. 

Proposal 4: RAN3 discusses the configuration method for the static IP-based tunnel, e.g., OAM based method or signaling based method. 
The TP for Proposal 1&2 is given as below.  
3 Conclusions
In this contribution, we discuss inter-donor-DU rerouting, and propose:
Proposal 1: the source IP addresses should be informed to the target donor DU for inter-donor-DU rerouting. 
Proposal 2: the release of source IP address can be defined. 

Proposal 3: A static IP-based tunnel between two donor-DUs can be used for inter-donor-DU re-routing. 

Proposal 4: RAN3 discusses the configuration method for the static IP-based tunnel, e.g., OAM based method or signaling based method. 
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8.10.3
IAB TNL Address Allocation

8.10.3.1
General

The purpose of the IAB TNL Address Allocation procedure is to allocate TNL addresses to be used by the IAB-node(s).

NOTE:
This procedure is applicable for IAB-donor-DU, where the term "gNB-DU" applies to IAB-donor-DU, and the term "gNB-CU" applies to IAB-donor-CU.
8.10.3.2
Successful Operation
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Figure 8.10.3.2-1: IAB TNL Address Allocation procedure: Successful Operation

The gNB-CU initiates the procedure by sending the IAB TNL ADDRESS REQUEST message to the gNB-DU. 
If the IAB TNL ADDRESS REQUEST message contains the IAB IPv4 Addresses Requested IE, the gNB-DU shall allocate the individual TNL address(es) accordingly and include these IPv4 address(es) in the IAB TNL ADDRESS RESPONSE message. 

If the IAB TNL ADDRESS REQUEST message contains the IAB IPv6 Request Type IE, the gNB-DU shall allocate the individual IPv6 address(es) or IPv6 address prefix(es) accordingly and include these IPv6 address(es) or IPv6 address prefix(es) in the IAB TNL ADDRESS RESPONSE message.

If the IAB TNL ADDRESS REQUEST message contains the IAB TNL Addresses to Remove List IE, the gNB-DU shall consider that the TNL address(es) and/or TNL address prefix(es) therein are no longer used by the IAB-node(s). 

If the IAB TNL ADDRESS RESPONSE message contains the IAB TNL Address Usage IE in the IAB Allocated TNL Address List Item IE, the gNB-CU shall consider the indicated TNL address usage when allocating a TNL addressto an IAB-node. Otherwise, the gNB-CU shall consider that the TNL address can be used for all traffic when allocating the TNL address to an IAB-node.
If the IAB TNL Address Exception To be Added List IE is contained in the IAB TNL Address Exception IE of the IAB TNL ADDRESS REQUEST message, the gNB-DU, if supported, shall consider exceptions for the source IP filtering, i.e., the packets with the source IP address as indicated by this IE will not be dropped, and the transmission can be continued. If the Release All Exception IE in the IAB TNL Address Exception IE is included, the gNB-DU, if supported, shall consider that all exceptions for the source IP filtering are de-configured. 
----------------------Next change ------------------------
9.2.9.5
IAB TNL ADDRESS REQUEST

This message is sent by the gNB-CU to request the allocation of IP addresses for IAB-node(s).
Direction: gNB-CU ( gNB-DU. 

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	Transaction ID
	M
	
	9.3.1.23
	
	YES
	reject

	IAB IPv4 Addresses Requested
	O
	
	IAB TNL Addresses Requested

9.3.1.101
	
	YES
	reject

	CHOICE IAB IPv6 Request Type
	O
	
	
	
	YES
	reject

	>IPv6 Address
	
	
	
	
	-
	

	>>IAB IPv6 Addresses Requested
	M
	
	IAB TNL Addresses Requested

9.3.1.101
	
	-
	

	>IPv6 Prefix
	
	
	
	
	-
	

	>>IAB IPv6 Address Prefixes Requested
	M
	
	IAB TNL Addresses Requested

9.3.1.101
	
	-
	

	IAB TNL Addresses To Remove List
	
	0..1
	
	
	YES
	reject

	>IAB TNL Addresses To Remove Item
	
	1..<maxnoofTLAsIAB>
	
	
	EACH
	reject

	>>IAB TNL Address
	M
	
	9.3.1.102
	
	-
	

	IAB TNL Address Exception
	O
	
	9.3.1.x1
	
	YES
	ignore


	Range bound
	Explanation

	maxnoofTLAsIAB
	Maximum no. of individual IPv4/IPv6 addresses or IPv6 address prefixes that can be allocated in one procedure execution. The value is 1024.


----------------------Next change ------------------------
9.3.1.77
IAB TNL Address Exception
This IE indicates the list of TNL addresses being not applicable for the source IP filtering at the IAB-donor-DU, i.e., the packets with source IP addresses same as the ones indicated in this IE will not be dropped by the IAB-donor-DU.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	IAB TNL Address Exception To be Added List
	O
	
	
	
	YES
	Ignore

	>IAB TNL Address Exception To be Added Item IEs
	
	1..< maxnoofTNLExceptions >
	
	
	
	

	>>IAB TNL Address 
	M
	
	9.3.1.102
	
	-
	

	Release All Exception
	O
	
	ENUMERATED(true, …)
	
	YES
	Ignore


	Range bound
	Explanation

	maxnoofTNLExceptions
	Maximum no. of individual IPv4/IPv6 addresses or IPv6 address prefixes in one procedure execution. The value is 1024.
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