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Introduction

At the latest RAN3#112e meeting, security related issues on AI RAN has been discussed, and it was agreed below:

Security aspects should be considered and coordinated with other working groups later if needed.

Currently, three prioritized use case (e.g. energy saving, mobility optimization and load balancing) were agreed to discuss the solution and standard impacts first. Regardless of  which AI-based use case, decision or prediction will be generated by analysis large quantity of required data. So how to support AI in an existing RAN network, and how to guarantee the security of transmission shall be solved.

In this contribution, we discuss the interface impact for AI-based RAN architecture and analyze the security of huge data transmission in the RAN network.
Discussion

In order to enable AI functionality into the RAN network, the current open standardized backhaul interface should be enhanced to support AI function, e.g AI function start/stop, AI measurement configuration/collection, AI model deployment/distribution/update, etc. 

Take the example of interface enhancement between NG-RAN nodes below:
                              
[image: image1.emf]NG-RAN node1 NG-RAN node2

AI Function Management

AI Model Management

AI Measurement Management

AI entity AI entity


Figure 1.  AI Function procedure between NG-RAN nodes
The Xn Interface should be enhanced to support the following functions in order to support AI:

The Xn-C interface supports the following functions:

-
   AI Function Management: This function enables the AI function(s) start/stop between the NG-RAN nodes, if the AI function(s) supported by both nodes.
-     AI Model Management: This function enables one NG-RAN node to retrieve the ML model from the peer NG-RAN node. With this function, the updated ML model can be synchronized between NG-RAN nodes for model sharing sharing.
-     AI Measurement Management: This function allows AI measurement report configuration between NG-RAN nodes.AI Measurement request message may include measurement objective, report configuration, report granularity, etc. 
These management procedure is not limited to Xn interface, so is F1. The solution of AI-based load prediction we proposed [1] involves non-split architecture and split architecture. AI functionality between CU/DU also includes AI function start/stop, AI measurement configuration/collection, AI model deployment/distribution/update, etc.
Proposal 1: The Xn/F1 Interface should be enhanced to support the above functions in order to support AI.

The corresponding TP for TR37.817 can be seen in the Annex.

Considering the ML model and AI measurements for various use cases may be huge, while SCTP has the benefits to guarantee the robustness and reliability,  it also supports data fragmentation, so the AI data transmission via control plane seems a reasonable way.

Proposal 2: Data transmission via control plane could be a reasonable way for huge quantity of AI data transmission.

Moreover, besides solving huge data transmission issues, security of data transmission should also be considered because some AI data per UE basis and then ML model per UE basis are privacy. Hence, security address (e.g. IP-Sec or DTLS address) can be carried for user plane or control plane security protection to exchange or transfer different measurements or ML models information during the interface setup/modify procedure between NG-RAN nodes. The encrypted and encapsulated data can achieve the purpose of integrity protection, replay protection and confidentiality protection.
Take the example of interface security setup procedure between NG-RAN nodes below:
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Figure 2.  Interface security setup procedure between NG-RAN nodes
Proposal 3: Security address, e.g IP-Sec or DTLS address, carried in interface setup procedure can be used to guarantee the security of data transmission.
3. Conclusion

It is proposed to approve the following proposals:

Proposal 1: The Xn/F1 Interface should be enhanced to support the above functions in order to support AI.

Proposal 2: Data transmission via control plane could be reasonable way for huge quantity of AI data transmission.

Proposal 3: Security address, e.g IP-Sec or DTLS address, carried in interface setup procedure can be used to guarantee the security of data transmission.
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5. TP for TR37.817
4.3 Interface impact for AI data transmission

4.3.1 AI Management Procedure 
To enable AI functionality into the RAN network, AI Function Management procedure, AI Model Management procedure and AI Measurement Management procedure shall be supported between NG-RAN nodes, as shown in Figure 4.3-1.

-
AI Function Management: This function enables the AI function(s) start/stop between the NG-RAN nodes, if the AI function(s) supported by both nodes.
-     AI Model Management: This function enables one NG-RAN node to retrieve the ML model from the peer NG-RAN node. With this function, the updated ML model can be synchronized between NG-RAN nodes for model sharing sharing.
-     AI Measurement Management: This function allows AI measurement report configuration between NG-RAN nodes. AI Measurement request message may include measurement objective, report configuration, report granularity, etc. 
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Figure 4.3-1:  AI Management procedure between NG-RAN nodes
AI Management procedure also shall be supported in F1 interface, which depends on the solution to AI-based use case.

4.3.2 AI data transmission
ML model and AI measurements for various use cases may be huge, SCTP, that supports supports data fragmentation, can guarantee the robustness and reliability. AI data can be transported via the control plane over RAN interfaces.
Given that AI data per UE basis and ML model trained per UE basis are both privacy, security of data transmission shall be supported.  Security address (e.g. IP-Sec or DTLS address) can be carried for user plane or control plane security protection to exchange or transfer different measurements or ML models information during the interface setup/modify procedure between NG-RAN nodes as shown in Figure 4.3-2. The encrypted and encapsulated data can achieve the purpose of integrity protection, replay protection and confidentiality protection.
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Figure 4.3-2.  Interface security setup procedure between NG-RAN nodes
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