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Introduction
The source IP address filtering in IP routers introduces a problem in inter donor DU re-routing. As a result of inter donor DU rerouting the new donor DU (and possible also transport routers above the donor DU) receive IP packets with a source IP address that does not belong to its subnet and therefore the source IP filtering, if set on, will discard packets.
Last RAN3 meeting agreed following for the IP filtering issue:
“Further evaluate following solutions to address the source IP filtering issue during inter-Donor-DU re- routing:
Opt1: The target IAB-donor-DU is provided with the source IP address of re-routed packets.  
Opt4: a tunnel between source Donor-DU and target Donor-DU. The tunnel may be dynamic or static, pending further discussion.  “
This contribution analyses further agreed options. 
Discussion
An example for the inter-Donor-DU re-routing scenario is shown below. There are one or more transport network node (e.g. router) between the IAB-donor-CU and IAB-donor-DU. The source IP filtering may be performed in the one or more transport network nodes, e.g. IAB-donor-DU, the router, etc.


Figure 2. Scenarios for changing connected IAB-donor-DU when topology update
The Opt1 maintains a white list of specific source IP addresses at Donor-DUs, so that Donor-DU does not drop re-routed IP packets, however other routers on a transport path above the Donor-DU may also perform ingress filtering and discard re-routed packets. Source IP filtering was originally introduced for wired IP transport network. It is more popular in the transport network nodes than in the 3GPP RAN node. 
The wired transport network is managed by different O&M system and often administered by different organisation or different operator, which has its own security policies for IP routers, thus the ingress filtering above the Donor-DU cannot be ignored. There is no guarantee that the source IP filtering can be disabled in the transport network nodes, especially when the transport network is provided by another operator that is different to the IAB operator. Although Opt1 can avoid the packet drop in the IAB-donor-DU, the packet can still be dropped by the intermediate transport network node, e.g. a router between IAB-donor-CU and IAB-donor-DU.  
Observation 1: Opt1 alone does not solve the source IP address filtering issue. 
The Opt4 tackles the IP filtering on wired transport by using a tunnel between the source Donor-DU and target Donor-DU. The target Donor-DU encapsulates re-routed IP packets in a GTP-U packet using new IP header and sends them out with the topologically correct source IP address, thus the packet discards in transport routers are avoided and (filtering) coordination between transport- and IAB operators are not needed. 
Observation 2: Opt4 is the only workable solution for inter-Donor-DU re-routing.
Regarding the impact to the specification, in our view the specification impact of Opt4 is not significant, since Opt4 does not necessitate specification of a new RAN interface – it’s only a user plane tunnel, which can be established with existing mechanisms/C-plane interfaces. The possible procedure is as below, e.g. re-routing from Donor-DU2 to Donor-DU1:
· Donor-DU2 is configured with the IP address and/or BAP address of Donor-DU1, and the tunnel ID in Donor-DU1 for receiving the UL packet from Donor-DU2.
· When Donor-DU2 receives a BAP packet matches the criteria, e.g. the BAP packet includes a BAP address of Donor-DU1 or contains an IP packet with source address allocated by Donor-DU1, it forwards the packet to Donor-DU1 via the tunnel. The packet may be the BAP packet (i.e. the F1-C/U packet including the BAP header), or the IP packet (i.e. the F1-C/U packet without the BAP header). 
· When Donor-DU1 receives the packet from the Donor-DU2, it checks the BAP header and forward the packet to Donor-CU if the received packet includes the BAP header. If the received packet is an IP packet without the BAP header, it forward the IP packet to Donor-CU.
So the required specification change is relatively small. As commented by companies in last meeting, this tunnel may also be statically confirmed which further reduce the specification impact. The statically configured tunnel does not scale well, since the per-DU pair tunnel need to be pre-configured. The further detail of the specification impact can be discussed further after Opt4 is agreed. 
Proposal 1: To address the source IP address filtering issue in inter donor DU routing, the Opt4 is the only workable solution, and should be supported. 
Conclusion
This contribution analyzes the options to support inter-Donor-DU re-routing. Our proposals are
Observation 1: Opt1 alone does not solve the source IP address filtering issue. 
Observation 2: Opt4 is the only workable solution for inter-Donor-DU re-routing.
Proposal 1: To address the source IP address filtering issue in inter donor DU routing, the Opt4 is the only workable solution, and should be supported. 
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