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9.2.3.49
UE Security Capabilities

The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	NR Encryption Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:

"all bits equal to 0" – UE supports no other NR algorithm than NEA0,

"first bit" – 128-NEA1,

"second bit" – 128-NEA2,

"third bit" – 128-NEA3,

other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.

Algorithms are defined in TS 33.501 [28].

	NR Integrity Protection Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an integrity protection algorithm:

"all bits equal to 0" – UE supports no other NR algorithm than NIA0,

"first bit" – 128-NIA1,

"second bit" – 128-NIA2,

"third bit" – 128-NIA3,

other bits reserved for future use.

Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.

Algorithms are defined in TS 33.501 [28].

	E-UTRA Encryption Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:

"all bits equal to 0" – UE supports no other algorithm than EEA0,

"first bit" – 128-EEA1,

"second bit" – 128-EEA2,

"third bit" – 128-EEA3,

other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.

Algorithms are defined in TS 33.401 [29].

	E-UTRA Integrity Protection Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an integrity protection algorithm:

"all bits equal to 0" – UE supports no other algorithm than EIA0,

"first bit" – 128-EIA1,

"second bit" – 128-EIA2,

"third bit" – 128-EIA3,

other bits reserved for future use.

Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.

Algorithms are defined in TS 33.401 [29].


9.2.3.50
AS Security Information

Next change
9.3.5
Information Element definitions

-- ASN1START

-- **************************************************************

--

-- Information Element Definitions

--

-- **************************************************************

XnAP-IEs {

itu-t (0) identified-organization (4) etsi (0) mobileDomain (0)

ngran-access (22) modules (3) xnap (2) version1 (1) xnap-IEs (2) }

DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

IMPORTS
Not modified
UERLFReportContainerNR ::= OCTET STRING

-- This IE is a transparent container and shall be encoded as the nr-RLF-Report-r16 IE contained in the UEInformationResponse message (TS 38.331 [10])
UESecurityCapabilities ::= SEQUENCE {


nr-EncyptionAlgorithms




BIT STRING 

 (SIZE(16, ...)),


nr-IntegrityProtectionAlgorithms

BIT STRING 

 (SIZE(16, ...)),


e-utra-EncyptionAlgorithms



BIT STRING 

 (SIZE(16, ...)),


e-utra-IntegrityProtectionAlgorithms
BIT STRING 

 (SIZE(16, ...)),


iE-Extension


ProtocolExtensionContainer { {UESecurityCapabilities-ExtIEs} } OPTIONAL,


...

}

UESecurityCapabilities-ExtIEs XNAP-PROTOCOL-EXTENSION ::= {


...

}
UESpecificDRX ::= ENUMERATED {


v32,


v64,


v128,


v256,


...

}

