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The UE Security capabilities are transferred over NGAP with encoding specified in the semantic description:
9.3.1.86
UE Security Capabilities
This IE defines the supported algorithms for encryption and integrity protection in the UE.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	NR Encryption Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:

"all bits equal to 0" – UE supports no other algorithm than NEA0,

"first bit" – 128-NEA1,
"second bit" – 128-NEA2,

"third bit" – 128-NEA3,

other bits reserved for future use. Value '1' indicates support and value '0' indicates no support of the algorithm.

Algorithms are defined in TS 33.501 [13].


When encoded over XnAP the encoding is specified both in IE Type and Reference and in the semantics:

9.2.3.49
UE Security Capabilities

The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	NR Encryption Algorithms
	M
	
	BIT STRING {nea1-128(1), nea2-128(2), nea3-128(3)} (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:

“all bits equal to 0” – UE supports no other NR algorithm than NEA0,

“first bit” – 128-NEA1,
“second bit” – 128-NEA2,

“third bit” – 128-NEA3,

other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.

Algorithms are defined in TS 33.501 [28].


Observation 1: The Semantics Description of security algorithms of NG and Xn are aligned, indicating that 128-NEA1 is encoded in “first bit” of the bit string. 
According to section 9.2.0 the “first bit” correspond to the MSB:

-
The first bit (leftmost bit) contains the most significant bit (MSB);

However, the Type and Reference IE of Xn algorithm gives a different encoding with: “BIT STRING {nea1-128(1),…”
Indeed, according to X.680, the first bit of a bitstring is to be allocated number “0” between brackets, and not number “1”. 
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According to the Xn Type and Reference “nea1-128(1)” therefore means that 128-NEA1 is encoded as second bit of the bit string. 
Observation 2: the Type and Reference of Xn security algorithm indicates that 128-NEA1 is encoded as “second bit” of the bitstring which contradicts the Semantics Description.   
It is believed that the original intention is given by the Semantics Description since there is no reason to create a deliberate misalignment with NGAP and skip the first bit in XnAP. 
Moreover, the same problem exist for all security capabilities (both NR encryption and integrity protection algorithms and EUTRA encryption and integrity protection algorithms) and the correction should be aligned for all.

We therefore make the following proposal
Proposal 1: align XnAP definition of Xn Security Capabilities with NGAP Security Capabilties.
Impact on asn.1
Assuming the intention above is confirmed, the correction has impact on the asn.1:

UESecurityCapabilities ::= SEQUENCE {


nr-EncyptionAlgorithms




BIT STRING {nea1-128(1),














nea2-128(2),















nea3-128(3)} (SIZE(16, ...)),


nr-IntegrityProtectionAlgorithms

BIT STRING {nia1-128(1),















nia2-128(2),















nia3-128(3)} (SIZE(16, ...)),


e-utra-EncyptionAlgorithms



BIT STRING {eea1-128(1),















eea2-128(2),















eea3-128(3)} (SIZE(16, ...)),


e-utra-IntegrityProtectionAlgorithms
BIT STRING {eia1-128(1),















eia2-128(2),















eia3-128(3)} (SIZE(16, ...)),


iE-Extension


ProtocolExtensionContainer { {UESecurityCapabilities-ExtIEs} } OPTIONAL,


...

}

UESecurityCapabilities-ExtIEs XNAP-PROTOCOL-EXTENSION ::= {


...

}
The asn.1 also needs to be corrected.
Strictly speaking, this correction is not backwards compatible for those companies who would have followed the Type and Reference of Xn security algorithms and not the Semantics Description.
This correction therefore needs careful checking and decision. If confirmed it translates into the following asn.1 change, similar to the change of the tabular i.e. restore a simple bitstring (size 16)).:
UESecurityCapabilities ::= SEQUENCE {


nr-EncyptionAlgorithms




BIT STRING 

 (SIZE(16, ...)),


nr-IntegrityProtectionAlgorithms

BIT STRING 

 (SIZE(16, ...)),


e-utra-EncyptionAlgorithms



BIT STRING 

 (SIZE(16, ...)),


e-utra-IntegrityProtectionAlgorithms
BIT STRING 

 (SIZE(16, ...)),


iE-Extension


ProtocolExtensionContainer { {UESecurityCapabilities-ExtIEs} } OPTIONAL,


...

}

UESecurityCapabilities-ExtIEs XNAP-PROTOCOL-EXTENSION ::= {


...

}
Proposal 2: agree the CR in [2] which is not asn.1 compatible with implementations who had chosen the other interpretation.
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