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1 Introduction

CB: # 11_UPintegrityProtectionE-UTRA-EPC

- (QC) w.r.t. E-UTRA vs. NR PDCP, ok to follow RAN2 view

- (QC,HW) MME not required to copy all EEA/EIA bits from NAS to S1AP (via implementation not precluded); eNB not required to copy all such bits from S1AP to X2AP (via implementation not precluded); MME should send UE capability in path sw req ack

- (E///) for Rel-17, it should be supported in NR PDCP only; UE security capability, including all EEA/EIA bits, are part of UE ctxt and are signaled to eNB without modification from MME

- any issues restricting to NR PDCP?

- any issues allowing not to transmit all bits (e.g. IOT issues?)

- check usage

- agree reply LS

(QC - moderator)

[NWM] Summary of offline disc R3-212608
2 For the Chairman’s Notes

Propose to capture the following:

RAN3 agrees the way forward proposed by RAN2 (i.e., support NR PDCP only for rel17)
MME may copy all the EEA/EIA bits from NAS signaling into the S1-AP signaling but there is no explicit mandate to do so.
eNBs may copy all the EEA/EIA bits from S1-AP signaling into the context and/or X2-AP signaling but there is no explicit mandate to do so.
LS draft R3-211631 is revised in R3-212812 taking above into account
3 Discussion

RAN3 has received an LS from SA3 [2] which includes three questions directed to the group.  As inputs to the discussion on the reply we have 

· The reply from RAN2 [1]

· Three discussions documents with associated draft LSs [3,4,5,6,7,8]

In the following, we take each question in a separate section.

3.1 Question on PDCP version

SA3 asks RAN3 if it has any feedback on whether UP IP should be supported with NR PDCP or LTE PDCP or both [2].

RAN2 [1] has already answered stating “For Release 17, NR PDCP only. UPIP support with LTE PDCP when connected to EPC can be considered in future releases”.

The proposed answers are reasonably close. 

· In [4], it is proposed to state that there is no constraint, and the E-UTRAN will anyway need to support a mix of scenarios, and further, as the impact is mostly on RAN2 protocols, RAN3 can follow RAN2’s view on this matter.

· In [6], it is proposed to state that the question is out of RAN3’s scope

· In [8], it is proposed to state that for Release 17, UP IP should be supported for NR PDCP only. UP IP support with LTE PDCP when connected to EPC can be considered in future releases

Since RAN2 has already answered along the lines proposed in [8], the answers of [4] and [8] are equivalent.

Moderator proposal for discussion: State that RAN3 is fine with the way forward proposed by RAN2 (i.e., support NR PDCP only for rel17)
Please provide any view / comments on this topic and the proposal in bold below:

	Company
	Comment

	Huawei
	Agree. 

	Ericsson
	Agree

	Samsung
	Agree

	Nokia
	Agree

	ZTE
	Agree

	
	


Moderator summary: Agreement to state that RAN3 is fine with the way forward proposed by RAN2 (i.e., support NR PDCP only for rel17)

3.2 Question on Copying of EEA/EIA bits from NAS signalling to S1AP

The proposed answers are as below:

· In [4], it is proposed to state RAN3 is not aware of a mandate on the MME to copy all EEA/EIA bits from NAS signalling into S1AP. At the time of the introduction of the ZUC algorithm, there seems to have been no clear expectation that a legacy MME would support transfer of the new capability bit. On the other hand, it is possible for an existing implementation to implement a simple mapping that includes also reserved bits, by extending the existing mapping logic of TS 36.413; however, from a standards perspective such behaviour is not currently mandated.

· In [6], it is proposed to state that RAN3 understanding is that it is not mandatory for the MME to copy all the EEA/EIA bits from NAS signalling into the S1-AP signalling. That is, one implementation of the MME can copy all the received EEA/EIA bits into the S1-AP signalling. Also, another implementation just copy the first four bit into the S1-AP signalling.

· In [8], it is proposed to state that UE Security Capabilities, which include EEA and EIA capability bits, are part of the UE Context, and are signalled to the eNB without modification from the MME (i.e. all bits).

Broadly [4] and [6] appear to have a similar view, i.e. even it is possible to do it, no mandate seems to exist e.g. in stage 2. Some additional aspects may however be noted:

· Mapping is straightforward, and mapping seems a reasonable interpretation

· MME has to keep the full octet (for replay) in the UE context, regardless of whether it supports or is aware of an algorithm.

· As mentioned in [8], text in TS 36.300 and particularly the figure 18-1 seem to imply that the UE Security Capabilities as defined in TS 23.401 are to be sent to the RAN, noting that this would imply transparency (at NAS level, the MME retains the full octet)

· On the other hand, there are no semantics in S1-AP for the future bits (such semantics exist in NAS)

The main issue to discuss is whether the text and figure in TS 36.300 are sufficiently clear to imply the copy-paste MME behaviour regardless of MME support, and whether any further arguments can be made in either direction.

A possible way forward would be to state that RAN3 expects the copy/paste behaviour in the MME for the various reasons above, but cannot rule out that some implementations may not do so.

Please provide any view / comments on this issue below. Do the text and figure in TS 36.300 imply the copy-paste MME behaviour? Do you have any further arguments in either direction? Do you agree with the “possible way forward”?

	Company
	Comment

	Huawei
	In our understanding, the text and figure in TS 36.300 can not give a sufficiently clear clue that the MME will copy-paste from those received from the UE to the S1AP.

Also the bit length (8 bit for EEA/EIA) from the UE is different from the one sent to S1AP (16 bit for EEA/EIA). 

In addition, SA2 is expecting to know the legacy node behavior, the wording “expects” seems not very approximate, strictly speaking.
We would prefer to simply reply that it is not mandatory for the MME to copy all the EEA/EIA bits from NAS signalling into the S1-AP signaling, since no stage2/stage3 strictly regulates the MME behavior. 

	Ericsson
	The proposed way forward is ok

	Samsung
	We think MME copies all the EEA/EIA bits from NAS signalling into the S1-AP signaling, but RAN3 is not aware that it’s mandatory in the MME.

We’re ok with the proposed way forward.

	Nokia
	Aligned with with Qcomm and Huawei: We should simply reply that MME may copy all the EEA/EIA bits from NAS signaling into the S1-AP signaling but there is no mandate.

	ZTE
	We’re ok with the proposed way forward.

	
	


Moderator summary: MME may copy all the EEA/EIA bits from NAS signaling into the S1-AP signaling but there is no explicit mandate to do so.
3.3 Question on Copying of EEA/EIA bits from S1AP signalling to X2AP

The question here is whether a legacy node (that does not understand a new bit in the bitmap) will copy/paste this new bit for signalling over X2AP (e.g. handover / mobility or dual connectivity).

The proposed answers are somewhat similar to the above section:

· In [4], it is proposed to state that there is no explicit mandate on eNBs to copy all the EEA/EIA bits for use in X2 (e.g. for handover, context retrieval, etc), but specific implementations may do so since understanding of the meaning of all bits is not required for re-encoding (i.e. there is no need to derive a mapping as with the previous case at the MME). [4] also proposes using signalling in path switch to resolve the problem of non-supporting eNB (that does not implement this copy-paste).

· In [6], it is proposed to state that the legacy eNB can copy all the bits received from S1AP signalling and propagate it to the X2AP messages, but RAN3 understands there may have other implementations [moderator note: this draft appears however to state that there is a mandate].

· In [8], it is proposed to state that UE Security Capabilities, which include EEA and EIA capability bits, are part of the UE Context, and are signalled to the target eNB or to the SN without modification from the source (Master) eNB (i.e. all bits).

The issue is similar but subtly different from the MME behaviour:

· Strictly speaking the IEs in S1AP and X2AP are the same. There seems to be no reason why a non-supporting node would manipulate the received octet.

· As for the above case, text in stage 2 could be read as mandating capabilities to be passed without interpretation

· On the other hand,  the Reason for Change of the CR that introduced the ZUK algorithm (R3-120951) seems to suggest that the new bits (EEA3/EIA3) could be “lost” in the RAN due to non-support (of course this is not specification text, and RFC are not always reviewed in detail) 

The main issue to discuss is whether specs are sufficiently clear to imply the copy-paste S1-X2 and X2-X2 behaviour regardless of  whether the bit is marked for future use in the specific implementation, and whether any further arguments can be made in either direction.

A possible way forward would be to state that RAN3 expects the copy/paste behaviour in X2 (i.e. that the bitmap is part of the context).

Please provide any view / comments on this issue below. Please add any further arguments in either direction. Do you agree with the “possible way forward”?

	Company
	Comment

	Huawei
	Our understanding is that SA2 is expecting to know the legacy node behavior, the wording “expects” seems not very approximate, strictly speaking. 

We may suggest to have a simple reply that legacy eNB may copy all the bits received from S1AP signalling and propagate it to the X2AP messages, but RAN3 understands there may have other implementations (could be reworded)

	Ericsson
	Agree with way forward. Ok to hint that other implementation may exist, but wording of expected implementation should be stronger than for the NAS to S1AP case

	Samsung
	In our understanding, the bitmap of the UE security capabilities is part of the context, so it is just forwarded to the target node or the SN without modification.
But we’re ok with the proposed way forward.

	Nokia
	Same as for above: we should reply that legacy eNB may copy all the bits received from S1AP signaling and propagate it to the X2AP messages, but there is no mandate. 

	ZTE
	we’re ok with the proposed way forward. There is no mandate here.

	
	


Moderator summary: eNBs may copy all the EEA/EIA bits from S1-AP signaling into the context and/or X2-AP signaling but there is no explicit mandate to do so.
3.4 Further aspects

Please add any further aspects that are in scope and were not included in the above:

	Company
	Comment

	
	

	
	

	
	

	
	

	
	

	
	


4 Conclusion, Recommendations [if needed]

If needed
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