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1. Introduction
Last SA3#102-e meeting sent a LS to RAN3 on the UP Integrity Protection for eUTRA connected to EPC in [1], with the following contents. Also the reply from SA2 and CT4 can be found in [2] and [3]. 
	As part of their study on User Plane Integrity Protection for LTE (both “option 1” and EN-DC/“option 3(x)”), connected to EPC (documented in TR 33.853), SA3 have the following questions:
a) (RAN 2 and RAN 3) when supporting UP IP do you have any feedback on whether it should be supported with NR PDCP or LTE PDCP or both? 

b)  (SA2 and CT4) for the supply of UPIP policy to the RAN, is it preferred for the HSS to supply the policy to the MME (as in solution #11), or, for a “combined SMF+PGW-C” to supply the policy to the MME (as outlined in solution #15)? 

c) (RAN 3 and CT 1) is a MME mandated to copy all the EEA/EIA bits from NAS signalling into the S1-AP signalling?

d) (RAN 3) is a legacy eNB mandated to copy all the EEA/EIA bits from S1A-AP signalling into the X2-AP signalling at handover and secondary node addition?
e) (SA2 and CT1)SA3 decides UE to send an indication to the network that the UE support UP IP with eNB, one of options is to reuse EEA/EIA bits in UE EPS Security Capability (e.g. reuse EIA7 to indicate UE support UP IP with eNB), so that both eNB and MME can use the UE EPS Security Capability to know UE support UP IP with eNB. Does there any issue on this?



In this document, we discuss this issue and propose answers from RAN3 perspective. 
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· Answer to a)
This question is out of remit of RAN3 scope. RAN2 has provided the reply LS indicating that the NR-PDCP can be used in [2]. 
· Answer to c)
The UE network capability, defined at the section 9.9.3.23 NAS security algorithms in TS 24.301, is excepted as follows. 
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Figure 9.9.3.34.1: UE network capability information element
Meanwhile in TS 36.413, the UE security capabilities from the MME is given as follows, where only four IP algorithms are supported, and other bits are reserved for future use.
Basically, it is up to the MME’s implementation, to signal the bitmap of the IP algorithms. For example, when the legacy MME receives the 8bit-length IP algorithms, it can:
· Either just indicate the first four bit of the overall 16bit-length IP algorithms, based on the MME security capability;
· or, indicate the full 8 bit of the overall 16bit-length IP algorithms. 
So it is safe to say that both implementations are possible, depending on the respective internal coding ways. 
Hence the answer would be as follows. 
RAN3 understanding is that it is not mandatory for the MME to copy all the EEA/EIA bits from NAS signalling into the S1-AP signalling. 
That is, one MME  can copy all the received EEA/EIA bits into the S1-AP signalling. Also another MME just copy the first four bit into the S1-AP signalling. 
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The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE.
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	UE Security Capabilities
	
	
	
	

	>Encryption Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:
“all bits equal to 0” – UE supports no other algorithm than EEA0,
“first bit” – 128-EEA1,
“second bit” – 128-EEA2,
“third bit” – 128-EEA3,
other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].

	>Integrity Protection Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an integrity protection algorithm:
“all bits equal to 0” – UE supports no other algorithm than EIA0,
“first bit” – 128-EIA1,
“second bit” – 128-EIA2,
“third bit” – 128-EIA3,
other bits reserved for future use.
Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [15].



· Answer to d)
During X2 handover, the source eNB can include the UE Security Capabilities to the target eNB, as specified in the section 9.2.3.49 of TS 38.423 as follows. 
If a legacy eNB receives the UE Security Capabilities containing the IP algorithms, it can simply store the full set of UE security capabilities, and propagate it at next Handover and MR-DC procedures. But there seems not necessary to regulate the legacy behaviour. 
Hence the answer would be as follows. 
· Yes, the legacy eNB can copy all the bits received from S1AP signalling and propagate it to the X2AP messages. But RAN3 also understands there may have other implementations
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The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE.
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	NR Encryption Algorithms
	M
	
	BIT STRING {nea1-128(1), nea2-128(2), nea3-128(3)} (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:
“all bits equal to 0” – UE supports no other NR algorithm than NEA0,
“first bit” – 128-NEA1,
“second bit” – 128-NEA2,
“third bit” – 128-NEA3,
other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.501 [28].

	NR Integrity Protection Algorithms
	M
	
	BIT STRING {nia1-128(1), nia2-128(2), nia3-128(3)} (SIZE(16, …))
	Each position in the bitmap represents an integrity protection algorithm:
“all bits equal to 0” – UE supports no other NR algorithm than NIA0,
“first bit” – 128-NIA1,
“second bit” – 128-NIA2,
“third bit” – 128-NIA3,
other bits reserved for future use.
Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.501 [28].

	E-UTRA Encryption Algorithms
	M
	
	BIT STRING {eea1-128(1), eea2-128(2), eea3-128(3)} (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:
“all bits equal to 0” – UE supports no other algorithm than EEA0,
“first bit” – 128-EEA1,
“second bit” – 128-EEA2,
“third bit” – 128-EEA3,
other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [29].

	E-UTRA Integrity Protection Algorithms
	M
	
	BIT STRING {eia1-128(1), eia2-128(2), eia3-128(3)} (SIZE(16, …))
	Each position in the bitmap represents an integrity protection algorithm:
“all bits equal to 0” – UE supports no other algorithm than EIA0,
“first bit” – 128-EIA1,
“second bit” – 128-EIA2,
“third bit” – 128-EIA3,
other bits reserved for future use.
Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.
Algorithms are defined in TS 33.401 [29].




Proposal 1: Take the following answers into the rely LS.  
·  Answer to c): RAN3 understanding is that it is not mandatory for the MME to copy all the EEA/EIA bits from NAS signalling into the S1-AP signalling. That is, one MME can copy all the received EEA/EIA bits into the S1-AP signalling. Also another MME just copy the first four bit into the S1-AP signalling.
· Answer to d): The legacy eNB can copy all the bits received from S1AP signalling and propagate it to the X2AP messages. But RAN3 also understands there may have other implementations.
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Based on the discussion in this paper, we propose the following answers to SA2:
Proposal 1: [bookmark: _GoBack]Take the following answers into the rely LS.  
·  Answer to c): RAN3 understanding is that it is not mandatory for the MME to copy all the EEA/EIA bits from NAS signalling into the S1-AP signalling. That is, one MME can copy all the received EEA/EIA bits into the S1-AP signalling. Also another MME just copy the first four bit into the S1-AP signalling.
· Answer to d): The legacy eNB can copy all the bits received from S1AP signalling and propagate it to the X2AP messages. But RAN3 also understands there may have other implementations.

The draft LS can be found in [4]
[bookmark: _Toc423020280]5. Reference
[1] S3-210563 LS on User Plane Integrity Protection for eUTRA connected to EPC, SA3
[2] R2-2104349 Reply LS on User Plane Integrity Protection for eUTRA connected to EPC, RAN2
[3] S2-2101306	 Reply LS on User Plane Integrity Protection for eUTRA connected to EPC, SA2
[4] C1-211461	Reply LS on User Plane Integrity Protection for eUTRA connected to EPC
[5] R3-212153	[Draft] Reply LS on User Plane Integrity Protection for eUTRA connected to EPC	Huawei
3GPP
