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Introduction
In the RAN TSG meeting #90-e, the WID of enhancement of private network support for NG-RAN is approved, part of which is on supporting UE onboarding and provisioning for NPN,
	· Support UE onboarding and provisioning for NPN including:
· The UE onboarding relevant parameter broadcast from SIB [RAN2]
· The associated cell selection/reselection, cell access control and the connected mode mobility support [RAN2/RAN3]
· The necessary modifications over network interfaces (e.g. NG, Xn, F1, E1 etc) [RAN3]
[bookmark: _Hlk57062252]NOTE: The above sub-bullets for the SA2 objectives may be non-exhaustive and are subject to further discussion depending on SA2 updates if any.


The study carried out for enhancement of NPN is captured in SA2 TR 23700-07 [2]. In this contribution, we would concentrate on the issues to support UE on-boarding and provisioning for cell access control and mobility aspect for SNPN and PNI-NPN.
Discussion
2.1 Background
In the SA2 TR 23700-07 [2], key issue #4 aims to study the architecture and solutions to support UE on-boarding and remote provisioning. Two components listed in this key issue #4 include UE on-boarding issue and remote provisioning for SNPN or PNI-NPN credentials. Since the remote provisioning for SNPN credential or PNI-NPN credentials mainly impacts the 5GC, only the UE on-boarding issue is discussed below. The UE on-boarding issue has been recognized in SA2 TR 23700-07 [2]:
	But also specific aspects for component 1 (UE onboarding i.e. to enable 3GPP connectivity):
-	How does the UE discover and select the onboarding SNPN before UE NPN credentials and other information to enable UE to get 3GPP connectivity are provisioned.
NOTE 1:	Provisioning of PLMN credentials is not in scope of this KI. A UE accessing a PLMN is assumed to have provisioned 3GPP credentials.
[bookmark: _Hlk42094515]-	How and whether the onboarding SNPN authenticates the UE, and establishes a secure 3GPP connectivity, before the UE's NPN credentials and other information to enable SNPN access are provisioned.
[bookmark: _Hlk42109903][bookmark: _Hlk42109629]-	How to establish a secure connectivity between the UE and the network entity for provisioning the NPN credentials and other information to enable SNPN access, i.e. how to enable ciphering and integrity protection of the connection and the authentication of UE at the Provisioning Server.
[bookmark: _Hlk42109643]-	How does the 5G system provides and updates in the network the subscription of an authorized UE in order to allow the UE to request connectivity to a desired SNPN.
-	Architecture including which NFs are involved, and which scenario(s) the solution is addressing, including:
-	Which network entity performs UE's subscription provisioning and where is the network entity located.
-	If the network entity performing UE subscription provisioning is external to the SNPN, what is the service-based interface exposed by the SNPN towards that network entity for UE onboarding and provisioning.



2.1.1 The network architecture and concept to support UE on-boarding for SNPN
The SA2 TR 23700-07 [2] describes the network architecture to support UE on-boarding and provisioning: 
	UE onboarding for SNPN (Component 1 of KI#4)
-	It should be possible to support a registration procedure that enables support for UE onboarding using Default UE credentials and with an O-SNPN as the Onboarding Network (ON).
-	It should be possible that one SNPN can take the role of both Onboarding Network (ON) and SO (Subscription Owner), and it should be possible that the ON and SO are different SNPNs i.e. O-SNPN and SO-SNPN.
[bookmark: _Hlk54107746]-	The DCS can be an entity external to the 5GC of O-SNPN.
-	Using PLMN credentials for UE onboarding and PLMN as Onboarding Network (ON) is already possible.



The UE performs the registration procedure using a default UE credential for the Default Credential Server (DCS) authentication in the on-boarding network (ON), which could possibly be a PLMN or a SNPN network (O-SNPN).  The UE gets access to the on-boarding network and can be provisioned with UE’s desired SNPN subscriptions credentials or other configurations from Subscription Owner SNPN (SO-SNPN), which provides the service to UE. Indeed, the O-SNPN and SO-SNPN may possible be different SNPNs or one SNPN takes both roles. The Figure 1 illustrates the network architecture to support the UE on-boarding and provisioning for SNPN.


Figure 1. The network architecture to support the UE on-boarding and provisioning for SNPN
2.1.2 The network architecture and concept to support UE on-boarding for PNI-NPN
The UE performs the registration procedure using a UE default PLMN credential in the PLMN as an on-boarding network (ON). The UE gets access to the on-boarding network and can be provisioned with UE’s desired PNI-NPN credential or other configurations, such CAG information. The Figure 2 illustrates the network architecture to support the UE on-boarding and provisioning for PNI-NPN.


Figure 2. the network architecture to support the UE on-boarding and provisioning for PNI-NPN
The UE with the default PLMN credential could access the PLMN which PNI-NPN relies on and acquire the UE PNI-NPN credential or other information via the PLMN. After the UE successfully completes the remote provisioning for PNI-NPN credential or other information, UE triggers the deregistration process and use the PNI-NPN credential or CAG information to access PNI-NPN network hosted by PLMN for PNI NPN service.

2.2 Cell access control
After UE selects an on-boarding network and completes the RACH procedure, UE needs to send on-boarding related information to the network. Based on the conclusion from SA2 TR 23700-07 [2] listed below, The UE provides an indication explicitly or information implicitly at RRC level and NAS level to inform the gNB and AMF whether the on-boarding procedure is performed. The indication or information assists the gNB or AMF to select appropriate AMF or SMF since the usage restriction for the on-boarding service is controlled by certain AMF and SMF.
	[bookmark: _Hlk53736958]-	Upon registration to an SNPN for Onboarding, the UE provides an indication at RRC level that the RRC connectionis for onboarding. This information will be specified only for SNPN and allows NG-RAN to select an appropriate AMF that supports onboarding procedures.
[bookmark: _Hlk53736977]NOTE 3:	RAN WGs can work with SA2 to decide whether handling of RAN-level congestion is feasible.
· [bookmark: _Hlk55541672]Upon registration to an SNPN for Onboarding, the UE provides an indication at NAS level that the registration request is for onboarding to allow AMF to, e.g., select an appropriate SMF and perform other onboarding-related configuration. When UE performs initial Registration for onboarding, the UE does not request to be registered over a network slice and as such the UE does not include Requested NSSAI in either RRC or NAS; it is up to the network to decide which network slice is used for the onboarding and provisioning procedures.
Onboarding network should support functionality to restrict usage to only on-boarding service.
-	When Onboarding network is O-SNPN, the information required to restrict the usage to only onboarding service is locally configured in the AMF and SMF, and the AMF and SMF restrict the usage when the UE indicates that the registration is for Onboarding (e.g., onboarding registration type) or NG-RAN indicates that the access is for Onboarding.
-	When Onboarding network is a PLMN, the functionality to restrict usage is activated for the UE by AMF based on received operator subscription from the UDM. How the subscription profile is defined, e.g. using DNN, S-NSSAI or other information dedicated for onboarding, is up to operator's decision.



Since RAN needs to find an appropriate CN which supports UE on boarding during initial access, CN should provide to the NG-RAN with the information of supporting on boarding in advance.
In addition, during the process of initial access, whether there’s a need to explicitly indicate UE onboarding in Initial UE message is needed to be discussed. According to the text captured above from SA2, the UE onboarding indication will be provided by the UE both from AS and NAS level. Therefore, in our opinion, there’s no need to explicitly signal an extra indication in Initial UE message.
Proposal 1: Support to signal the information related to CN-supported onboarding networks from AMF to RAN for SNPN, FFS on details.
Proposal 2: No need to explicitly signal onboarding indication in Initial UE message.
2.3 Mobility aspect
The essential question is whether NG-RAN needs to take onboarding information into account when performing NG-based or Xn-based handover. More specifically, for example, to help source to choose an appropriate target, whether there’s a need to exchange onboarding information between NG-RAN nodes.
From our understanding, such mechanism should be decided by the requirement from SA2, namely, whether it is necessary to guarantee the UE to always be able to obtain credentials from SO-NPN after handover during connected mode, or UE onboarding is just a best-effort functionalities from end-to-end perspective. It might be better to depend on further inputs from SA2.
Proposal 3: Whether NG-RAN needs to consider onboarding information during mobility for NPN depends on further inputs from SA2.
Conclusion
Proposal 1: Support to signal the information related to CN-supported onboarding networks from AMF to RAN for SNPN, FFS on details.
Proposal 2: No need to explicitly signal onboarding indication in Initial UE message.
Proposal 3: Whether NG-RAN needs to consider onboarding information during mobility for NPN depends on further inputs from SA2.
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