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1	Introduction
The Rel-16 Private Network (PRN) work item (WI) [1] gives basic functionality support for Non-Public Networks (NPNs). Two different deployment scenarios for NPNs have been specified in 5GS: Standalone NPNs (SNPNs) and Public Network Integrated NPNs (PNI-NPNs). 
To further enhance NPNs, SA2 started an eNPN Study Item (SI), see SP-190453 (with updated work plan in SP-191376) [2] resulting in TR 23.700-07 [4]. As the SA2 eNPN work causes impact on RAN, the Rel-17 ePRN WID, RP-202363 [3], was approved at RAN#90e in December 2020 addressing three different objectives. 
Key Issue (KI) #4 in SA2’s study [2], which is the one related to this objective, is divided in two components: 1) UE onboarding and 2) remote provisioning. The first component seeks to enable 3GPP connectivity for UEs that only have default credentials, so that these UEs can be provisioned with the necessary network credentials following second component’s solutions. RAN impacts are limited to the first component and thus, we here focus on UE onboarding. In this paper, we focus on covering the following objective as copied from the WID:
· Support UE onboarding and provisioning for NPN including:
· The UE onboarding relevant parameter broadcast from SIB [RAN2]
· The associated cell selection/reselection, cell access control and the connected mode mobility support [RAN2/RAN3]
·  The necessary modifications over network interfaces (e.g. NG, Xn, F1, E1 etc) [RAN3]

[bookmark: _Ref178064866]2	Discussion
2.1	General description
The process of onboarding per se has different implications and meanings depending on the type of NPN deployments. In fact, as we will see below, one could argue that onboarding is ultimately focused exclusively on SNPNs. However, regardless of the deployment and irrespective of how the onboarding procedure is undertaken, it is worth mentioning that the NPN credentials that are later remotely provisioned to the UE (KI#4 second component) are then usually stored/saved by the UE. Hence, we consider it important to start by mentioning that onboarding is likely to be carried out only once in the lifetime of the UE. Therefore, this procedure should not be considered as time-critical in any way.
[bookmark: _Toc61555345]Onboarding is not a time-critical procedure.

Building on the previous discussion, we now discuss what onboarding means and how the principle works for both PNI-NPNs and SNPNs. 
2.1.1	UE onboarding to a PNI-NPN
The following NOTE is captured in TR 23.700-07 [4], clause 5.4.1:
    NOTE 1:	Provisioning of PLMN credentials is not in scope of this KI. A UE accessing a PLMN is assumed to have provisioned 3GPP credentials.
PNI-NPN deployments rely on PLMNs and can be achieved by e.g., allocating one or more network slices to the NPN. To prevent non intended UEs from accessing the NPN, Closed Access Groups (CAGs) are broadcast in SIB1 and identify a group of subscribers who are permitted to access one or more CAG cells associated to the CAG as described in TS 38.300 [3]. In turn, UEs can be configured with an “Allowed CAG list” which contains the identities of the CAGs that the UE is allowed to access within the PLMN. With this, a UE holding PLMN credentials can access the network and, in case of needing PNI-NPN credentials to, e.g. access a PNI-NPN slice, the subsequent provisioning is already enabled by current specification.
In fact, SA2’s study concludes that for KI#4 no enhancements are needed for PNI-NPN deployments, see TR 23.300-07 [4], clause 8.4.2:-	No enhancement for the UE onboarding (component 1 of KI#4) with PLMN credentials used for primary authentication and PLMN network selection are needed for the case of PNI-NPN credentials provisioning.


Therefore, there is no need to study scenarios where the PLMN would be the subscription owner.  
Moreover, the meaning of “onboarding” for PNI-NPNs is perhaps not clear and could also refer to alternative existing situations. For instance, Rel-16 allows manual CAG selection of a CAG that is not part of the allowed CAG list of the UE’s NAS configuration. Consequently, the subscription can be extended with new CAG IDs, which could also (arguably) be regarded as onboarding. Even more so, when an NPN is described by a specific network slice and a UE (with PLMN subscription) is also provisioned with other slices, legacy specification allows for the subscription to be extended with the NPN slice upon request. This could also be considered as onboarding. Therefore, given these ambiguities and the lack of impact foreseen for RAN, we do not need to consider UE onboarding in PNI-NPN deployments.
[bookmark: _Toc61555346]There is no need to add RAN support for onboarding in PNI-NPN deployments as the UE has provisioned PLMN credentials.
2.1.2	UE onboarding to an SNPN
An onboarding related use case for SNPNs could be, e.g. UE devices being delivered to a factory and needing to register to the factory’s SNPN. If the UEs only have some basic default credentials but lack network credentials, it is not possible for these to gain access to the SNPN by legacy procedures. In this regard, the goal is to allow the core network to identify and authenticate the UE by means of these default credentials. 
TR 23.700-07 [4] describes the onboarding process for SNPNs as illustrated in Figure 1. Firstly, the UE should seek connectivity to an Onboarding Network (ON), to which it performs initial registration and then the latter, authenticates the UE by accessing a Default Credential Server (DCS), which could be, for example, the device manufacturer’s server. Secondly, the ON provisions the UE with the subscription data, which is provided by a Subscription Owner SNPN (SO-SNPN) through a Provisioning Server (PS). In general terms then, it is possible to say that ultimately the SO-SNPN corresponds to the actual NPN and the ON acts as a “bridge” providing (initial) connectivity to UEs with insufficient NPN credentials. The nodes in Figure 1 are considered logical entities and their actual physical location is not discussed in this contribution. Indeed, e.g. in a factory, the ON could belong to the SO-SNPN and in this case, there is no need to differentiate between the two
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Figure 1: UE onboarding to an SNPN.

In this paper, we use the following abbreviations:
· ON = Onboarding Network
· Can be either an SNPN (which is then shortened as O-SNPN) or a PLMN 
· SO-SNPN = Subscription Owner SNPN
· PS = Provisioning Server
[bookmark: _Hlk61423453]In this contribution, we focus on the O-SNPN case for UE onboarding to the SO-SNPN.
Before going into details how onboarding could be achieved, it should be pointed out that already during the SA2 study, similarities between onboarding and LTE’s Rel-16 Restricted Local Operator Services (RLOS) surfaced. RLOS allows unauthenticated UEs in limited service state to get access to restricted services. In this regard, AS/NAS security is not (necessarily) used when carrying out an Attach procedure of type RLOS, which would not be the case when performing onboarding. However, since it is also necessary for onboarding to give (limited) access to a UE who is not yet authenticated, we do believe that it is possible to use the AS level signalling principles of the LTE RLOS feature specification, .e.g. indications in SIB and RRC messages, as a baseline for developing a specific solution for the present objective.
.
[bookmark: _Toc61555347]Given the similarities with RLOS, the existing RRC signalling procedure specified for RLOS in LTE should be used as a basis for developing an onboarding solution.
Below we propose a way on how a UE can discover and select an ON before being provisioned with SO-SNPN credentials and other information that enable 3GPP connectivity.
2.2	UE onboarding support in an O-SNPN
2.2.1	Indicating support for onboarding
Since a UE delivered to an SNPN is expected to have minimum pre-configuration, it does not know which networks provide onboarding support. In this regard, TR 23.700-07 [4] concluded the following in clause 8.4.1:
-	The NG-RAN of the Onboarding network includes an indication for Onboarding enabled in the SIB (per O-SNPN, considering that the NG-RAN can be shared) so that the UE can discover and select an appropriate O-SNPN. […]
Thus, the indication should be per O-SNPN. Furthermore, as onboarding networks are not necessarily only used for onboarding purposes, but may also provide UEs with other services, it should be possible for the network to decide whether to enable/allow the onboarding feature.
[bookmark: _Toc61555469]Assume that RAN2 concludes that each O-SNPN broadcasts a 1-bit onboardingAllowed indication.

Since the onboarding process is not time-critical and probably occurs only once in the life of the UE or at least extremely seldom, we consider that specifying and broadcasting further onboarding-related information would not be justified. Consequently, if multiple ONs are available, it should be possible to proceed under a trial-and-error basis, leaving the selection order to UE implementation. Thus, if a first onboarding attempt would be rejected by the network, the UE would move to another ON to evaluate whether it can get access there. 
[bookmark: _Toc61555470]Assume that RAN2 concludes that only the onboardingAllowed indication and no further onboarding information is broadcast by the RAN.

[bookmark: _Toc60744580][bookmark: _Toc60748844]2.2.2	RAN congestion control
A note was captured in the SA2 TR 23.700-07 [4] on the possibility of discussing with RAN WGs whether handling of RAN-level congestion is feasible. We consider this to be achievable using either the onboardingAllowed indication to control congestion or Unified Access Control (UAC) mechanism.
This discussion is to be lead outside RAN3, but we would prefer using the onboardingAllowed indication to control RAN congestion.
2.2.3		Onboarding request
According to the conclusions captured in clause 8.4.1 of TR 23.700-07 [4], the following information is provided from the UE to the network for the purpose of onboarding:Upon registration to an SNPN for Onboarding, the UE provides an indication at NAS level that the registration request is for onboarding […]

However, before such a procedure can be initiated by the UE, the UE needs to ensure the network indicates that onboarding is allowed. Else, if onboarding is not supported or if not indicated as being allowed in the SIB, the UE is not allowed to send this type of request. 
[bookmark: _Toc61555471]Assume that a UE can only request onboarding if the onboarding network indicates that onboarding is allowed.

In this regard, we further discuss potential modifications over network interfaces in the below subsections.
On AMF selection
Furthermore, the RAN of the onboarding network needs to select an AMF which supports UE onboarding. This might not be necessary if the 5GC consists of a single AMF and OAM would need to take care that the SIB indication and AMF capabilities are aligned. But it is not assumed that such deployment represents the general case. In order to avoid several re-tries due to non supporting AMFs, it would be beneficial to allow the RAN to know which AMF is supporting onboarding. Whether this is performed via OAM or by explicit NGAP signalling could be discussed further on.
[bookmark: _Toc61555472][bookmark: _Toc59034049][bookmark: _Toc59034090][bookmark: _Toc59034202][bookmark: _Toc59102592][bookmark: _Toc59204698][bookmark: _Toc59205649][bookmark: _Toc59432864][bookmark: _Toc60069960][bookmark: _Toc58912909][bookmark: _Toc59033823][bookmark: _Toc59034050][bookmark: _Toc59034091][bookmark: _Toc59034203][bookmark: _Toc59102593][bookmark: _Toc59204699][bookmark: _Toc59205650][bookmark: _Toc59432865][bookmark: _Toc60069961][bookmark: _Toc59034051][bookmark: _Toc59034092][bookmark: _Toc59034204][bookmark: _Toc59102594][bookmark: _Toc59204700][bookmark: _Toc59205651][bookmark: _Toc59432866][bookmark: _Toc60069962][bookmark: _Toc59034052][bookmark: _Toc59034093][bookmark: _Toc59034205][bookmark: _Toc59102595][bookmark: _Toc59204701][bookmark: _Toc59205652][bookmark: _Toc59432867][bookmark: _Toc60069963][bookmark: _Toc59034053][bookmark: _Toc59034094][bookmark: _Toc59034206][bookmark: _Toc59102596][bookmark: _Toc59204702][bookmark: _Toc59205653][bookmark: _Toc59432868][bookmark: _Toc60069964]Continue discussion which way NG-RAN could learn the AMFs supporting onboarding, via OAM or explicit NGAP signalling.

[bookmark: _Ref189046994]3	Conclusion
In the previous sections we made the following observations: 
Observation 1	Onboarding is not a time-critical procedure.
Observation 2	There is no need to add RAN support for onboarding in PNI-NPN deployments as the UE has provisioned PLMN credentials.
Observation 3	Given the similarities with RLOS, the existing RRC signalling procedure specified for RLOS in LTE should be used as a basis for developing an onboarding solution.
Based on the discussion in the previous sections we propose the following:
Proposal 1	Assume that RAN2 concludes that each O-SNPN broadcasts a 1-bit onboardingAllowed indication.
Proposal 2	Assume that RAN2 concludes that only the onboardingAllowed indication and no further onboarding information is broadcast by the RAN.
Proposal 3	Assume that a UE can only request onboarding if the onboarding network indicates that onboarding is allowed.
Proposal 4	Continue discussion which way NG-RAN could learn the AMFs supporting onboarding, via OAM or explicit NGAP signalling.
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