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1. Introduction
[bookmark: OLE_LINK55][bookmark: OLE_LINK56][bookmark: OLE_LINK1][bookmark: OLE_LINK2]The eNBs and NG-RAN nodes supports ACL function to manage the connections from other peer nodes, as defined in section 3.1 in TS 36.413. The definition is cited here for reference:
ACL functionality: A functionality controlling the access to network nodes. In case of Access Control Lists (ACL) functionality is applied in a network node the network node may only accept connections from other peer network nodes once the source addresses of the sending network node is already known in the target node.
[bookmark: OLE_LINK57][bookmark: OLE_LINK58]Currently, this function is supported by transferring the source node’s X2 TNL IP addresses to the target node during X2 TNL address discovery procedures.  By doing so, if the target node implements the ACL function, it will add the source node’s IP addresses into its ACL. This is to avoid the target node to reject the X2 setup request from the source node. Because the ACL function in the target node only allows to setup connections towards nodes which is pre-configured in its ACL. The ACL function is applicable for X2, EN-DC X2, and Xn interfaces.
[bookmark: _Toc20953882][bookmark: _Toc29391060][bookmark: _Toc36551799][bookmark: _Toc45832035][bookmark: _Toc51762988][bookmark: OLE_LINK171][bookmark: OLE_LINK172]9.2.3.26	SON Configuration Transfer in TS 36.413
This IE contains the configuration information, used by e.g., SON functionality, and additionally includes the eNB identifier of the destination of this configuration information and the eNB identifier of the source of this information.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	SON Configuration Transfer
	
	
	
	
	
	

	>Target eNB-ID
	M
	
	
	
	
	

	>>Global eNB ID
	M
	
	9.2.1.37
	
	
	

	>>Selected TAI
	M
	
	TAI
9.2.3.16
	
	
	

	>Source eNB-ID
	M
	
	
	
	
	

	>>Global eNB ID
	M
	
	9.2.1.37
	
	
	

	>>Selected TAI
	M
	
	TAI
9.2.3.16
	
	
	

	>SON Information
	M
	
	9.2.3.27
	
	
	

	>X2 TNL Configuration Info
	C-ifSONInformationRequest
	
	9.2.3.29
	Source eNB X2 TNL Configuration Info.
	YES
	ignore

	>Synchronisation Information
	C-if Activate Muting 
	
	9.2.3.42
	
	YES
	ignore




[bookmark: OLE_LINK59]However, the ACL function may cause forwarding data discard issue in the target node during handover and due connectivity operation due to unknown of the user plane IP address of source node. 
This contribution clarifies the issue existing in current commercial networks and proposes to correct related RAN3 specs to fix the issue.
2. Discussion
A popular MOCN scenario in commercial network is described in Figure 1. Where operator A shares its RAN with operator B. The Xn interface is setup automatically beforehand. RAN node 1 will send its Xn-C and Xn-U IP addresses to node 2 during the node 2’s Xn TNL address discovery procedure.  And node 2 will add them into its ACL.
[bookmark: OLE_LINK60][bookmark: OLE_LINK61]For security and maintenance reasons, when operator B is introduced to the network, RAN node 1 usually uses different user plane IP addresses for data transmission and data forwarding for operator B’s users from the ones of operator A.
It will cause that the forwarding data for operator B’s UEs will be discarded by RAN node 2 during handover and dual connectivity, because there is no source node 1’s user plane IP@ of operator B in the ACL of RAN node 2. The ACL function in RAN node 2 will discard any data received from source RAN node 1. 

[image: ]
Figure 1: MOCN between operator A and operator B
The similar issue exists in data forwarding process in EN-DC and MR-DC during SN node change in which case the source SN node may has no X2/Xn interface with the target SN node. Because the two SN nodes don't have the user plane TNL addresses of each other in their ACLs. Figure 2 is an example in SN node change case. The issue exists even in networks without network sharing.
c[image: ]
Figure 2: SN node change in EN-DC, cited from TS 37.320
[bookmark: OLE_LINK157][bookmark: OLE_LINK158][bookmark: OLE_LINK159][bookmark: OLE_LINK160]In order to avoid such issue, the source node’s user plane TNL addresses should be transferred to the target node in handover request for handover case, and in SN addition request for DC cases. So that the target node has change to add the source node’s user plane TNL addresses in its ACL before forwarding data are received.
The affected functions may include:
· X2/Xn/S1/NG handover
A simple way to exchange the IP addresses of operator B between two shared nodes is to trigger a second time TNL address discovery procedure towards RAN node2 by OAM configuration. This solution is not preferred due to the additional OAM efforts which conflicts with the intention of TNL address discovery.
Another option is to transfer the new IP addresses to peer nodes via eNB/NG-RAN node configuration update procedure.8
[bookmark: OLE_LINK11][bookmark: OLE_LINK12]The third option is that the source eNB’s user plane IP@ are piggybacked in the Handover Request message.
· LTE DC, EN-DC and MR-DC
· Secondary Node Change
For MN initiated SN change case, there are two options.
[bookmark: OLE_LINK49][bookmark: OLE_LINK50][bookmark: OLE_LINK45][bookmark: OLE_LINK46]Option 1：For SN initiated SN change, the source SN’s user plane IP@ for data forwarding can be sent to the MN in SeNB/SgNB/S-NG-RAN node Release Request Acknowledge message. And the MN forwards them to the target SN via SeNB/SgNB/S-NG-RAN node Reconfiguration Complete message.
Option  2：The MN may also use the MN-initiated SN Modification procedure to retrieve the source SN’s user plane IP@ for data forwarding as it does for the SCG configuration.
Option 1 is not preferred, since the source SN may start data forwarding right after SN Release Request Acknowledge message is sent out.
[bookmark: OLE_LINK28][bookmark: OLE_LINK29]For SN initiated SN change case, the source SN’s user plane IP@ can be delivered to MN in SN Change Required message.  And The MN may forward it to the target SN in SN Addition Request message.
· Inter-Master Node handover with Secondary Node change
In order to send the source SN’s user plane IP@ to the target MN in Handover Request message, the source MN may also use the MN-initiated SN Modification procedure to retrieve the source SN’s user plane IP@ for data forwarding as it does for the SCG configuration.
[bookmark: OLE_LINK62][bookmark: OLE_LINK63]The source MN node will forward it to the target MN node in Handover Request message. The target MN node will forward it to the target SN node in SN Addition Request message. 
· Master Node to eNB/gNB Change
[bookmark: OLE_LINK51][bookmark: OLE_LINK52]In order to send the source SN’s user plane IP@ to the target MN in Handover Request message, the source MN may also use the MN-initiated SN Modification procedure to retrieve the source SN’s user plane IP@ for data forwarding as it does for the SCG configuration.
· eNB/gNB to Master Node change
The source eNB’s user plane IP@ for each bearer subject to data forwarding should be added in the Handover Request message. The target Master Node may forward it to the target SN if needed in SN Addition Request message.
Proposal: it is proposed RAN3 to confirm the issue and discuss the possible solutions.
[bookmark: _Toc423019950][bookmark: _Toc423020279][bookmark: _Toc423020296]3. Conclusion
Based on the discussion in this paper, we propose the following:
Proposal: it is proposed RAN3 to confirm the issue and discuss the possible solutions.
The tentative CRs to XnAP and X2AP for Xn/X2 handover and MR-DC/EN-DC are provided in [1] and [2].
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