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1 Introduction
A Work Item on enhancement of non-public network (NPN) support for NG-RAN was approved at TSG RAN#90 in [1], its objective is to specify the RAN necessary functionality to support the functions of eNPN defined by SA2. 
Through eNPN SI, the four functions will be specified in Rel-17 SA2 eNPN WID as follows [2][3]:

1) Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN (KI#1)

2) NPN enhancements to enable support for Video, Imaging and Audio for Professional Applications (VIAPA) (KI#2)

3) Support of IMS voice and emergency services for SNPN (KI#3)

4) Support for UE Onboarding and remote provisioning (KI#4)

The functions of KI#1, KI#4 have the impact on both RAN2 and RAN3, while the function of KI#3 only has the impact on RAN2 and KI#2 may not have any impact on RAN. In this paper, we provided our views on the impact of KI#4 on RAN3 specification.
2 Discussion
2.1 Use Cases
The function of KI#4 UE Onboarding and remote provisioning is aiming to support UE onboarding and UE NPN credential provisioning. With this function, the 5G system can provide and update in the network the subscription of an authorized UE in order to allow the UE to request connectivity to a desired SNPN.

The procedure of Onboarding hereby described below:
If the UE realizes that UE Onboarding is required to access an SNPN, it either manually or automatically discovers and selects the O-SNPN (Onboarding SNPN) network for registration according to broadcasted information and configured information in the UE. The UE identifies that it has no subscription to access the O-SNPN, and the UE perform the registration to O-SNPN for onboarding indicating that the registration is regardless of UE subscription, and during the registration procedure the UE provides to the network device-specific information e.g. its default UE credential and corresponding identity (SUPI), etc. The O-SNPN authenticates the UE with the DCS (default credential server) and verify whether the UE is allowed to access the O-SNPN for onboarding purposes. If the authentication is successful, the UE's subscription credentials for the SO-SNPN and the other configuration information can be provided or updated through O-SNPN. Then the UE de-registers from the O-SNPN, performs a new network selection, and registers the SO-SNPN using the provisioned subscription credentials and configuration data.
There are several use cases for UE Onboarding and Remote Provisioning as follow:
Use case 1:  As shown in Fig. 1, the O-SNPN and the SO-SNPN are the same network, it means a UE which is not initially provisioned with subscription credentials to access a SNPN#A (SO-SNPN) can obtain subscription credentials and configuration for the SNPN#A (SO-SNPN) through the SNPN#A (O-SNPN) by using the function of UE Onboarding and remote provisioning.
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Figure 1 O-SNPN=SO-SNPN 
Use case 2:  As shown in Fig. 2, the O-SNPN and the SO-SNPN are the different SNPN networks, in this case, a UE which is not initially provisioned with subscription credentials to access a SNPN#B (SO-SNPN) can obtain subscription credentials and configuration for the SNPN#B (SO-SNPN) through the SNPN#A (O-SNPN) by using the function of UE Onboarding and remote provisioning.
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Figure 2 O-SNPN=SNPN#A, SO-SNPN=SNPN#B 
Use case 3:  As shown in Fig. 3, the Onboarding network is the PLMN network and the SO network is the SNPN network. In this case, a UE which is not initially provisioned with subscription credentials to access a SNPN#B (SO-SNPN) can obtain subscription credentials and configuration for the SNPN#B (SO-SNPN) through the PLMN#A (O-PLMN) by using the function of UE Onboarding. Using PLMN credentials for UE onboarding and PLMN as Onboarding Network (ON) is already possible. When Onboarding network is a PLMN, the functionality to restrict usage is activated for the UE by AMF based on received operator subscription from the UDM. How the subscription profile is defined, e.g. using DNN, S-NSSAI or other information dedicated for onboarding and remote provisioning, is up to operator's decision.
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Figure 3 O-Network=PLMN#A, SO-SNPN=SNPN#B 
Use case 4:  As shown in Fig. 4, in this case, the Onboarding network could be SNPN or PLMN, there is no SO-SNPN, only a separate entity credential server instead. A UE which is not initially provisioned with subscription credentials to access the desired network can obtain subscription credentials and configuration for the desired network through the Onboarding network by using the function of UE Onboarding and remote provisioning. In this case, the desired network could be a SNPN supporting the separate entity authentication.
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Figure 4 O-Network is SNPN or PLMN 
Use case 5:  As shown in Fig. 5, for the case of PNI-NPN onboarding and remote provisioning, there is no enhancement for the UE onboarding with PLMN credentials used for authentication. In this case, the only provisioning function is needed for UEs. The remote provisioning function enables UEs to be provisioned with necessary information for access to specific slice(s) and/or PDU Sessions offering NPN services i.e. for Network Slice Specific Authentication and Authorization and/or secondary authentication for PDU Sessions. The credentials provisioned to UE can be owned by the separate credential server. 
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Figure 5 PNI-NPN Provisioning 
2.2 Cell Selection/Reselection and Access
For the Onboarding network is SNPN, the NG-RAN of the O-SNPN includes an indication for Onboarding enabled in the SIB (per O-SNPN, considering that the NG-RAN can be shared) so that the UE can discover and select an appropriate O-SNPN. The UE may or may not be pre-configured with O-SNPN network selection information (e.g. O-SNPN network identifiers). 
Before the UE onboarding process there should be information in the UE for it to be "uniquely identifiable and verifiably secure".

Upon registration to an SNPN for Onboarding, the UE provides an indication at RRC level that the RRC connection is for onboarding. This information will be specified only for SNPN and allows NG-RAN to select an appropriate AMF that supports onboarding procedures.

When UE performs initial Registration for onboarding, the UE does not request to be registered over a network slice and as such the UE does not include Requested NSSAI in either RRC or NAS; it is up to the network to decide which network slice is used for the onboarding and provisioning procedures.

Observation 1: The SIB messages need to be modified to include an indication for Onboarding Network. The RRC messages need to be modified to include an indication for the onboarding RRC connection. The related modification should be mainly discussed in RAN2.
2.3 The Appropriate AMF Selection

If a UE initials the registration procedure in an onboarding SNPN cell and the NG-RAN should be able to find the proper AMF which can support the onboarding and provisioning procedures. 

As not all AMFs support the onboarding procedure in a wide area SNPN network, as shown in Fig. 6, the relevant information needs to be exchanged between NG-RANs and AMFs. In Fig 6. AMF#A and UPF#A are connected with the DCS and Provisioning Server respectively and therefore they can support the onboarding and provisioning functions, however AMF#B and UPF#B do not support these functions. So, AMF#A need to broadcast the related information (e.g. the indication of the onboarding and provisioning function support) to gNB through the NG interface management procedure. According to the exchanged information, when UE performs the initial registration for onboarding to the SNPN, gNB could select an appropriate AMF for onboarding authentication. If a UE initials an onboarding registration procedure and gNB send the service request message to AMF#B, the registration request may be rejected by AMF#B as it cannot support the authentication function for UE onboarding. 
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Figure 6 the appropriate AMF selection
Therefore, we need to address the mechanism to let RAN can select the appropriate AMF which supports the onboarding and the control plane provisioning procedures and the appropriate UPF which supports the user plane provisioning procedure. 
Proposal 1: To address the mechanism to enable RAN can select the appropriate AMF which can support the onboarding and provisioning procedures and the appropriate UPF which supports the user plane provisioning procedure.
2.4 Disaggregated Architecture
The onboarding functionality should also be supported in gNB-CU/gNB-DU architectures and this may lead to the specification modification for F1 interfaces, the potential affected procedure is F1 Interface Management. 
In a disaggregated architecture of SNPN, a gNB-CU can connect with multiple gNB-DUs, of which some DUs could be open to the onboarding SNPN UEs, some are not. The gNB-CU should know which of these gNB-DUs can be open to the onboarding SNPN UEs. Thus, the gNB-CU could send the SIB messages including the indication for Onboarding enabled to the proper gNB-DUs.
For example, in Fig.7, the DU#1 of SNPN is open to the onboarding UEs to access to and the DU#2 is not, if the CU does not know this information, it may send the SIB message with the indication of onboarding support to both DU#1 and DU#2, then the DU#2 will broadcast the wrong message to UEs.
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Figure 7 the appropriate DU selection
Proposal 2: To address the mechanism to enable gNB-CU can select the appropriate gNB-DUs to broadcast the onboarding support indication message.
3 Conclusion
In this paper we gave our views on the support of UE onboarding and remote provisioning based on the objectives of eNPN WI [1] and SA2 requirements [2][3] and provide our observations and proposals as below:
Observation 1: The SIB messages need to be modified to includes an indication for Onboarding Network. The RRC messages need to be modified to include an indication for the onboarding RRC connection. The related modification should be mainly discussed in RAN2.
Proposal 1: To address the mechanism to enable RAN can select the appropriate AMF which can support the onboarding and provisioning procedures and the appropriate UPF which supports the user plane provisioning procedure.
Proposal 2: To address the mechanism to enable gNB-CU can select the appropriate gNB-DUs to broadcast the onboarding support indication message.
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