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1 Introduction
CB: # 98_DTLSsize_limit

- preference to liaise IETF

- include other relevant 3GPP WGs

- check editorials

(E/// - moderator)

Summary of offline disc R3-211107

0893 rev in R3-211108
2 For the Chairman’s Notes

RAN3 to agree the LS out in R3-211108
3 Discussion 

Since Rel 15, TS 33.501 has specified that the DTLS layer is applied for security reasons on the four NG-RAN AP interfaces, NGAP/XnAP/F1AP and E1AP.

In RFC 6083 (Datagram Transport Layer Security (DTLS) for Stream Control Transmission Protocol (SCTP)), there is a limitation of the maximum user message size of 16k Bytes which is the DTLS limit. In NG-RAN node, the protocol stacks are Application Protocl over DTLS over SCTP per IETF RFC 6083.
In [1] and [3], we discussed the issue related to DTLS message size limitation. In most of the time the NG-RAN interfaces carry message less than 16k Bytes, but in certain situation, it might happen that the message sizes are over 16k Bytes, e.g. when the message contains large UE capabilities. The DTLS limit of 16k Bytes could be a problem. The other 3GPP groups using DTLS over SCTP may also have the same issue.

It is clear in our view that the user message size limitation in the DTLS is an issue to be solved in the transport layer, i.e. by IETF.

We understand there is no hard limit. The limitation in RFC 6083 is due to a lack of a secure fragmentation mechanism of user messages into multiple DTLS records.  Further, RFC 8261 (Datagram Transport Layer Security (DTLS) Encapsulation of SCTP Packets) specifies that the SCTP can be used on top of the Datagram Transport Layer Security (DTLS) protocol. SCTP is unaware of the protocols being used below DTLS; hence, explicit IP addresses cannot be used in the SCTP control chunks.  As a consequence, the SCTP associations carried over DTLS can only be single-homed. The supporting of multi-homing is needed in the 3GPP. Using RFC 8261 is not an option as it cannot fulfil the 3GPP requirements.
A LS will be sent to IETF group to highlight the issue and request a resolution. The other 3GPP groups will also be informed.

Question: Please indicate which 3GPP Groups should be involved?
	Company
	Which 3GPP groups to be informed

	Ericsson
	SA3, SA2, CT1, CT4

	
	

	
	

	
	


4 Conclusion, Recommendations 

RAN3 to send the LS to IETF group for the DTLS size limitation issue.
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