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Introduction

During last RAN3 meeting, the topic of reduction of service interruption was discussed in IAB node migration and RLF recovery scenario respectively. It was agreed to Study the packet loss mitigation in intra-donor migration, e.g. further clarify the scenario for packet loss and possible solutions. Furthermore, it was agreed to Study the solution for the baseline RLF scenario, where IAB node experiencing RLF can connect only to 1 donor at a time. In this contribution, we first discuss the reduction of service interruption for intra-donor migration scenario. And then we discuss inter-CU BH RLF recovery procedure where the IAB-node declaring RLF migrates to a parent node underneath a different IAB-donor-CU.
Intra-donor migration senario
Mitigation of UL packet loss
Scenario 1: intra-donor DU migration

As we know, the topic of lossless delivery was discussed in R15 SI/R16 WI phase and intra-donor DU packet re-routing mechanism was endorsed to reduce packet loss in RLF scenario. More specifically, IAB node reroutes the packets that has not been acknowledged by RLC before the BH RLF to the new parent node in case of BH RLF. However there is no conclusion for lossless delivery in IAB node migration scenario in R16 IAB. 

In intra-donor DU migration scenario as illustrated in figure 1, for UE’s packets that have not been acknowledged via RLC by source parent node before the migration, UEs have already received RLC ACK for these packets from its access IAB node. So UEs won’t perform re-transmission for these packets that have already ACKed by RLC, which would lead to uplink packet loss. As a potential solution, these packets could be re-transmitted by the migrating IAB node on the target path. In this scenario, although the path IDs for source and target path are different, the intermediate IAB node could perform routing according to the BAP address contained in the BAP routing ID in the BAP header. And the IP addresses of IAB node and IAB donor CU keep unchanged after intra-donor DU migration. So the re-routed F1-U packets could be delivered successfully to the donor CU via target parent node. As a result, it is suggested that R16 re-routing mechanism is reused in intra-donor DU migration scenario. 
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Figure 1. intra-DU migration

Observation 1: In intra-donor DU migration scenario, UE won’t perform re-transmission for the packets that have already ACKed via RLC by access IAB node but may be lost in the link between migrating IAB node and source parent node, which would lead to uplink packet loss.

Observation 2: The BAP address of IAB donor DU and IP addresses of IAB node and IAB donor CU keep unchanged after intra-donor DU migration, which is similar as intra-donor DU BH RLF scenario.

Proposal 1: R16 re-routing mechanism is reused in intra-donor DU migration scenario. 

Scenario 2: inter-donor DU migration

In inter-donor DU migration scenario, the same uplink packet loss issue exists. In this scenario, donor DU is changed after the migration with donor CU unchanged, as illustrated in Figure 2. And generally, the BAP address of source and target donor DU are different which are allocated by source and target donor CU respectively. 
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Figure 2. inter-DU migration

To solve the uplink packet loss issues in the inter-donor DU migration scenario, the following alternatives could be considered: 

Alt 1: local re-routing by migrating IAB node
As agreed in last RAN3 meeting, inter-donor-DU local re-routing in Rel-17 IAB should be supported and details are FFS. Assuming inter-donor-DU local re-routing mechanism is reused, BAP address of source donor DU is included in BAP subheader of the re-routed uplink packets. These packets may be discarded by target parent IAB node assuming no matching target BAP address is configured in the routing table. On the other hand, the IP address of IAB node will change since the connected donor DU is changed after migration. Assuming source IP filtering is deployed in the wireline intra-donor F1 network, the re-routed F1-U packets would be discarded by the router. As a result, inter-donor DU local re-routing could be used to resolve the uplink packet loss issue if source IP filtering is disabled or source and target donor DU belong to the same sub-net, which is analyzed in [2].
Observation 3: Inter-donor DU local re-routing could be used to resolve the uplink packet loss issue if source IP filtering is disabled or source and target donor DU belong to the same sub-net. 
Alt 2: Re-transmitting by UE  (e.g. delayed RLC status)
During IAB SI phase, it was proposed that intermediate IAB node delays the sending of RLC status PDU to child IAB node until reception of RLC status PDU from its parent node. And access IAB node delays the sending of RLC status PDU to UE until reception of RLC status PDU from its parent node. In this way, the UE could determine whether the IAB donor has received the uplink data packets successfully and perform re-transmission based on the delayed RLC status PDU.    
Alt 3: Re-transmitting by access IAB node (e.g. UL DDS)
In this alternative, the access IAB node performs the re-transmission of the packets that are lost in the backhaul link More specifically, the access IAB node needs to re-transmit the packets that have been sent by migrating IAB node but were unACKed via RLC by source parent node. In addition, the access IAB node needs to re-transmit the packets that have been sent by the access IAB node but haven’t been transmitted by the migrating IAB node. In this alternative, updated IAB node’s IP addresses and target donor DU’s BAP address could be used in the re-transmitted packets, so the re-transmitted packets could be delivered successfully to donor CU. The problem is how could the access IAB node determine which packets needs to be re-transmitted on the target path after migration. Some company proposed to define UL DDS so that access IAB node could obtain the delivery status in the backhaul link and determine the packets which need to be re-transmitted. In our view, re-transmitting by UE (e.g. delayed RLC status) is slightly preferred than re-transmitting by access IAB node (e.g. UL DDS) since less specification effort is needed using Alt 2 solution. 
Proposal 2: If inter-donor DU local re-routing is not applicable, the solution of re-transmitting by UE (e.g. delayed RLC status) or re-transmitting by access IAB node (e.g. UL DDS) could be considered. 
Inter-CU BH RLF recovery scenario
Baseline procedure for inter-CU BH RLF recovery.

In this section, we introduce a baseline procedure for inter-CU BH RLF recovery based on the agreements achieved in last RAN3 meeting. Figure 3 shows an example of the inter-CU BH RLF recovery procedure for an IAB-node in SA mode. In this example, the IAB-node changes from its initial parent node to a new parent node, where the new parent node is served by an IAB-donor-CU different than the one serving its initial parent node.  
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Figure 3: IAB inter-CU backhaul RLF recovery procedure for an IAB-node in SA mode

Step 1: The IAB-MT declares BH RLF for the MCG as described in TS 38.331 [23], clause 5.3.10.3.

Step 2: The recovery IAB-MT performs synchronization and RACH to a new parent node, which is served by a new IAB-donor-CU.

Step 3-4: The recovery IAB-MT sends RRCReestablishmentRequest message to the new IAB-donor-CU. 

Step 5-6: The new IAB-donor-CU retrieves the context of the recovery IAB-MT. The new NG-RAN node need to retrieve the IAB-MT context. 

Step 7: The new IAB-donor-CU initiates the UE CONTEXT SETUP procedure towards the new parent IAB-DU for establishing the UE-assicated F1 logical association for the recovery IAB-MT. 

Step 8: The new IAB-donor-CU sends RRCReestablishment message to the recovery IAB-MT through the new parent IAB-DU.

Step 9: The recovery IAB-MT sends RRCReestablishmentComplete message to the new IAB-donor-CU through the new parent IAB-DU.

Step 10-11: The new IAB-donor-CU sends RRCReconfiguration message to the recovery IAB-MT through the new parent IAB-DU, and the  recovery IAB-MT responds with RRCReconfigurationComplete message. In this procedure, the new IAB-donor-CU may provide new TNL address(es), which is(are) anchored at the new IAB-donor-DU, to the IAB-MT via RRC signalling. Furthermore, the IAB-donor-CU may also provide a new default UL mapping which includes a default BH RLC channel and a default BAP Routing ID for UL F1-C/non-F1 traffic on the new path, to the IAB-node undergoing recovery from RLF via RRCReconfiguration message in this procedure. In addition, the new IAB-donor-CU may provide a new BAP address and the IP address of the new IAB-donor-CU to the recovery IAB node via RRCReconfiguration message.
Step 12: The IAB-donor-CU configures BH RLC channels and BAP-sublayer routing entries on the new path between the new parent IAB-node and new IAB-donor-DU as well as DL mappings on the new IAB-donor-DU for the recovery IAB-node’s new path. These configurations may be performed at an earlier stage, e.g. immediately after step 7. The IAB-donor-CU may establish additional BH RLC channels to the recovery IAB-MT via RRC message.

Step 13:  The IAB-DU context of the recovery IAB-DU, UE context and F1AP UE context of the UEs of the recovery IAB-node, which are stored at the old IAB-donor-CU, are transmitted from the old IAB-donor-CU to the new IAB-donor-CU.

Editor Notes: detailed procedures are FFS.
Step 14: This step is performed for the recovery IAB-DU to be recovered to the new IAB-donor-CU:

1. The recovery IAB-node establishes SCTP connection between the new IAB-donor-CU and the recovery IAB-node using the recovery IAB-node’s new TNL address(es) and the new IAB-donor-CU’s new TNL address(es). The F1-C connections are switched to use the recovery IAB-node’s new TNL address(es) and the new IAB-donor-CU’s new TNL address(es).

The new IAB-donor-CU and the recovery IAB-DU establish/re-establish/update F1 interface context. 

The new IAB-donor-CU and the recovery IAB-DU establish/re-establish/update F1AP UE context for the child IAB-nodes or UEs of the recovery IAB-node.

Step 15: IAB-donor-CU updates the UL BH information associated to each GTP-tunnel to migrating IAB-node. This step may also update UL FTEID and DL FTEID associated to each GTP-tunnel. All F1-U tunnels are switched to use the migrating IAB-node’s new TNL address(es) and the new IAB-donor-CU’s new TNL address(es). The IAB-donor-CU may also update the UL BH information associated with non-UP traffic.

Step 16: The new IAB-donor-CU sends UE CONTEXT RELEASE message to indicate the initial IAB-donor-CU to release the resources for the recovery IAB-node.

Step 17:
The initial IAB-donor-CU sends a UE CONTEXT RELEASE COMMAND message to the initial parent node IAB-DU.

Step 18:
The initial parent node IAB-DU releases the recovery IAB-MT’s context and responds to the IAB-donor-CU with a UE CONTEXT RELEASE COMPLETE message.

Step 19: The initial IAB-donor-CU releases BH RLC channels and BAP-sublayer routing entries on the source path between source parent IAB-node and source IAB-donor-DU. 

Proposal 3: It is suggested that the procedure in Figure 3 is taken as the baseline procedure for inter-CU BH RLF recovery.
F1-C migration of IAB-DU
As agreed in RAN3#109-e meeting, the IAB-MT context, the collocated IAB-DU context, and the context of descendant IAB-nodes/UEs needs to be available to the new IAB-donor-CU. Moreover, as baseline, IAB-MT migration should use a separate procedure w.r.t. the migration of the co-located IAB-DU, the served UEs and the served MTs. Then, we suggest to introduce a new XnAP procedure for transmitting the IAB-DU context and F1AP UE context, which is stored at the old IAB-donor-CU from the old IAB-donor-CU to the new IAB-donor-CU, as shown in Step 13 in Figure 1.
	The following information should be made available to the new donor:

1. Contexts of all involved UEs,

2. Contexts of all involved MTs,

3. Contexts of all involved DUs,

4. Backhaul and topology-related information,

5. IP address information

Current signaling is taken as baseline for inter-donor migration of UEs and IAB-MTs

As baseline, IAB-MT migration should use a separate procedure w.r.t. the migration of the co-located IAB-DU, the served UEs and the served MTs


Furthermore, it should be discussed when and who to initiate the IAB-DU context transfer procedure. The following two options could be considered:

Option 1: IAB-DU context transfer procedure is performed after the IAB-MT successfully recovers to the new IAB-donor-CU.
In option 1, this procedure is performed after the IAB-MT successfully recovers to the new IAB-donor-CU (e.g., after Step 9 in Figure 1), so that unnecessary signalling overhead due to failed recovery could be avoided. This procedure can be initiated by the new IAB-donor-CU and an indication indicating that the recovery IAB-MT has successfully recovered to the new IAB-donor-CU needs to be included in the request message from the new IAB-donor-CU.
Option 2: If this procedure is performed once the recovery IAB-MT decides to retrieve UE context from the old IAB-donor-CU for the recovery IAB-MT, e.g., after Step 5, this procedure can be initiated by the old IAB-donor-CU.
Proposal 4: It is suggested to introduce a new XnAP procedure for transmitting the IAB-DU context and F1AP UE context, which is stored at the old IAB-donor-CU from the old IAB-donor-CU to the new IAB-donor-CU.

After an IAB-MT recovers to the new IAB-donor-CU, the F1 context and the F1AP UE context needs to be re-established/updated between the collocated IAB-DU and the new IAB-donor-CU  (as shown in step 13 in Figure 1). For example, the IP address used for F1-C connection needs to be re-assigned, and the gNB-CU UE F1AP IDs for the UEs served by the recovery IAB-DU need to be re-assigned.  In our opinion, for the interaction between the new IAB-donor-CU and the recovery IAB-DU for F1-C migration (i.e., re-establishing/updating the context of F1 interface and the F1AP UE context), it can be the same with that in inter-CU handover scenario.
Proposal 5: The same mechanism is used in both inter-donor migration and RLF scenario to F1-C migration between the migrating/recovery IAB-DU and the target/new donor CU.

Enhancements for descendant nodes 
In inter-donor BH RLF recovery scenario, after the recovery IAB-node has recovered to the new IAB-donor-CU, the descendant IAB-node is not aware of the recovery of upstream node and will not immediately perform recovery procedure. On one hand, the descendant IAB-node will not immediately initiate RRC Re-establishment. On the other hand, the initial IAB-donor-CU lose control of communicating with the descendant node via the old path. Then, enhancements are needed for the descendant nodes’ recovery. One important enhancement is to enable the descendant node to update the AS security, as agreed in RAN3#110-e meeting [1].
	UE-migration to the new IAB-donor requires security context/key change


There are two ways for a UE to receive updated AS security when the UE moves to a new gNB.
In RLF recovery case, the AS security (i.e. KgNB) between the recovery IAB-MT and the new IAB-donor-CU can be updated via the nextHopChainingCount included in RRC Reestablishement message, which is not ciphered and is transmitted from the new IAB-donor-CU to the recovery IAB-MT. After this, ciphered RRC messages can be transmitted between the new IAB-donor-CU to the new IAB-MT. As for the descendant IAB-MTs/UEs, they also need to update the AS security with the new IAB-donor-CU. 

In handover case, the AS security context from the target gNB is included into a RRC container and sent to the source gNB and then sent to the UE via the source gNB. 
Observation 4: Traditionally, the new AS security context from the target gNB is included into a RRC container and sent to the UE via the source gNB in handover case,  In RLF recovery case, the new security context from the new gNB is included into a non-ciphered RRC Reestablishement mesage and sent to the UE which has re-established SRB1.

To enable descendant node to obtain the new AS security context, the following options can be taken into consideration.

Option 1: Take RRC Re-establishment as baseline, where the new AS security context is sent from the new IAB-donor-CU to the descendant node directly. 
Option 1-a: Upon receiving the indication indicating that the recovery IAB-node has successfully recovered to the new IAB-donor-CU, the descendant node performs full RRC Re-establishment procedure.

Option 1-b: Upon receiving the indication indicating that the recovery IAB-node has successfully recovered to the new IAB-donor-CU, the descendant node performs an enhanced RRC Re-establishment procedure, where cell re-selection is omitted. This option could reduce service interruption caused by cell re-selection and keeps the topology of descendant nodes unchanged.

Option 1-c. Upon receiving the indication indicating that the recovery IAB-node has successfully recovered to the new IAB-donor-CU, the descendant node performs an enhanced RRC Re-establishment procedure, where the descendant node will not perform cell re-selection, and the descendant node will not send RRC ReestablishmentRequest message but directly receives the RRC Reestablishment message from the new IAB-donor-CU. Compared with Option 1-b, this option could further reduce service interruption caused by sending a uplink request message from the descendant node.
Option 2: Take HO procedure as baseline, where the new AS security context generated by the new IAB-donor-CU is included into a RRC container and sent to the descendant UE via the old IAB-donor-CU’s RRC Reconfiguration message.
Option 2-a: Upon receiving the indication indicating that the recovery IAB-node has successfully recovered to the new IAB-donor-CU, CHO to <the new IAB-donor-CU and the original parent IAB-DU> procedure is performed for descendant node. CHO configuration is sent to the descendant node before the recovery IAB-node occurs RLF.
Option 2-b: Handover procedure is performed for descendant node, where the HO command (RRC Reconfiguration message) can be sent from the initial IAB-donor-CU to the descendant node via the new IAB-donor (e.g., via the new IAB-donor-DU).
Proposal 6: RAN3 is suggest to determine which procedure (RRC Re-establishement or Handover) is the baseline procedure for updating AS security for descendant nodes of the IAB-node performing inter-CU recovery, and to consider the above options as candidate solutions to update AS security for descendant nodes.
Conclusion

In this contribution, we discussed  service interruption reduction issue, i.e. lossless delivery in intra-donor DU, inter-donor DU scenarios respectively. In addition, we discussed the baseline procedures and enhancements for inter-CU BH RLF recovery scenario. And we have the following proposals:

Observation 1: In intra-donor DU migration scenario, UE won’t perform re-transmission for the packets that have already ACKed via RLC by access IAB node but may be lost in the link between migrating IAB node and source parent node, which would lead to uplink packet loss.

Observation 2: The BAP address of IAB donor DU and IP addresses of IAB node and IAB donor CU keep unchanged after intra-donor DU migration, which is similar as intra-donor DU BH RLF scenario.

Observation 3: Inter-donor DU local re-routing could be used to resolve the uplink packet loss issue if source IP filtering is disabled or source and target donor DU belong to the same sub-net. 

Observation 4: Traditionally, the new AS security context from the target gNB is included into a RRC container and sent to the UE via the source gNB in handover case,  In RLF recovery case, the new security context from the new gNB is included into a non-ciphered RRC Reestablishement mesage and sent to the UE which has re-established SRB1.
Proposal 1: R16 re-routing mechanism is reused in intra-donor DU migration scenario. 

Proposal 2: If inter-donor DU local re-routing is not applicable, the solution of re-transmitting by UE (e.g. delayed RLC status) or re-transmitting by access IAB node (e.g. UL DDS) could be considered. 
Proposal 3: It is suggested that the procedure in Figure 3 is taken as the baseline procedure for inter-CU BH RLF recovery.
Proposal 4: It is suggested to introduce a new XnAP procedure for transmitting the IAB-DU context and F1AP UE context, which is stored at the old IAB-donor-CU from the old IAB-donor-CU to the new IAB-donor-CU.

Proposal 5: The same mechanism is used in both inter-donor migration and RLF scenario to F1-C migration between the migrating/recovery IAB-DU and the target/new donor CU.

Proposal 6: RAN3 is suggest to determine which procedure (RRC Re-establishement or Handover) is the baseline procedure for updating AS security for descendant nodes of the IAB-node performing inter-CU recovery, and to consider the above options as candidate solutions to update AS security for descendant nodes.
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13. Retrieve the F1 interface context of the recovery IAB-DU, UE context and F1AP UE context of the child nodes of recovery IAB-DU, from the initial IAB-donor-CU to the new IAB-donor-CU. 
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