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1. Introduction
Most Satellite-based NTNs are designed for providing radio access over multiple countries (and over high seas as well). In recent RAN3 meetings, there were a few discussions on how to select a proper AMF if the coverage of one gNB spans across country broader, concerning the demand of legal interception (LI) [1]. 
In this contribution, we provide our understanding on the scenarios, and whether and/or how RAN3 can handle them.
2. Discussion
[bookmark: OLE_LINK78][bookmark: OLE_LINK79]Use of PLMN ID
Each “serving network” is identified with a PLMN ID, which further comprises of a 3-digit MCC (Mobile Country Code) and an MNC (Mobile Network Code). This PLMN ID has indispensable uses in the 5G security architecture, e.g. used as an input (by forming a “Serving Network Name”, or “SNN” for short) when deriving the KAUSF (i.e. the anchor key stored in the home network used when the UE visits this specific serving network) and the KSEAF (i.e. the anchor key stored and used in the serving network).
In the Rel-15/16 5G/NR network, the UE get aware of the PLMN ID of the serving network by reading SIB1, and then indicates it in the RRCSetupComplete message sent toward the gNB. The gNB shall select the AMF according to the indicated PLMN ID, and for roaming scenario, the HPLMN shall get aware of the PLMN ID of the visited PLMN by preconfiguration.
If the gNB, by some means, selects an AMF with a PLMN ID different from the one UE selected (e.g. either faking the PLMN ID broadcast in SIB1, or selects a wrong AMF), the KAUSF derived within the UE and within the core network cannot match, and the NAS security activation procedure is bound to fail. And in roaming scenario, if the serving network fakes the PLMN ID broadcast in SIB1, the KAUSF derived within the UE and within the HPLMN cannot match either.
For NTN, we do not expect the NAS-layer security mechanism to deviate much from the one used in Rel-15/16. Therefore, the PLMN ID used in the UE and the one used in the core network must be aligned.
Observation 1: The PLMN ID used in the UE and the one used in the core network must be aligned, or otherwise the NAS security activation procedure will be bound to fail.
So there should be one entity to select a PLMN ID and other entity to obey. The next question is: which entity to select the PLMN ID in NTN?
Select the correct PLMN
The most suitable entity is still the UE, just as the mechanism used in the Rel-15/16 network. This comes from the assumption we have made:
	Assumptions:
- FDD for core specification work (Note: this does not imply that TDD cannot be used for relevant scenarios, e.g. HAPS, ATG)
- Earth-fixed tracking area, with Earth-fixed and Earth-moving cells
- UEs with GNSS capabilities
- Transparent payload


Since the UE is assumed with GNSS capability, it will be easy for it to figure out the country in which it resides currently, with enough accuracy as of radio networks, by using geographical information preconfigured along with its positioning information. The network, on the other side, can hardly position the UE (if not impossible at all) with any comparable accuracy before activating the NAS and AS security. If we make the gNB to select the “correct” PLMN, it will mistake frequently, which is not what we wish to see.
Observation 2: When the gNB is about to select an AMF, the NAS/AS security is not activated yet, and thus the gNB can hardly position the UE accurately enough.
Observation 3: There will be much more mistake for the option to let the gNB to select the PLMN than for the option to let the UE to select the PLMN.
Proposal 1: It should be the UE’s responsibility to select the correct PLMN according to its own GNSS information. The gNB just obey it.
For most cases as of today, one PLMN provides service only for one country, i.e. the one indicated by the MCC part. We believe that it should also be the most common case for Rel-17 NTN. Nevertheless, there is still some MCC indicating “global service”, e.g. #901. Whether such case needs to be taken into consideration is out of RAN3’s scope—but considering that we wished to reuse the current terrestrial core network (with their PLMN IDs of course) as much as possible, here we should assume that every PLMN used in NTN provides service only for one country like its TN counterpart.
Proposal 2: It should be assumed that every PLMN used in NTN provides service only for one country, unless further information is received from SA WGs.
Based on this assumption, the gNB will automatically select the correct AMF which meets the legal interception requirement: the UE selects the correct PLMN ID with an MCC indicating the same country in which it now locates, and then the gNB select the AMF of the same PLMN, which must reside in the same country as its MCC indicates. As the result, the AMF must reside in the same country in which the UE now locates, meeting the legal interception requirement.
Observation 4: Based on the two proposals above, the gNB can automatically select the correct AMF which meet the legal interception requirement.
Proposal 3: Based on the two proposals above, no additional change is needed in RAN3 specs for honest UEs.
Faking UE
However, there is a concern on faking UE: a UE may deliberately select a wrong PLMN, with an MCC different from the country in which it really locates. How should the gNB handle this?
One may argue that, well, the gNB can figure out such mistake and selects the correct PLMN, sending the message toward an AMF belongs to that PLMN.
But such argument cannot stand.
First, the UE and the network must use the same PLMN ID to derive KAUSF. If the network selects a different PLMN unilaterally (currently there is no method for the network to tell the UE a different PLMN is selected before or among the authentication procedure), the PLMN ID used during key derivation will be different, failing the entire access procedure.
Second, it is not clear how to handle the case in which the gNB is not sure of country in which the UE currently locates, which should be a common case as NTN cells can be quite large and NAS/AS security is not activated yet.
Third, if a UE is configured to fake its location deliberately, it should be treated as an “attack”, and thus the network need not guarantee its connectivity. The network can do anything it considers proper to protect itself from such attack, e.g. drop the connection instantly. 3GPP specifications usually do not specify any entity’s behaviour handling an attack, e.g. the case when PDCP counter check fails. Here we need not specify it as well.
Proposal 4: If the network figures out that a UE fakes its location deliberately, it should be treated as an attack and the network behaviour need not be specified.
In addition, it is more efficient to check the UE’s location during the connectivity period after NAS and AS security is activated. The gNB can get much more information w.r.t. the UE’s location, e.g. by 3GPP location function or by observing the when the UE is handed over from one cell to another, or switching from one beam to another. Whenever a gNB finds that the UE is faking its location with a confidence high enough, it can drop it immediately. Limiting the checking to be performed before selecting AMF will make detecting such attack even harder rather than easier.
Proposal 5: The gNB can keep monitoring whether a UE fakes it location whenever the UE is connected to it, especially after NAS and AS security is activated.
And after all, we should not expect gNBs to detect every attack. If a UE is configured to fake its position, it is very likely that it will fake not only the GNSS information reported to the network, but also any related information for consistency, e.g. measurement results. What make the situation harder is that the core network may also collude with the UE (it is common that they belongs to the same country), providing fake information toward the RAN as well. What a gNB can do on its own, frankly speaking, is very limited. Maybe we have to compromise the legal interception requirement for NTNs, which is for sure out of RAN3’s scope.
Proposal 6: We should not rely on the gNB to detect every location faking attack.
Proposal 7: Based on the three proposals above, no additional change is needed in RAN3 specs on AMF selection to handle location faking (some clarification elsewhere is not precluded though).
3. Conclusion
Observation 1: The PLMN ID used in the UE and the one used in the core network must be aligned, or otherwise the NAS security activation procedure will be bound to fail.
Observation 2: When the gNB is about to select an AMF, the NAS/AS security is not activated yet, and thus the gNB can hardly position the UE accurately enough.
Observation 3: There will be much more mistake for the option to let the gNB to select the PLMN than for the option to let the UE to select the PLMN.
Proposal 1: It should be the UE’s responsibility to select the correct PLMN according to its own GNSS information. The gNB just obey it.
Proposal 2: It should be assumed that every PLMN used in NTN provides service only for one country, unless further information is received from SA WGs.
Observation 4: Based on the two proposals above, the gNB can automatically select the correct AMF which meet the legal interception requirement.
Proposal 3: Based on the two proposals above, no additional change is needed in RAN3 specs for honest UEs.
Proposal 4: If the network figures out that a UE fakes its location deliberately, it should be treated as an attack and the network behaviour need not be specified.
Proposal 5: The gNB can keep monitoring whether a UE fakes it location whenever the UE is connected to it, especially after NAS and AS security is activated.
Proposal 6: We should not rely on the gNB to detect every location faking attack.
Proposal 7: Based on the three proposals above, no additional change is needed in RAN3 specs on AMF selection to handle location faking (some clarification elsewhere is not precluded though).
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