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1	Introduction
In this contribution we discuss and address conerns raised on extending the RAN UE ID to the X2 (for EN-DC), Xn and NG interfaces during RAN3#107bis.
2	Discussion 
2.1 Extending RAN UE ID to X2, Xn and NG
During the previous RAN3#107bis-e meeting the contribution R3-202313 [1] was discussed. R3-202313 [1] is aimed to extend the usage of RAN UE ID, already introduced in Rel-15 over E1 and F1, to be able to also correlate procedures over X2/Xn and NG affecting the performance of the same user, for e.g. trouble shooting and performance monitoring.
In R3-202420 [2] and also during the online discussions some concerns were raised. These are summarized in the following list: 
a) Usage and requirements for RAN UE ID transfer over X2/Xn and NG
b) Security
c) [bookmark: _Hlk40621263]Uniqueness of RAN UE ID
d) Impacts on existing functions
These concerns are discussed and addressed below
2.1.1 Usage and requirements for RAN UE ID transfer over X2/Xn and NG
In [3] the advantages of the 64 bits RAN UE ID were discussed. These are summarized below:
· Correlation before, during and after HO:
For UE troubleshooting, being able to correlate logs before, during and after HO is essential. Failures or performance degradation can often happen because of HO.
A 64 bits RAN UE ID can be kept during most of the UE connected “lifetime” (i.e. RRC_CONNECTED), or even when the UE enters inactive mode, with proper protections. Therefore, it will cover all the HO, DC or CA cases without further changes or complicated implementation and can correlate logs for the same UE during or after HO without some complicated matching process.
· Common UE identity for dual connectivity connections

Having a common UE identity for all parts of a multi legged UE connection, that is using EN-DC or NR-DC so be able to track a whole UE connection.
· Flexibility:
By using 64 bits, vendors or operators can configure whatever format they want for identifying the UE, adding some extra information if needed (e.g. node ID, etc…).
Observation 1: RAN UE ID identifier passing between nodes at mobility provides strong HO, DC and flexibility features for UE identification within the NG-RAN
As argued in in R3-202313 [1] the RAN UE ID can be trivially extended to the X2, Xn and NG interfaces. This will allow to uniquely identify the UE in the RAN (e.g. for performance monitoring and corrective actions).
The extension to X2/Xn and NG is needed to be able to correlate procedures like handover or EN-DC to the same UE. Correlation based on interface identifiers may not work in the case these ID are changed or require extensive tracing effort both in the network nodes and at management layer.
The gain is the simplicity and possibility to not need to follow the full chain, e.g. after 3 handovers you can see if the same UE comes back without having to trace all UEs all over the network. This last thing is not possible with UE AP IDs. Correlation among the UE AP identifiers is not and should not be generically assumed over the various UE AP ID in inter-vendor cases.
With the proposed extensions to allow RAN UE ID to follow a UE in gNB mobility cases, it will be easier to track a specific subscriber’s movements by reading interface logs.
For the discussed interfaces we propose the following updates.
For X2-C, RAN UE ID should be included in the SGNB ADDITION REQUEST messages (to cover EN-DC) and in SGNB MODIFICATION REQUEST (see discussion on TTL).
In Xn-C, RAN UE ID should be included in HANDOVER REQUEST, in RETRIEVE UE CONTEXT RESPONSE (to cover inter-node re-establishment and resume cases) and in S-NODE ADDITION REQUEST (to cover MR-DC) and in S-NODE MODIFICATION REQUEST (see discussion on TTL).
In NG-C, RAN UE ID  should be included in Source to Target Transparent container’ (9.3.1.29 in TS 38.413) to remove any CN impact.
Proposal 1: Introduce a RAN UE ID on X2 for EN-DC, as described above
Proposal 2: Introduce a RAN UE ID on Xn and NG as described above
2.1.2 Security
In R3-202420 [2] and during the online discussion, concerns were raised about potential security issues, with respect to the introduction of new UE identity.
As discussed in previous meetings and summarized in R3-202313 [1], a mechanism is proposed to configure the time-to-live of the assigned RAN UE ID, in order for the operator to control the persistency of the allocated RAN UE ID, and to comply with potential security needs. 
RAN UE ID will not be sent on Uu and can be treated similarly to TMSI, i.e. changed regularly e.g. every 24 hours, to protect end-user integrity, which is proposed by the TTL mechanism. In particular as proposed in R3-202313 [1], to address security concerns (especially end-user integrity), the RAN UE ID ‘life time’ needs to be relatively short lived. Furthermore, long lived connections are likely to be more common in NR considering the possibility to place a UE in RRC Inactive Mode.
Observation 2: The RAN UE ID may be used to track a specific user in the same way as TMSI can be used for this.
However, since UE context will change nodes (e.g. at inter gNB handover), a new node will not know how old the provided RAN UE ID is. It is therefore beneficial from this perspective to provide some information, at inter-RAN node mobility, to the target node on how old the RAN UE ID is and how long it is allowed to live. A practical way used in many other similar cases to solve similar problems is to introduce a Time-To-Live (TTL) counter. Each gNB will then be required to always pass on a TTL value for the RAN UE ID that is lower than it received for all inter-RAN node mobility cases. If the RAN UE ID TTL value is zero, the old RAN UE ID shall not be used and a new RAN UE ID shall be allocated with a RAN UE ID TTL of a default value in the target NG-RAN node.
Therefore, we propose to use this method and introduce a RAN UE TTL attribute which also should be included in messages where the RAN UE ID is passed between RAN nodes, that is, in the Xn and NG handover messages, and the Retrieve UE Context Response on Xn (for Inactive state).
We believe that the presence of the RAN UE ID as such does not introduce additional security threats in comparison with any other RAN ID, especially if TTL is used. Exact values for TTL can be discussed. An operator can choose to put TTL to 0 and inhibit the passing of RAN UE ID. It always be the master node (MN) that shall update and keep track of the TTL, that is not pass TTL to Secondary Node (SN). To cover this case we propose to add the RAN UE ID change in SGNB MODIFICATION REQUEST in X2 and SGNB MODIFICATION REQUEST in Xn.
The proposed mechanism should be enough to address security concerns and details can be checked by SA3. No conflict with other UE IDs as the RAN UE ID is totally independent and optional.
The opportunity to configure the time-to-live seems feasible with limited impact and allows the operator to set it according to both management and security requirements in a flexible manner. In order to verify the validity of the principle and define a suitable configuration range, it is suggested to verify across the 3GPP security requirements (e.g. SA3)
Proposal 3: Introduce a RAN UE ID TTL in mobility Handover messages for Xn and NG as well as Retrieve UE Context Response on Xn as described above.
Proposal 4: Send an LS to SA3 to confirm the security mechanism proposed. An example is given in annex
Proposal 5: Agree stage-3 CRs in [4], [5] and [6]
Companies are invited to comment on whether the solution is feasible from WG3 point of view or to highlight additional issues related to the RAN UE ID persistency.
2.1.3 Uniqueness of RAN UE ID
RAN UE ID uniqueness: how frequent it is and whether to specify the treatment in case of conflict
During the online meeting and in  [2] concerns were raised on how to ensure the uniqueness of RAN UE ID. This is considered an additional constraint on the node implementation.
It should be stressed that there does not exist a need to put any extra constraint or hard requirements on the node implementation to support strict RAN UE ID uniqueness. The RAN UE ID uniqueness would be left to the vendor discretion. This should be a light weight function.RAN UE ID should be reasonable unique, but not100 % absolute uniqueness is required. I.e.  a random function will provide ‘sufficient uniqueness’. This has been discussed during the original discussion in introducing the RAN UE ID [3] and here are some examples (among many others) of how this ID can be setup to make it unique (or statistically pseudo-unique):
· Complete randomness: 64 bits identifier means that the probability for 2 nodes to allocate the same random ID is in the order of 10-20. It can be considered negligible and the troubleshooting function can accommodate this very low probability, especially if you compare it to the probability of other events which may happen in the network. In that case no configuration is needed.
· Introducing gNB-DU ID: Use 36 bits (out of the 64) by introducing the gNB-DU ID. The identifier will then be unique if gNB-DU-ID is unique within the network. Each gNB-DU will have 228 IDs to distribute
· Range partitioning: can also make the 64 bits RAN UE ID completely unique. This will need some further configuration at OAM level
Observation 3: 64 bits RAN UE ID clash is very unlikely. It can also be made unique with little effort 
2.1.4 Impact on existing functions
During the online discussion, comments were raised about functional impact on tracing from the extension of RAN UE ID. It was also discussed if the proposal in a new function, or part of an existing one.
Apart from handling the validity time, the extension of transferring RAN UE ID over X2/Xn/NG does not introduce additional functionality in the RAN nodes. The principles of tracing are not changed, e.g. both interface trace or internal node trace may be supported and no specific trace activation is required in addition to the mechanisms currently specified. This is not a new function as it exists already on E1 and F1, from rel-15. The comments regarding the differences between the RAN UE ID and the trace function was clarified during the rel-15 discussion. There is no impact on the existing Trace function. In any case it is possible to remove any CN impact by Including the RAN UE Identity IE in Source to Target Transparent container’ (9.3.1.29 in 38.413) as proposed in [6]

2.3 Stage-2 details
It would also be beneficial to discuss some stage-2 aspects such as:
1. Which node generates the first RAN UE ID
2. How is the RAN UE ID passed to other nodes
3. How to use the TTL counter
The previous section can be taken as baseline. For example, and for the 1st point, we could propose that the first node which the UE connects to generates a new RAN UE ID (e.g. the gNB-DU in case of disaggregated gNB in SA).
For the 3rd point, we could for example propose to:
1. Always pass a lower RAN UE ID TTL value for the same RAN UE ID at inter-RAN node mobility; 
2. If the RAN UE ID TTL value is zero, the old RAN UE ID shall not be used and a new RAN UE ID shall be allocated with a RAN UE ID TTL of a default value in the target NG-RAN node.
Proposal 7: Discuss the stage-2 details to be introduced in TS 37.340, TS 38.300 and TS 38.401

3	Conclusion
In this discussion paper we discussed the extension of the RAN UE ID to NG, Xn and X2 and we made the following observation and proposals:
Observation 1: RAN UE ID identifier passing between nodes at mobility provides strong HO, DC and flexibility features for UE identification within the RAN
Proposal 1: Introduce a RAN UE ID on X2 for EN-DC, as described above
Proposal 2: Introduce a RAN UE ID on Xn and NG as described above
Observation 2: The RAN UE ID may be used to track a specific user in the same way as T-IMSI can be used for this
Proposal 3: Introduce a RAN UE ID TTL in mobility Handover messages for X2, Xn and NG as well as Retrieve UE Context Response on Xn and X2 as described above.
Proposal 4: Send an LS to SA3 to confirm the security mechanism proposed. An example is given in annex
Proposal 5: Agree stage-3 CRs in [4], [5] and [6]
Observation 3: 64 bits RAN UE ID clash is very unlikely. It can also be made unique with little effort 
Proposal 7: Discuss the stage-2 details to be introduced in TS 37.340, TS 38.300 and TS 38.401
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1. Overall Description:
RAN3 agreed to introduce a RAN UE ID, identifying a UE within the RAN (i.e. 64 bits ID) over X2AP (for Dual Connectivity), XnAP (for Dual Connectivity, Handover and RRC Inactive), and NGAP (for NG Handover). This RAN UE ID and will be kept in the different RAN nodes, for the UE connected “lifetime”.
A time-to-live mechanism is also introduced, in order for the operator to control the persistency of the allocated RAN UE ID, and to comply with potential security needs. It will allow the RAN to discard and change the RAN UE ID e.g. every 24 hours, to protect end-user integrity. Each node will then be required to always pass on a TTL value (i.e. remaining time) for the RAN UE ID that is lower than it received for all inter-RAN node mobility cases will be passed to the target node during handover, so the target node can continue decreasing its value and therefore ensure that the maximum lifetime of the RAN UE ID is never exceeded. If the RAN UE ID TTL value is zero, the old RAN UE ID shall not be used and a new RAN UE ID shall be allocated with a RAN UE ID TTL of a default value in the target NG-RAN node.
The agreed CRs are attached and will be implemented in Release-16 specifications.

2. Actions:
To SA WG3 group.
ACTION: 	RAN3 respectfully asks SA3 to take the attached changes into consideration and give feedback on the security aspects, if needed.

3. Date of Next RAN WG3 Meetings:
RAN-WG3 Meeting #109-e	Online				17-28 Aug, 2020
RAN-WG3 Meeting #109bis-e	Online				2-13 Nov, 2020


