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1. [bookmark: _Ref174151459][bookmark: _Ref189809556]Introduction
In the RAN3 #107bis-e meeting [1], there’re two working assumptions on update of TNL information for intra-CU topology adaption, as below:
WA: A new class-1 non-UE associated E1AP procedure is defined for donor-CU-CP to inform donor-CU-UP to update the DL UP TNL Information for multiple UEs and child IAB-MTs.
WA: A new class-1 non-UE-associated F1AP procedure is defined for donor-CU-CP to inform IAB-DU to update UL FTEID, UL BH Info and DL FTEID for UP traffic.

In this contribution, we will further design the E1AP and F1AP procedures to support the update of the UL/DL F1-U TNL Information for multiple UEs and child IAB-MTs when IAB topology changes. 
2. Discussion
1 
2 
2.1 E1AP
In this section, we will further discuss how to proceed with the WA for E1AP:
WA: A new class-1 non-UE associated E1AP procedure is defined for donor-CU-CP to inform donor-CU-UP to update the DL UP TNL Information for multiple UEs and child IAB-MTs.
During the IAB migration procedure, if the IAB Donor DU is changed, the IP address of the immediate IAB node need to be updated. Then the DL F1-U TNL information for its served UEs and child IAB-MTs also need to be updated. In NR Rel-15, DL F1-U GTP tunnels could be updated using existing E1 Bearer Context Modification Procedure, which requires lots of E1AP messages since UE-associated messages are used. Therefore, it is reasonable to optimize E1AP message to support TNL info update by introducing a new class-1 non-UE associated E1AP procedure. 
Based on the discussion above, it’s proposed to turn the working assumptions into agreement.
Proposal 1: turn the WA into agreement that new class-1 non-UE associated E1AP procedure is defined for donor-CU-CP to inform donor-CU-UP to update the DL UP TNL Information for multiple UEs and child IAB-MTs.

[bookmark: _GoBack]In the existing E1AP messages, DL UP TNL Information is transferred pre UE per UE per DRB. If we update the DL UP TNL information per UE per DRB, that will make a very long list in the new class-1 message. As we understand it’s not necessary to update the DL TEID endpoint for each GTP tunnel during the IAB node migration. We could assume DL TEID endpoint is kept unchanged during the IAB node migration, only the IP address(es) is updated. 
Proposal 2: Only need to update the Transport Layer Address(es) of the TNL Information, TEID could be kept unchanged.

2.2 F1AP
In this section, we will further discuss how to proceed with the WA for F1AP:
WA: A new class-1 non-UE-associated F1AP procedure is defined for donor-CU-CP to inform IAB-DU to update UL FTEID, UL BH Info and DL FTEID for UP traffic.

As described in the stage 2 [2], IAB-donor-CU updates the UL BH information associated to each GTP-tunnel to migrating IAB-node. This step may also update UL FTEID and DL FTEID associated to each GTP-tunnel.
12.	The F1-C connections are switched to use the migrating IAB-node’s new TNL address(es), IAB-donor-CU updates the UL BH information associated to each GTP-tunnel to migrating IAB-node. This step may also update UL FTEID and DL FTEID associated to each GTP-tunnel. All F1-U tunnels are switched to use the migrating IAB-node’s new TNL address(es). 

In case of intra-CU topology adaption, gNB-CU-UP may change, then UL FTEID will be changed for each GTP-tunnel, both IP address and TEID. The change of UL FTEID, and associated BH information should be done per GTP-tunnel (per UE bearer).
As UL UP TNL Information and UL BH Information could be changed per DRB in the UE CONTEXT MODIFICATION REQUEST message in existing B1 BL CR, this could be used for the intra-CU topology adaption case, refer to the F1 BL CR [3].
	DRB to Be Modified List
	
	0..1
	
	
	YES
	reject

	>DRB to Be Modified Item IEs
	
	1 .. <maxnoofDRBs>
	
	
	EACH
	reject

	>>DRB ID
	M
	
	9.3.1.8
	
	-
	

	>>CHOICE QoS Information
	O
	
	
	
	-
	

	>>>E-UTRAN QoS
	M
	
	9.3.1.19
	Used for EN-DC case to convey E-RAB Level QoS Parameters
	-
	

	>>>DRB Information
	
	1
	
	Used for NG-RAN cases
	YES
	ignore

	>>>>DRB QoS
	M
	
	9.3.1.45
	
	-
	

	>>>>S-NSSAI
	M
	
	9.3.1.38
	
	-
	

	>>>>Notification Control
	O
	
	9.3.1.56
	
	-
	

	>>>>Flows Mapped to DRB Item
	
	1 .. <maxnoofQoSFlows>
	
	
	-
	

	>>>>>QoS Flow Identifier
	M
	
	9.3.1.63
	
	-
	

	>>>>>QoS Flow Level QoS Parameters
	M
	
	9.3.1.45
	
	-
	

	>>>>>QoS Flow Mapping Indication
	O
	
	9.3.1.72
	
	YES
	ignore

	>> UL UP TNL Information to be setup List 
	
	1
	
	
	-
	

	>>> UL UP TNL Information to Be Setup Item IEs
	
	1 .. <maxnoofULUPTNLInformation>
	
	
	-
	

	>>>>UL UP TNL Information
	M
	
	UP Transport Layer Information
9.3.2.1
	gNB-CU endpoint of the F1 transport bearer. For delivery of UL PDUs.
	-
	

	>>>>UL BH Information
	O
	
	9.3.1.y
	
	-
	



Base on the discussion above, it seems no need to define a new class-1 procedure for donor-CU-CP to inform IAB-DU to update UL FTEID, UL BH Info and DL FTEID for UP traffic.
Proposal 3: No need to define new class-1 F1AP message for donor-CU-CP to inform IAB-DU to update UL FTEID, UL BH Info and DL FTEID for UP traffic, UE Context Modification procedure could be reused.
Accordingly, we prepare the TP for E1AP in section 5.
Proposal 4: Discuss and agree the TP for E1AP BL CR in section 5.
3. Conclusion
This paper mainly discusses the remaining issues about the IP address update for migrating IAB nodes, we draw the following proposals: 
Proposal 1: turn the WA into agreement that new class-1 non-UE associated E1AP procedure is defined for donor-CU-CP to inform donor-CU-UP to update the DL UP TNL Information for multiple UEs and child IAB-MTs.
Proposal 2: Only need to update the Transport Layer Address(es) of the TNL Information, TEID could be kept unchanged.
Proposal 3: No need to define new class-1 F1AP message for donor-CU-CP to inform IAB-DU to update UL FTEID, UL BH Info and DL FTEID for UP traffic, UE Context Modification procedure could be reused.
Proposal 4: Discuss and agree the TP for E1AP BL CR in section 5.
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5. Text Proposal for NR-IAB BL CR for TS 38.463
<<<<<<<<<<<<<<<<<<<<<<<<<< Begin of the changes >>>>>>>>>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc20955450][bookmark: _Toc29460876][bookmark: _Toc29505608][bookmark: _Toc36556133]8.1	List of E1AP Elementary Procedures
In the following tables, all EPs are divided into Class 1 and Class 2 EPs (see subclause 3.1 for explanation of the different classes):
Table 1: Class 1 procedures
	Elementary Procedure
	Initiating Message
	Successful Outcome
	Unsuccessful Outcome

	
	
	Response message
	Response message

	Reset
	RESET
	RESET ACKNOWLEDGE
	

	gNB-CU-UP E1 Setup
	GNB-CU-UP E1 SETUP REQUEST
	GNB-CU-UP E1 SETUP RESPONSE
	GNB-CU-UP E1 SETUP FAILURE

	gNB-CU-CP E1 Setup
	GNB-CU-CP E1 SETUP REQUEST
	GNB-CU-CP E1 SETUP RESPONSE
	GNB-CU-CP E1 SETUP FAILURE

	gNB-CU-UP Configuration Update
	GNB-CU-UP CONFIGURATION UPDATE
	GNB-CU-UP CONFIGURATION UPDATE ACKNOWLEDGE
	GNB-CU-UP CONFIGURATION UPDATE FAILURE

	gNB-CU-CP Configuration Update
	GNB-CU-CP CONFIGURATION UPDATE
	GNB-CU-CP CONFIGURATION UPDATE ACKNOWLEDGE
	GNB-CU-CP CONFIGURATION UPDATE FAILURE

	E1 Release 
	E1 RELEASE REQUEST
	E1 RELEASE RESPONSE
	

	Bearer Context Setup
	BEARER CONTEXT SETUP REQUEST
	BEARER CONTEXT SETUP RESPONSE
	BEARER CONTEXT SETUP FAILURE

	Bearer Context Modification (gNB-CU-CP initiated)
	BEARER CONTEXT MODIFICATION REQUEST
	BEARER CONTEXT MODIFICATION RESPONSE
	BEARER CONTEXT MODIFICATION FAILURE

	Bearer Context Modification Required (gNB-CU-UP initiated)
	BEARER CONTEXT MODIFICATION REQUIRED
	BEARER CONTEXT MODIFICATION CONFIRM
	

	Bearer Context Release (gNB-CU-CP initiated)
	BEARER CONTEXT RELEASE COMMAND
	BEARER CONTEXT RELEASE COMPLETE
	

	F1-U DL TNL Info Update
	F1-U DL TNL INFO UPDATE
	F1-U DL TNL INFO UPDATE ACKNOWLEDGE
	



[bookmark: _Toc29460967][bookmark: _Toc29505699][bookmark: _Toc36556224]<<<<<<<<<<<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>
8.x.1	F1-U DL TNL Info Update
[bookmark: _Toc29460968][bookmark: _Toc29505700][bookmark: _Toc36556225]8.x.1.1	General
The purpose of the F1-U DL TNL Info Update procedure is to allow the gNB-CU-CP to inform gNB-CU-UP to update the TNL Transport Address(es) for all the DL F1-U GTP-U tunnels which use the TNL Transport Address(es). The procedure uses non-UE associated signalling.
[bookmark: _Toc29460969][bookmark: _Toc29505701][bookmark: _Toc36556226]8.x.1.2	Successful Operation
 
F1-U DL TNL INFO UPDATE ACKNOWLEDGE
 
 
F1-U DL TNL INFO UPDATE
 
gNB-CU-CP
 
 
gNB-CU-UP 
 

[bookmark: _Hlk1652028]Figure 8.x.1.2-1: Trace start procedure: Successful Operation.
The gNB-CU-CP initiates the procedure by sending the F1-U DL TNL INFO UPDATE message to the gNB-CU-UP. If the gNB-CU-UP succeeds to update the TNL Info as required by the gNB-CU-CP, it replies to the gNB-CU-CP with the F1-U DL TNL INFO UPDATE ACKNOWLEDGE message. 

[bookmark: _Toc29460970][bookmark: _Toc29505702][bookmark: _Toc36556227]8.4.1.3	Abnormal Conditions
Void.

[bookmark: _Toc20955540][bookmark: _Toc29460975][bookmark: _Toc29505707][bookmark: _Toc36556232]<<<<<<<<<<<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

[bookmark: _Toc29461016][bookmark: _Toc29505748][bookmark: _Toc36556273][bookmark: OLE_LINK43]9.x.x.1	F1-U DL TNL INFO UPDATE
This message is sent by the gNB-CU-CP to update DL F1-U GTP tunnel information.
Direction: gNB-CU-CP  gNB-CU-UP
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	ignore

	Transaction ID
	M
	
	9.3.1.53
	
	YES
	reject

	[bookmark: OLE_LINK47]F1-U DL TNL Info To Update List
	
	1
	
	
	YES
	reject

	>F1-U DL TNL Info To Update Item IEs
	
	1..<maxnoofUpdatedTransportLayerAddress>
	
	
	-
	-

	>>Old Transport Layer Address
	M
	
	9.3.2.4
	[bookmark: OLE_LINK48]The old transport Layer Address of IAB-DU for DL F1-U GTP tunnel.
	-
	-

	>>New Transport Layer Address
	M
	
	9.3.2.4
	The new transport Layer Address of IAB-DU for DL F1-U GTP tunnel.
	-
	-



	Range bound
	Explanation

	maxnoofUpdatedTransportLayerAddress
	Maximum no. of Transport Layer Address for DL F1-U to be updated. Value is FFS.



9.x.x.2	F1-U DL TNL INFO UPDATE ACKNOWLEDGE
This message is sent by the gNB-CU-UP to the gNB-CU-CP to acknowledge update of DL TNL information.
Direction: gNB-CU-UP  gNB-CU-CP
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	Transaction ID
	M
	
	9.3.1.53
	
	YES
	reject

	Criticality Diagnostics
	O
	
	9.3.1.3
	
	YES
	ignore



<<<<<<<<<<<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>
9.4.3	Elementary Procedure Definitions
-- ASN1START
-- **************************************************************
--
-- Elementary Procedure definitions
--
-- **************************************************************

[bookmark: _Hlk513724263]E1AP-PDU-Descriptions {
itu-t (0) identified-organization (4) etsi (0) mobileDomain (0)
ngran-access (22) modules (3) e1ap (5) version1 (1) e1ap-PDU-Descriptions (0) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

-- **************************************************************
--
-- IE parameter types from other modules
--
-- **************************************************************

IMPORTS
	Criticality,
	ProcedureCode

FROM E1AP-CommonDataTypes
	Reset,
	ResetAcknowledge,
	ErrorIndication,
	GNB-CU-UP-E1SetupRequest,
	GNB-CU-UP-E1SetupResponse,
	GNB-CU-UP-E1SetupFailure, 
	GNB-CU-CP-E1SetupRequest,
	GNB-CU-CP-E1SetupResponse,
	GNB-CU-CP-E1SetupFailure, 
	GNB-CU-UP-ConfigurationUpdate,
	GNB-CU-UP-ConfigurationUpdateAcknowledge,
	GNB-CU-UP-ConfigurationUpdateFailure,
	GNB-CU-CP-ConfigurationUpdate,
	GNB-CU-CP-ConfigurationUpdateAcknowledge,
	GNB-CU-CP-ConfigurationUpdateFailure,
	BearerContextSetupRequest,
	BearerContextSetupResponse,
	BearerContextSetupFailure,
	BearerContextModificationRequest,
	BearerContextModificationResponse,
	BearerContextModificationFailure,
	BearerContextModificationRequired,
	BearerContextModificationConfirm,
	BearerContextReleaseCommand,
	BearerContextReleaseComplete,
	BearerContextReleaseRequest,
	BearerContextInactivityNotification,
	DLDataNotification,
	ULDataNotification,
	DataUsageReport,
	E1ReleaseRequest,
	E1ReleaseResponse,
	GNB-CU-UP-CounterCheckRequest,
	GNB-CU-UP-StatusIndication,
	MRDC-DataUsageReport,
	DeactivateTrace,
	TraceStart,
	PrivateMessage,
	F1-UDlTnlInfoUpdate,
	F1-UDlTnlInfoUpdateAcknowledge


FROM E1AP-PDU-Contents
	id-reset,
	id-errorIndication,
	id-gNB-CU-UP-E1Setup,
	id-gNB-CU-CP-E1Setup,
	id-gNB-CU-UP-ConfigurationUpdate,
	id-gNB-CU-CP-ConfigurationUpdate,
	id-e1Release,
	id-bearerContextSetup,
	id-bearerContextModification,
	id-bearerContextModificationRequired,
	id-bearerContextRelease,
	id-bearerContextReleaseRequest,
	id-bearerContextInactivityNotification,
	id-dLDataNotification,
	id-uLDataNotification,
	id-dataUsageReport,
	id-gNB-CU-UP-CounterCheck,
	id-gNB-CU-UP-StatusIndication,
	id-mRDC-DataUsageReport,
	id-DeactivateTrace,
	id-TraceStart,
	id-privateMessage,
	id-f1-UDlTnlUpdate

FROM E1AP-Constants;

-- **************************************************************
--
-- Interface Elementary Procedure Class
--
-- **************************************************************

E1AP-ELEMENTARY-PROCEDURE ::= CLASS {
	&InitiatingMessage				,
	&SuccessfulOutcome							OPTIONAL,
	
&UnsuccessfulOutcome						OPTIONAL,
	&procedureCode				ProcedureCode 	UNIQUE,
	&criticality				Criticality 	DEFAULT ignore
}
WITH SYNTAX {
	INITIATING MESSAGE			&InitiatingMessage
	[SUCCESSFUL OUTCOME			&SuccessfulOutcome]
	[UNSUCCESSFUL OUTCOME		&UnsuccessfulOutcome]
	PROCEDURE CODE				&procedureCode
	[CRITICALITY				&criticality]
}

-- **************************************************************
--
-- Interface PDU Definition
--
-- **************************************************************

E1AP-PDU ::= CHOICE {
	initiatingMessage		InitiatingMessage,
	successfulOutcome		SuccessfulOutcome,
	unsuccessfulOutcome		UnsuccessfulOutcome,
	...
}

InitiatingMessage ::= SEQUENCE {
	procedureCode			E1AP-ELEMENTARY-PROCEDURE.&procedureCode		({E1AP-ELEMENTARY-PROCEDURES}),
	criticality				E1AP-ELEMENTARY-PROCEDURE.&criticality			({E1AP-ELEMENTARY-PROCEDURES}{@procedureCode}),
	value					E1AP-ELEMENTARY-PROCEDURE.&InitiatingMessage	({E1AP-ELEMENTARY-PROCEDURES}{@procedureCode})
}

SuccessfulOutcome ::= SEQUENCE {
	procedureCode			E1AP-ELEMENTARY-PROCEDURE.&procedureCode		({E1AP-ELEMENTARY-PROCEDURES}),
	criticality				E1AP-ELEMENTARY-PROCEDURE.&criticality			({E1AP-ELEMENTARY-PROCEDURES}{@procedureCode}),
	value					E1AP-ELEMENTARY-PROCEDURE.&SuccessfulOutcome	({E1AP-ELEMENTARY-PROCEDURES}{@procedureCode})
}

UnsuccessfulOutcome ::= SEQUENCE {
	procedureCode			E1AP-ELEMENTARY-PROCEDURE.&procedureCode		({E1AP-ELEMENTARY-PROCEDURES}),
	criticality				E1AP-ELEMENTARY-PROCEDURE.&criticality			({E1AP-ELEMENTARY-PROCEDURES}{@procedureCode}),
	value					E1AP-ELEMENTARY-PROCEDURE.&UnsuccessfulOutcome	({E1AP-ELEMENTARY-PROCEDURES}{@procedureCode})
}

-- **************************************************************
--
-- Interface Elementary Procedure List
--
-- **************************************************************

E1AP-ELEMENTARY-PROCEDURES E1AP-ELEMENTARY-PROCEDURE ::= {
	E1AP-ELEMENTARY-PROCEDURES-CLASS-1			|
	E1AP-ELEMENTARY-PROCEDURES-CLASS-2			,

	...
}

E1AP-ELEMENTARY-PROCEDURES-CLASS-1 E1AP-ELEMENTARY-PROCEDURE ::= {
	reset										|
	gNB-CU-UP-E1Setup							|
	gNB-CU-CP-E1Setup							|
	gNB-CU-UP-ConfigurationUpdate				|
	gNB-CU-CP-ConfigurationUpdate				|
	e1Release									|
	bearerContextSetup							|
	bearerContextModification					|
	bearerContextModificationRequired			|
	bearerContextRelease						|
f1-UDlTnlUpdate								,
	...
}

E1AP-ELEMENTARY-PROCEDURES-CLASS-2 E1AP-ELEMENTARY-PROCEDURE ::= {
	errorIndication							|
	bearerContextReleaseRequest				|
	bearerContextInactivityNotification		|
	dLDataNotification						|
	uLDataNotification						|
	dataUsageReport							|
	gNB-CU-UP-CounterCheck					|
	gNB-CU-UP-StatusIndication			|
	mRDC-DataUsageReport					|
	deactivateTrace							|
	traceStart								|
	privateMessage							,
	...
}

-- **************************************************************
--
-- Interface Elementary Procedures
--
-- **************************************************************

reset E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		Reset
	SUCCESSFUL OUTCOME		ResetAcknowledge
	PROCEDURE CODE			id-reset
	CRITICALITY				reject
}

errorIndication E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		ErrorIndication
	PROCEDURE CODE			id-errorIndication
	CRITICALITY				ignore
}

gNB-CU-UP-E1Setup E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		GNB-CU-UP-E1SetupRequest
	SUCCESSFUL OUTCOME		GNB-CU-UP-E1SetupResponse
	UNSUCCESSFUL OUTCOME	GNB-CU-UP-E1SetupFailure
	PROCEDURE CODE			id-gNB-CU-UP-E1Setup
	CRITICALITY				reject
}

gNB-CU-CP-E1Setup E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		GNB-CU-CP-E1SetupRequest
	SUCCESSFUL OUTCOME		GNB-CU-CP-E1SetupResponse
	UNSUCCESSFUL OUTCOME	GNB-CU-CP-E1SetupFailure
	PROCEDURE CODE			id-gNB-CU-CP-E1Setup
	CRITICALITY				reject
}

gNB-CU-UP-ConfigurationUpdate E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		GNB-CU-UP-ConfigurationUpdate
	SUCCESSFUL OUTCOME		GNB-CU-UP-ConfigurationUpdateAcknowledge
	UNSUCCESSFUL OUTCOME	GNB-CU-UP-ConfigurationUpdateFailure
	PROCEDURE CODE			id-gNB-CU-UP-ConfigurationUpdate
	CRITICALITY				reject
}

gNB-CU-CP-ConfigurationUpdate E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		GNB-CU-CP-ConfigurationUpdate
	SUCCESSFUL OUTCOME		GNB-CU-CP-ConfigurationUpdateAcknowledge
	UNSUCCESSFUL OUTCOME	GNB-CU-CP-ConfigurationUpdateFailure
	PROCEDURE CODE			id-gNB-CU-CP-ConfigurationUpdate
	CRITICALITY				reject
}

e1Release E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		E1ReleaseRequest
	SUCCESSFUL OUTCOME		E1ReleaseResponse
	PROCEDURE CODE			id-e1Release
	CRITICALITY				reject
}

bearerContextSetup E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		BearerContextSetupRequest
	SUCCESSFUL OUTCOME		BearerContextSetupResponse
	UNSUCCESSFUL OUTCOME	BearerContextSetupFailure
	PROCEDURE CODE			id-bearerContextSetup
	CRITICALITY				reject
}

bearerContextModification E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		BearerContextModificationRequest
	SUCCESSFUL OUTCOME		BearerContextModificationResponse
	UNSUCCESSFUL OUTCOME	BearerContextModificationFailure
	PROCEDURE CODE			id-bearerContextModification
	CRITICALITY				reject
}

bearerContextModificationRequired E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		BearerContextModificationRequired
	SUCCESSFUL OUTCOME		BearerContextModificationConfirm
	PROCEDURE CODE			id-bearerContextModificationRequired
	CRITICALITY				reject
}

bearerContextRelease E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		BearerContextReleaseCommand
	SUCCESSFUL OUTCOME		BearerContextReleaseComplete
	PROCEDURE CODE			id-bearerContextRelease
	CRITICALITY				reject
}

bearerContextReleaseRequest E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		BearerContextReleaseRequest
	PROCEDURE CODE			id-bearerContextReleaseRequest
	CRITICALITY				ignore
}

bearerContextInactivityNotification E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		BearerContextInactivityNotification
	PROCEDURE CODE			id-bearerContextInactivityNotification
	CRITICALITY				ignore
}

dLDataNotification E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		DLDataNotification
	PROCEDURE CODE			id-dLDataNotification
	CRITICALITY				ignore
}

uLDataNotification E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		ULDataNotification
	PROCEDURE CODE			id-uLDataNotification
	CRITICALITY				ignore
}

dataUsageReport E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		DataUsageReport
	PROCEDURE CODE			id-dataUsageReport
	CRITICALITY				ignore
}

gNB-CU-UP-CounterCheck E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		GNB-CU-UP-CounterCheckRequest
	PROCEDURE CODE			id-gNB-CU-UP-CounterCheck
	CRITICALITY				ignore
}

gNB-CU-UP-StatusIndication 	E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		GNB-CU-UP-StatusIndication
	PROCEDURE CODE			id-gNB-CU-UP-StatusIndication
	CRITICALITY			ignore
}

privateMessage E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		PrivateMessage
	PROCEDURE CODE			id-privateMessage
	CRITICALITY				ignore
}

mRDC-DataUsageReport	E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		MRDC-DataUsageReport
	PROCEDURE CODE			id-mRDC-DataUsageReport
	CRITICALITY				ignore
}

deactivateTrace E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		DeactivateTrace
	PROCEDURE CODE			id-DeactivateTrace
	CRITICALITY				ignore
}

traceStart E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		TraceStart
	PROCEDURE CODE			id-TraceStart
	CRITICALITY				ignore
}

f1-UDlTnlInfoUpdate E1AP-ELEMENTARY-PROCEDURE ::= {
	INITIATING MESSAGE		F1-UDlTnlInfoUpdate
	SUCCESSFUL OUTCOME		F1-UDlTnlInfoUpdateAcknowledge
	PROCEDURE CODE			id-f1-UDlTnlUpdate
	CRITICALITY				reject
}

END
-- ASN1STOP

[bookmark: _Toc20955683][bookmark: _Toc29461126][bookmark: _Toc29505858][bookmark: _Toc36556383]9.4.4	PDU Definitions

-- ASN1START
-- **************************************************************
--
-- PDU definitions for E1AP
--
-- **************************************************************

E1AP-PDU-Contents {
itu-t (0) identified-organization (4) etsi (0) mobileDomain (0)
ngran-access (22) modules (3) e1ap (5) version1 (1) e1ap-PDU-Contents (1) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

-- **************************************************************
--
-- IE parameter types from other modules
--
-- **************************************************************

IMPORTS
	
	Cause,
	CriticalityDiagnostics,
	GNB-CU-CP-UE-E1AP-ID,
	GNB-CU-UP-UE-E1AP-ID,
	UE-associatedLogicalE1-ConnectionItem,
	GNB-CU-UP-ID,
	GNB-CU-UP-Name,
	GNB-CU-CP-Name,
	CNSupport,
	PLMN-Identity,
	Slice-Support-List,
	NR-CGI-Support-List,
	QoS-Parameters-Support-List,
	SecurityInformation,
	BitRate,
	BearerContextStatusChange,
	DRB-To-Setup-List-EUTRAN,
	DRB-Setup-List-EUTRAN,
	DRB-Failed-List-EUTRAN,
	DRB-To-Modify-List-EUTRAN,
	DRB-Modified-List-EUTRAN,
	DRB-Failed-To-Modify-List-EUTRAN,
	DRB-To-Remove-List-EUTRAN,
	DRB-Required-To-Remove-List-EUTRAN,
	DRB-Required-To-Modify-List-EUTRAN,
	DRB-Confirm-Modified-List-EUTRAN,
	DRB-To-Setup-Mod-List-EUTRAN,
	DRB-Setup-Mod-List-EUTRAN,
	DRB-Failed-Mod-List-EUTRAN,
	PDU-Session-Resource-To-Setup-List,
	PDU-Session-Resource-Setup-List,
	PDU-Session-Resource-Failed-List,
	PDU-Session-Resource-To-Modify-List,
	PDU-Session-Resource-Modified-List,
	PDU-Session-Resource-Failed-To-Modify-List,
	PDU-Session-Resource-To-Remove-List,
	PDU-Session-Resource-Required-To-Modify-List,
	PDU-Session-Resource-Confirm-Modified-List,
	PDU-Session-Resource-To-Setup-Mod-List,
	PDU-Session-Resource-Setup-Mod-List,
	PDU-Session-Resource-Failed-Mod-List,
	PDU-Session-To-Notify-List,
	DRB-Status-Item,
	DRB-Activity-Item,
	Data-Usage-Report-List,
	TimeToWait,
	ActivityNotificationLevel,
	ActivityInformation,
	New-UL-TNL-Information-Required,
	GNB-CU-CP-TNLA-Setup-Item,
	GNB-CU-CP-TNLA-Failed-To-Setup-Item,
	GNB-CU-CP-TNLA-To-Add-Item,
	GNB-CU-CP-TNLA-To-Remove-Item,
	GNB-CU-CP-TNLA-To-Update-Item,
	GNB-CU-UP-TNLA-To-Remove-Item,
	TransactionID,
	Inactivity-Timer,
	DRBs-Subject-To-Counter-Check-List-EUTRAN,
	DRBs-Subject-To-Counter-Check-List-NG-RAN,
	PPI,
	GNB-CU-UP-Capacity,
	GNB-CU-UP-OverloadInformation,
	DataDiscardRequired,
	PDU-Session-Resource-Data-Usage-List,
	RANUEID,
	GNB-DU-ID,
	TraceID,
	TraceActivation,
	SubscriberProfileIDforRFP,
	AdditionalRRMPriorityIndex,
	RetainabilityMeasurementsInfo,
	Transport-Layer-Address-Info,
	F1-UDlTnlInfoToUpdateItem


FROM E1AP-IEs

	PrivateIE-Container{},
	ProtocolExtensionContainer{},
	ProtocolIE-Container{},
	ProtocolIE-ContainerList{},
	ProtocolIE-SingleContainer{},
	E1AP-PRIVATE-IES,
	E1AP-PROTOCOL-EXTENSION,
	E1AP-PROTOCOL-IES


FROM E1AP-Containers
	
	id-Cause,
	id-CriticalityDiagnostics,
	id-gNB-CU-CP-UE-E1AP-ID, 
	id-gNB-CU-UP-UE-E1AP-ID,
	id-ResetType,
	id-UE-associatedLogicalE1-ConnectionItem,
	id-UE-associatedLogicalE1-ConnectionListResAck,
	id-gNB-CU-UP-ID,
	id-gNB-CU-UP-Name,
	id-gNB-CU-CP-Name,
	id-CNSupport,
	id-SupportedPLMNs,
	id-SecurityInformation,
	id-UEDLAggregateMaximumBitRate,
	id-BearerContextStatusChange,
	id-System-BearerContextSetupRequest,
	id-System-BearerContextSetupResponse,
	id-System-BearerContextModificationRequest,
	id-System-BearerContextModificationResponse,
	id-System-BearerContextModificationConfirm,
	id-System-BearerContextModificationRequired,
	id-DRB-Status-List,
	id-Data-Usage-Report-List,	
	id-TimeToWait,
	id-ActivityNotificationLevel,
	id-ActivityInformation,
	id-New-UL-TNL-Information-Required,
	id-GNB-CU-CP-TNLA-Setup-List,
	id-GNB-CU-CP-TNLA-Failed-To-Setup-List,
	id-GNB-CU-CP-TNLA-To-Add-List,
	id-GNB-CU-CP-TNLA-To-Remove-List,
	id-GNB-CU-CP-TNLA-To-Update-List,
	id-GNB-CU-UP-TNLA-To-Remove-List,
	id-DRB-To-Setup-List-EUTRAN,
	id-DRB-To-Modify-List-EUTRAN,
	id-DRB-To-Remove-List-EUTRAN,
	id-DRB-Required-To-Modify-List-EUTRAN,
	id-DRB-Required-To-Remove-List-EUTRAN,
	id-DRB-Setup-List-EUTRAN,
	id-DRB-Failed-List-EUTRAN,
	id-DRB-Modified-List-EUTRAN,
	id-DRB-Failed-To-Modify-List-EUTRAN,
	id-DRB-Confirm-Modified-List-EUTRAN,
	id-DRB-To-Setup-Mod-List-EUTRAN,
	id-DRB-Setup-Mod-List-EUTRAN,
	id-DRB-Failed-Mod-List-EUTRAN,
	id-PDU-Session-Resource-To-Setup-List,
	id-PDU-Session-Resource-To-Modify-List,
	id-PDU-Session-Resource-To-Remove-List,
	id-PDU-Session-Resource-Required-To-Modify-List,
	id-PDU-Session-Resource-Setup-List,
	id-PDU-Session-Resource-Failed-List,
	id-PDU-Session-Resource-Modified-List,
	id-PDU-Session-Resource-Failed-To-Modify-List,
	id-PDU-Session-Resource-Confirm-Modified-List,
	id-PDU-Session-Resource-Setup-Mod-List,
	id-PDU-Session-Resource-Failed-Mod-List,
	id-PDU-Session-Resource-To-Setup-Mod-List,
	id-PDU-Session-To-Notify-List,
	id-TransactionID,
	id-Serving-PLMN,
	id-UE-Inactivity-Timer,
	id-System-GNB-CU-UP-CounterCheckRequest,
	id-DRBs-Subject-To-Counter-Check-List-EUTRAN,
	id-DRBs-Subject-To-Counter-Check-List-NG-RAN,
	id-PPI,
	id-gNB-CU-UP-Capacity,
	id-GNB-CU-UP-OverloadInformation,
	id-UEDLMaximumIntegrityProtectedDataRate,
	id-DataDiscardRequired,
	id-PDU-Session-Resource-Data-Usage-List,
	id-RANUEID,
	id-GNB-DU-ID,
	id-TraceID,
	id-TraceActivation,
	id-SubscriberProfileIDforRFP,
	id-AdditionalRRMPriorityIndex, 
	id-RetainabilityMeasurementsInfo,
	id-Transport-Layer-Address-Info,
	id-F1-UDlTnlInfoToUpdateList,

	maxnoofErrors,
	maxnoofSPLMNs,
	maxnoofDRBs,
	maxnoofTNLAssociations,
	maxnoofIndividualE1ConnectionsToReset,
	maxnoofUpdatedTransportLayerAddress


	
FROM E1AP-Constants;
<<<<<<<<<<<<<<< unchanged texts are omitted >>>>>>>>>>>>>>>>>>>>>
-- **************************************************************
--
-- PRIVATE MESSAGE
--
-- **************************************************************


PrivateMessage ::= SEQUENCE {
	privateIEs		PrivateIE-Container	{{PrivateMessage-IEs}},
	...
}

PrivateMessage-IEs E1AP-PRIVATE-IES ::= {
	...
}

-- **************************************************************
--
-- F1-U DL TNL INFO UPDATE 
--
-- **************************************************************

-- **************************************************************
--
-- F1-U DL TNL Info Update
--
-- **************************************************************

F1-UDlTnlInfoUpdate	::= SEQUENCE {
	protocolIEs			ProtocolIE-Container       { { F1-UDlTnlInfoUpdateIEs} },
	...
}

F1-UDlTnlInfoUpdateIEs E1AP-PROTOCOL-IES ::= { 
	{ ID id-TransactionID				CRITICALITY reject	TYPE TransactionID				PRESENCE mandatory	}|
	{ ID id-F1-UDlTnlInfoToUpdateList			CRITICALITY ignore	TYPE F1-UDlTnlInfoToUpdateList			PRESENCE mandatory	},
	...
}

F1-UDlTnlInfoToUpdateList  ::= SEQUENCE (SIZE(1.. maxnoofUpdatedTransportLayerAddress))	OF F1-UDlTnlInfoToUpdateItem

-- **************************************************************
--
-- F1-U DL TNL Info Update Acknowledge
--
-- **************************************************************

F1-UDlTnlInfoUpdateAcknowledge ::= SEQUENCE {
	protocolIEs			ProtocolIE-Container       { { F1-UDlTnlInfoUpdateAcknowledge } },
	...
}

F1-UDlTnlInfoUpdateAcknowledgeIEs E1AP-PROTOCOL-IES ::= {
	{ ID id-TransactionID				CRITICALITY reject	TYPE TransactionID				PRESENCE mandatory	}|
	{ ID id-CriticalityDiagnostics		CRITICALITY ignore	TYPE CriticalityDiagnostics		PRESENCE optional	},
	...
}


END
-- ASN1STOP
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-- F


F1-UDlTnlInfoToUpdateItem	::= SEQUENCE {
	oldTransportLayerAdress			TransportLayerAddress,
	newTransportLayerAdress			TransportLayerAddress,
	iE-Extensions	ProtocolExtensionContainer { { F1-UDlTnlInfoToUpdateItemExtIEs } }	OPTIONAL,
	...
}

F1-UDlTnlInfoToUpdateItemExtIEs	E1AP-PROTOCOL-EXTENSION ::= {
	...
}
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9.4.7	Constant Definitions
-- ASN1START
-- **************************************************************
--
-- Constant definitions
--
-- **************************************************************


E1AP-Constants {
itu-t (0) identified-organization (4) etsi (0) mobileDomain (0)
ngran-access (22) modules (3) e1ap (5) version1 (1) e1ap-Constants (4) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

IMPORTS

	ProcedureCode,
	ProtocolIE-ID

FROM E1AP-CommonDataTypes;

-- **************************************************************
--
-- Elementary Procedures
--
-- **************************************************************

id-reset														ProcedureCode ::= 0
id-errorIndication												ProcedureCode ::= 1
id-privateMessage												ProcedureCode ::= 2
id-gNB-CU-UP-E1Setup											ProcedureCode ::= 3
id-gNB-CU-CP-E1Setup											ProcedureCode ::= 4
id-gNB-CU-UP-ConfigurationUpdate								ProcedureCode ::= 5
id-gNB-CU-CP-ConfigurationUpdate								ProcedureCode ::= 6
id-e1Release													ProcedureCode ::= 7
id-bearerContextSetup											ProcedureCode ::= 8
id-bearerContextModification									ProcedureCode ::= 9
id-bearerContextModificationRequired							ProcedureCode ::= 10
id-bearerContextRelease											ProcedureCode ::= 11
id-bearerContextReleaseRequest									ProcedureCode ::= 12
id-bearerContextInactivityNotification							ProcedureCode ::= 13
id-dLDataNotification											ProcedureCode ::= 14
id-dataUsageReport												ProcedureCode ::= 15
id-gNB-CU-UP-CounterCheck										ProcedureCode ::= 16
id-gNB-CU-UP-StatusIndication									ProcedureCode ::= 17
id-uLDataNotification											ProcedureCode ::= 18
id-mRDC-DataUsageReport											ProcedureCode ::= 19
id-TraceStart													ProcedureCode ::= 20
id-DeactivateTrace												ProcedureCode ::= 21
id-f1-UDlTnlInfoUpdate											ProcedureCode ::= xx


-- **************************************************************
--
-- Lists
--
-- **************************************************************

maxnoofErrors								INTEGER ::= 256
maxnoofSPLMNs								INTEGER ::= 12
maxnoofSliceItems							INTEGER ::= 1024
maxnoofIndividualE1ConnectionsToReset		INTEGER ::= 65536
maxnoofEUTRANQOSParameters					INTEGER ::= 256
maxnoofNGRANQOSParameters					INTEGER ::= 256
maxnoofDRBs									INTEGER	::= 32
maxnoofNRCGI								INTEGER	::= 512
maxnoofPDUSessionResource					INTEGER	::= 256
maxnoofQoSFlows								INTEGER	::= 64
maxnoofUPParameters							INTEGER	::= 8
maxnoofCellGroups							INTEGER	::= 4
maxnooftimeperiods							INTEGER	::= 2
maxnoofTNLAssociations						INTEGER ::= 32
maxnoofTLAs									INTEGER ::= 16
maxnoofGTPTLAs								INTEGER ::= 16
maxnoofUpdatedTransportLayerAddress			INTEGER ::= FFS


-- **************************************************************
--
-- IEs
--
-- **************************************************************

id-Cause														ProtocolIE-ID ::= 0
id-CriticalityDiagnostics										ProtocolIE-ID ::= 1
id-gNB-CU-CP-UE-E1AP-ID 										ProtocolIE-ID ::= 2
id-gNB-CU-UP-UE-E1AP-ID											ProtocolIE-ID ::= 3
id-ResetType													ProtocolIE-ID ::= 4
id-UE-associatedLogicalE1-ConnectionItem						ProtocolIE-ID ::= 5
id-UE-associatedLogicalE1-ConnectionListResAck					ProtocolIE-ID ::= 6
id-gNB-CU-UP-ID													ProtocolIE-ID ::= 7
id-gNB-CU-UP-Name												ProtocolIE-ID ::= 8
id-gNB-CU-CP-Name												ProtocolIE-ID ::= 9
id-CNSupport													ProtocolIE-ID ::= 10
id-SupportedPLMNs												ProtocolIE-ID ::= 11
id-TimeToWait													ProtocolIE-ID ::= 12
id-SecurityInformation											ProtocolIE-ID ::= 13
id-UEDLAggregateMaximumBitRate									ProtocolIE-ID ::= 14
id-System-BearerContextSetupRequest								ProtocolIE-ID ::= 15
id-System-BearerContextSetupResponse							ProtocolIE-ID ::= 16
id-BearerContextStatusChange									ProtocolIE-ID ::= 17
id-System-BearerContextModificationRequest						ProtocolIE-ID ::= 18
id-System-BearerContextModificationResponse						ProtocolIE-ID ::= 19
id-System-BearerContextModificationConfirm						ProtocolIE-ID ::= 20
id-System-BearerContextModificationRequired						ProtocolIE-ID ::= 21
id-DRB-Status-List												ProtocolIE-ID ::= 22
id-ActivityNotificationLevel									ProtocolIE-ID ::= 23
id-ActivityInformation											ProtocolIE-ID ::= 24
id-Data-Usage-Report-List										ProtocolIE-ID ::= 25
id-New-UL-TNL-Information-Required								ProtocolIE-ID ::= 26
id-GNB-CU-CP-TNLA-To-Add-List									ProtocolIE-ID ::= 27
id-GNB-CU-CP-TNLA-To-Remove-List								ProtocolIE-ID ::= 28
id-GNB-CU-CP-TNLA-To-Update-List								ProtocolIE-ID ::= 29
id-GNB-CU-CP-TNLA-Setup-List									ProtocolIE-ID ::= 30
id-GNB-CU-CP-TNLA-Failed-To-Setup-List							ProtocolIE-ID ::= 31
id-DRB-To-Setup-List-EUTRAN										ProtocolIE-ID ::= 32
id-DRB-To-Modify-List-EUTRAN									ProtocolIE-ID ::= 33
id-DRB-To-Remove-List-EUTRAN									ProtocolIE-ID ::= 34
id-DRB-Required-To-Modify-List-EUTRAN							ProtocolIE-ID ::= 35
id-DRB-Required-To-Remove-List-EUTRAN							ProtocolIE-ID ::= 36
id-DRB-Setup-List-EUTRAN										ProtocolIE-ID ::= 37
id-DRB-Failed-List-EUTRAN										ProtocolIE-ID ::= 38
id-DRB-Modified-List-EUTRAN										ProtocolIE-ID ::= 39
id-DRB-Failed-To-Modify-List-EUTRAN								ProtocolIE-ID ::= 40
id-DRB-Confirm-Modified-List-EUTRAN								ProtocolIE-ID ::= 41
id-PDU-Session-Resource-To-Setup-List							ProtocolIE-ID ::= 42
id-PDU-Session-Resource-To-Modify-List							ProtocolIE-ID ::= 43
id-PDU-Session-Resource-To-Remove-List							ProtocolIE-ID ::= 44
id-PDU-Session-Resource-Required-To-Modify-List					ProtocolIE-ID ::= 45
id-PDU-Session-Resource-Setup-List								ProtocolIE-ID ::= 46
id-PDU-Session-Resource-Failed-List								ProtocolIE-ID ::= 47
id-PDU-Session-Resource-Modified-List							ProtocolIE-ID ::= 48
id-PDU-Session-Resource-Failed-To-Modify-List					ProtocolIE-ID ::= 49
id-PDU-Session-Resource-Confirm-Modified-List					ProtocolIE-ID ::= 50
id-DRB-To-Setup-Mod-List-EUTRAN									ProtocolIE-ID ::= 51
id-DRB-Setup-Mod-List-EUTRAN									ProtocolIE-ID ::= 52
id-DRB-Failed-Mod-List-EUTRAN									ProtocolIE-ID ::= 53
id-PDU-Session-Resource-Setup-Mod-List							ProtocolIE-ID ::= 54
id-PDU-Session-Resource-Failed-Mod-List							ProtocolIE-ID ::= 55
id-PDU-Session-Resource-To-Setup-Mod-List						ProtocolIE-ID ::= 56
id-TransactionID												ProtocolIE-ID ::= 57
id-Serving-PLMN													ProtocolIE-ID ::= 58
id-UE-Inactivity-Timer											ProtocolIE-ID ::= 59
id-System-GNB-CU-UP-CounterCheckRequest							ProtocolIE-ID ::= 60
id-DRBs-Subject-To-Counter-Check-List-EUTRAN					ProtocolIE-ID ::= 61
id-DRBs-Subject-To-Counter-Check-List-NG-RAN					ProtocolIE-ID ::= 62
id-PPI															ProtocolIE-ID ::= 63
id-gNB-CU-UP-Capacity											ProtocolIE-ID ::= 64
id-GNB-CU-UP-OverloadInformation								ProtocolIE-ID ::= 65
id-UEDLMaximumIntegrityProtectedDataRate						ProtocolIE-ID ::= 66
id-PDU-Session-To-Notify-List									ProtocolIE-ID ::= 67
id-PDU-Session-Resource-Data-Usage-List							ProtocolIE-ID ::= 68
id-SNSSAI														ProtocolIE-ID ::= 69
id-DataDiscardRequired											ProtocolIE-ID ::= 70
id-OldQoSFlowMap-ULendmarkerexpected							ProtocolIE-ID ::= 71
id-DRB-QoS														ProtocolIE-ID ::= 72
id-GNB-CU-UP-TNLA-To-Remove-List								ProtocolIE-ID ::= 73
id-endpoint-IP-Address-and-Port									ProtocolIE-ID ::= 74
id-TNLAssociationTransportLayerAddressgNBCUUP					ProtocolIE-ID ::= 75
id-RANUEID														ProtocolIE-ID ::= 76
id-GNB-DU-ID													ProtocolIE-ID ::= 77
id-CommonNetworkInstance										ProtocolIE-ID ::= 78
id-NetworkInstance												ProtocolIE-ID ::= 79
id-QoSFlowMappingIndication										ProtocolIE-ID ::= 80
id-TraceActivation												ProtocolIE-ID ::= 81
id-TraceID														ProtocolIE-ID ::= 82
id-SubscriberProfileIDforRFP									ProtocolIE-ID ::= 83
id-AdditionalRRMPriorityIndex									ProtocolIE-ID ::= 84
id-RetainabilityMeasurementsInfo								ProtocolIE-ID ::= 85
id-Transport-Layer-Address-Info								ProtocolIE-ID ::= 86
id-QoSMonitoringRequest										ProtocolIE-ID ::= 87
id-QoS-Mapping-Information								ProtocolIE-ID ::= xx
id-F1-UDlTnlInfoToUpdateList									ProtocolIE-ID ::= xx

END
-- ASN1STOP



<<<<<<<<<<<<<<<<<<<<<<<<<< End of the changes >>>>>>>>>>>>>>>>>>>>>>>>>>>

