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1 Introduction

In legacy MDT, user consent is the precondition for a network to configure MDT to UE. In NR MDT, the user consent check is required in RAN2 and SA5 specs, but not in RAN3 specs. This paper analyses the need of user consent check for NR MDT measurements, specifically the management-based MDT. For Signalling-based MDT in NR, the user consent check has already been agreed to be required in RAN2#105 meeting.
2 Discussion
In legacy LTE RAN3 specification TS 36.413 [1], the Management Based MDT Allowed IE is used by the eNB to allow selection of the UE for management-based MDT. However currently in the 38.413 NGAP BL CR [2] for addition of 5G MDT feature, Management Based MDT Allowed IE is not part of INITIAL CONTEXT SETUP REQUEST and HANDOVER REQUEST message. This takes away user consent check in RAN for performing management-based MDT and lets RAN select UEs autonomously to be part of management-based MDT. As part of offline discussion in RAN3 #106 Chongqing meeting [3], it was summarized to remove Management based MDT Allowed IE from the NGAP BL CR, but we have concerns regarding the same which we discuss through this paper.

SA5 spec TS 32.422 [4], section 4.6 “User consent handling in MDT” discusses handling of user consent by MME for management-based MDT as follows:
The MME/SGSN/MSC-S shall also check the roaming status of the user. If the user is within his home operator’s PLMNs and the user has given his consent, the MME/ SGSN/MSC-S shall send the Management Based MDT Allowed IE to the eNB/RNC during the UE context setup procedure. Otherwise the MME/ SGSN/MSC-S shall not send the Management Based MDT Allowed IE to the eNB/RNC. If the result of the roaming status check indicates a home subscriber, MME/SGSN/MSC-S shall forward the already stored user consent information to the corresponding eNodeB/RNC as part of Management Based MDT Allowed IE.
With the proposed removal of Management Based MDT Allowed IE in NGAP BL CR, the RAN will be able to do management based MDT measurements autonomously with all users without checking for the user consent in subscription data from AMF. Collecting data from users without their consent is against user’s privacy and might lead to legal issues as is also mentioned in section 4.6 of [4].
In case of area based MDT getting user consent is required before activating the MDT functionality because of privacy and legal obligations. The same user consent information can be used for area based MDT and for signalling based MDT (i.e. there is no need to differentiate the user consent per MDT type).

Collecting the user consent shall be done via customer care process. The user consent information availability shall be considered as part of the subscription data and as such this shall be provisioned to the HSS database.

Also, network’s ability to collect MDT measurements without user’s consent might not work in all geographical conditions, specifically in countries where user consent policies are stricter. Having the presence of Management Based MDT Allowed IE in [2] would give network operators more flexibility in deploying MDT feature in all geographical conditions without worrying about legal issues. Also, with the absence of this IE, user doesn’t have an option to opt against MDT measurements to cut back on performance issues such as higher power consumption due to MDT measurements or other privacy issues in general.
TS 32.422 [4], section 4.6 also discusses UE selection by eNB based on user consent for management MDT as follows:
When the area based MDT activation is sent to eNodeB/RNC, eNodeB/RNC shall check the availability of the Management Based MDT Allowed IE before making the UE selection. In case the Management Based MDT Allowed IE is not available, the eNodeB/RNC shall not select the UE. In case the Management Based MDT Allowed IE is available, the eNodeB/RNC shall verify if the UE’s RPLMN matches the PLMN where TCE resides – Trace Reference PLMN (PLMN portion of the Trace Reference). In case of a mismatch, the eNodeB/RNC shall not select the UE

With the proposed removal of Management Based MDT Allowed IE in NGAP BL CR, RAN will also not be able to select the UE according to the text highlighted above. Please note that although the SA5 spec [4] is not yet updated with the user consent handling in MDT for 5GS, the same argument discussed above for MME/eNB would apply for AMF/gNB in 5GS as the subscription information and user consent handling remains same irrespective of RAT type.
Observation 1a: In E-UTRAN area-based MDT activation, user consent is required

Observation 1b: Removing Management Based MDT Allowed IE in NR can result in user privacy and legal issues regarding MDT measurements collection without user consent
Proposal 1: User consent check needs to be supported for management-based MDT in NR
Also, according to RAN2 spec TS 37.320 [5], Section 5.1.3 “MDT Initiation”, 

For management based MDT, the CN indicates to the RAN whether MDT is allowed to be configured by the RAN for this user considering e.g. user consent and roaming status (see TS 32.422 [6]), by providing management based MDT allowed information consisting of the Management Based MDT Allowed indication and optionally the Management Based MDT PLMN List. The management based MDT allowed information propagates during inter-PLMN handover if the Management Based MDT PLMN List is available and includes the target PLMN. A UE is configured with an MDT PLMN List only if user consent is valid for the RPLMN.
As seen from the above clause in TS 37.320 [5], user consent check is done via signalling of Management Based MDT Allowed indication IE from CN to RAN before conducting management-based MDT measurements. Removing this IE as proposed would lead to inconsistency with the above behaviour described. Modifying the above clause in TS 37.320 to make it consistent with the proposed removal of user consent check is not suitable due to i) privacy/legal issues described in Observation 1b and ii) would require considerable changes in the RAN2 technical specifications.
Observation 2: Removing Management Based MDT Allowed IE is not consistent with existing behaviour from RAN2 technical specifications (TS 37.320) regarding user consent check before management-based MDT 
Also, the proposal of skipping user consent check for management-based MDT was not agreed in RAN2 and therefore RAN3 can’t remove the Management Based MDT Allowed IE without further discussion with RAN2 WG. According to section 5.7.1 in TR 37.816 [6], there has been no agreement to explicitly remove user consent check for management-based MDT and would therefore follow LTE MDT procedure in which user check was required for both signalling and management-based MDT 

Management based and signaling based trace procedure in LTE can be reused in NG-RAN MDT. From RAN2 perspective both Management-based MDT & Signaling-based MDT can be either Logged MDT or Immediate MDT. For Signaling-based MDT in NR, the user consent is required as in LTE.
Also, the newly added clause 5.4.2 RRC_IDLE & RRC_INACTIVE in 37.320 running CR [7] does mention that the source NG-RAN should inform the target NG-RAN of UE consents during handovers as shown below:
If the management based logged MDT received by the NG-RAN when UE is in RRC_INACTIVE, 

- No requirement for the NG-RAN to store the logged MDT configuration in the UE context 

- When the UE resumes the RRC connection in the last serving NG-RAN, the NG-RAN can configure the MDT configuration for the UE. 

- When the UE resumes the RRC connection in another NG-RAN, the source NG-RAN will not propagate the management based logged MDT configuration. The source NG-RAN should inform the target NG-RAN of UE consents.

Observation 3: RAN2 didn’t agree to remove user consent for management-based MDT in NR and agreed to reuse LTE MDT procedure for NG-RAN MDT. Therefore, user consent check can’t be removed from RAN3 specifications.
Considering Observation 2 and 3, we have the following proposals:

Proposal 2: Include Management Based MDT Allowed IE as part of NGAP in INITIAL CONTEXT SETUP REQUEST and HANDOVER REQUEST messages in TS 38.413

Proposal 3: Include Management Based MDT Allowed IE as part of XnAP in HANDOVER REQUEST and Retrieve UE Context Response messages in TS 38.423
Subscription information details such as user consent for MDT is specific to a user and agnostic of RAT type. In TS 29.272 [8], MDT-User-Consent is used by HSS to signal to MME to indicate whether a user has given its consent for MDT activation or not and is common for LTE and UMTS according to section 7.3.2 of [6] as follows:
The Subscription-Data AVP is of type Grouped. It shall contain the information related to the user profile relevant for EPS and GERAN/UTRAN.
AVP format:

Subscription-Data ::= <AVP header: 1400 10415>

       ……

[ MDT-User-Consent ]

       ……

Observation 4: User consent for MDT in subscription information is agnostic of RAT type for LTE and UMTS/GERAN. 

With the proposed removal of user consent check for NR management based MDT while continuing to keep user consent check for legacy MDT would lead to subscription management issues as user consent would now need to be distinguished per RAT or CN type instead of maintaining subscription information per user. We therefore have the following proposal:
Proposal 4: In NR, MDT user consent should be per UE subscription and agnostic of RAT/CN type.
3 Summary

We have following observations and proposals.

Observation 1a: In E-UTRAN area-based MDT activation, user consent is required

Observation 1b: Removing Management Based MDT Allowed IE in NR can result in user privacy and legal issues regarding MDT measurements collection without user consent

Observation 2: Removing Management Based MDT Allowed IE is not consistent with existing behaviour from RAN2 technical specifications (TS 37.320) regarding user consent check before management-based MDT 

Observation 3: RAN2 didn’t agree to remove user consent for management-based MDT in NR and agreed to reuse LTE MDT procedure for NG-RAN MDT. Therefore, user consent check can’t be removed from RAN3 specifications.

Observation 4: User consent for MDT in subscription information is agnostic of RAT type for LTE and UMTS/GERAN. 

Proposal 1: User consent check needs to be supported for management-based MDT

Proposal 2: Include Management Based MDT Allowed IE as part of NGAP in INITIAL CONTEXT SETUP REQUEST and HANDOVER REQUEST messages in TS 38.413

Proposal 3: Include Management Based MDT Allowed IE as part of XnAP in HANDOVER REQUEST and RETRIEVE UE CONTEXT RESPONSE messages in TS 38.423

Proposal 4: In NR, MDT user consent should be per UE subscription and agnostic of RAT/CN type.
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