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1 Introduction
In last RAN3 meeting, there are some discussions on access control and some agreements are reached. In this contribution, we make some further analysis on the open issues on access control aspect and provide our views.
2 Discussion

On the access control, SA2 has made the conclusion that AMF verifies whether UE is allowed to access the CAG network when UE transforms from CM-IDLE to CM-CONNECTED several meetings ago. When making the decision, the assumption of SA2 is that UE provides the CAG Identifier to NG-RAN node via RRC message and NG-RAN node further sends the information to AMF. The corresponding description is as below:
During transition from CM-IDLE to CM-CONNECTED, if the UE is accessing the 5GS via a CAG cell, the UE shall provide the selected CAG Identifier to NG-RAN and the NG-RAN shall provide the CAG Identifier to the AMF[1]

However, there is concern from SA3 that there may be security issue if the CAG Identifier is sent on AS level. Based on that, it seems the only way to let AMF know the selected CAG Identifier is via NAS signalling.

Observation 1: CAG Identifier could only be included in NAS signalling from UE to AMF which is transparent to NG-RAN node.

For the verification on whether UE is allowed to access to the PNI-NPN network, there are two aspects which need to be verified:
1) Verify whether the reported CAG Identifier is in UE allowed CAG list

2) Verify whether the reported CAG Identifier is supported by the connection established cell

For aspect 1, it is obvious the responsibility of AMF since only AMF has the allowed CAG list. However, for the second aspect, currently It is still open whether list of GAG IDs would be from NG-RAN to AMF or not. Even though AMF could receive the list of GAG IDs supported by NG-RAN, it is still impossible for AMF to have the cell specific CAG information for the CAG configuration in each cell. So, if UE illegally select a CAG ID which cannot be allowed by the access CAG cell, access control in AMF could not handle the scenario as the figure1 depicted. When UE select CAG ID#1, it can access CAG cell#0 normally. When UE try to access CAG cell#1 using CAG ID#1, it should be rejected by network. 
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                                  Figure 1 UE initial access
To resolve the above problem, there are two solutions foreseen.
Solution1: NG-RAN node includes the supported CAG ID list of the serving cell In the Initial UE message and AMF make the verification.

With the supported CAG ID list included, the AMF could further check whether UE reported CAG Identifier could be supported by the connection established cell. Then, it would make the decision whether the UE is allowed to access the PNI-NPN or not. 

Solution 2: NG-RAN node verifies whether there is overlapping between UE allowed CAG list and cell supported CAG list based on UE allowed CAG list sent from AMF to NG-RAN node.
With this solution, NG-RAN would compare the supported CAG ID list of the connection established cell with UE’s allowed CAG ID list received from AMF. If there is overlapping between them as the figure2 depicted, access to this CAG cell is allowed, otherwise it is rejected.
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           Figure2: Overlap between UE allowed CAG ID list and supported CAG list of the cell
For the above two solutions, since solution 1 needs extra IE in Initial UE message, we prefer solution 2.
Proposal 1: It is proposed to let NG-RAN node to make further verification on CAG cell specific access control based on UE allowed CAG ID list from AMF.
The only impact to the spec of solution 2 is that if NG-RAN rejected UE access to CAG cell because of no overlapping between UE allowed CAG ID list and cell supported CAG list, INITIAL CONTEXT SETUP FAILURE message may be sent to AMF with an appropriate cause value, i.e., CAG cell not allowed.
Proposal 2: It is proposed to introduce new cause value “CAG cell not allowed” in NG interface.
3 Conclusions
Based on the discussion in section 2 the followings are proposed:
Proposal 1: It is proposed to let NG-RAN node to make further verification on CAG cell specific access control based on UE allowed CAG ID list from AMF.

Proposal 2: It is proposed to introduce new cause value “CAG cell not allowed” in NG interface.
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