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1. Introduction
In RAN3#105bis, RAN3 discussed the “CAG Cell Access Control” and agreed the following: 

PNI-NPN

1. Indicate in the mobility restriction list the UE supported list of CAG IDs per plmn

2. Indicate in the mobility restriction list the CAG-only indication per plmn (i.e. allowance of CAG UE to access non-CAG cells)
In this contribution, we discuss a use case for using the list of CAG IDs per PLMN in the Mobility Restriction list IE e.g. UE access verification at the NG-RAN when UE resume from RRC INACTIVE mode. 
2. Background
According to TS 23.501, after the UE performing initial access to a CAG cell that belongs to its Allowed CAG list, the NG-RAN then provides the CAG ID of the UE selected cell to the 5GC (e.g. in the Initial UE Message from the NG-RAN to AMF). 
When the UE is in RRC_INACTIVE mode and moving across cells that have different CAGs, the UE then performs a RAN Notification Area Update (RNAU) when it crosses the border of the PNI-NPN coverage that has same or different CAGs;  

The NG-RAN node can use the UE supported list of CAG IDs in the mobility restriction list to verify whether the UE access is allowed to the selected CAG cell.
In the following we provide an example of a UE CAG verification at the new serving NG-RAN node, in the case of RRC Resume at the new NG-RAN node, see Figure 1 (below): 
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Figure 1: An example of verification of UE access to a CAG cell at the serving NG-RAN node.

Step 1: The UE initially accesses a CAG cell and reports the CAG ID to the AMF. 

Step 2: The AMF verifies the UE access to the selected CAG cell and if successful, the AMF sends the INITIAL CONTEXT SETUP REQUEST message to the serving NG-RAN node to initiate the Initial Context Setup procedure for the UE. The AMF may include the “Mobility Restriction List” IE and the UE’s Allowed CAG list IE. Otherwise, in the case of UE access verification failure, the AMF shall release the NAS signalling connection for the UE. 

Step 3: Upon receipt of the INITIAL CONTEXT SETUP REQUEST message the NG-RAN node stores the received UE’s Allowed CAG list IE (included in the Mobility Restriction List IE) in the UE context. The NG-RAN sends the INITIAL CONTEXT SETUP RESPONSE message to the AMF. Then, following successful RRC Reconfiguration the UE is able to send data to the 5GC via the selected CAG cell.

Step 4: the RRC connection is suspended and the UE is moved to RRC INACTIVE state.

Step 5: the UE resumes RRC connection via a different CAG cell, with the same or different associated CAG ID as the previously accessed CAG cell on the last serving NG-RAN node.

Step 6: the new serving NG-RAN node retrieves the UE context from the last serving NG-RAN node. 

Step 7: the new serving NG-RAN node verifies whether the UE access is allowed on the selected CAG cell. For example, in the case of verification success, i.e. the selected CAG cell is part of the UE’s Allowed CAG list, the RRC connection is resumed with the UE. Then, the UE is able to send data to the 5GC via the new CAG cell.

Conclusion: In conclusion, by including the UE’s Allowed CAG list in the Mobility Restriction List, it can be used in NG-RAN to verify whether the UE is allowed in the CAG cells that UE resume.  

3. Conclusion
In this contribution, we discussed a use case for using the UE’s allowed CAG list in the mobility Restriction List, for the UE in RRC Inactive mode.
Conclusion: In conclusion, by including the UE’s Allowed CAG list in the Mobility Restriction List, it can be used in NG-RAN to verify whether the UE is allowed in the CAG cells that UE resume.  
The TPs to TS 38.413 and TS 38.423 are provided in the ANNEX (below).
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Annex TP for 38.413
8.3
UE Context Management Procedures

8.3.1
Initial Context Setup

8.3.1.1
General

The purpose of the Initial Context Setup procedure is to establish the necessary overall initial UE context at the NG-RAN node, when required, including PDU session context, the Security Key, Mobility Restriction List, UE Radio Capability and UE Security Capabilities, etc. The AMF may initiate the Initial Context Setup procedure if a UE-associated logical NG-connection exists for the UE or if the AMF has received the RAN UE NGAP ID IE in an INITIAL UE MESSAGE message or if the NG-RAN node has already initiated a UE-associated logical NG-connection by sending an INITIAL UE MESSAGE message via another NG interface instance. The procedure uses UE-associated signalling.

For signalling only connections and if the UE Context Request IE is not received in the Initial UE Message, the AMF may be configured to trigger the procedure for all NAS procedures or on a per NAS procedure basis depending on operator’s configuration.

8.3.1.2
Successful Operation
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Figure 8.3.1.2-1: Initial context setup: successful operation

In case of the establishment of a PDU session the 5GC shall be prepared to receive user data before the INITIAL CONTEXT SETUP RESPONSE message has been received by the AMF. If no UE-associated logical NG-connection exists, the UE-associated logical NG-connection shall be established at reception of the INITIAL CONTEXT SETUP REQUEST message.

The INITIAL CONTEXT SETUP REQUEST message shall contain the Index to RAT/Frequency Selection Priority IE, if available in the AMF.

If the NAS-PDU IE is included in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall pass it transparently towards the UE.

If the Masked IMEISV IE is contained in the INITIAL CONTEXT SETUP REQUEST message the target NG-RAN node shall, if supported, use it to determine the characteristics of the UE for subsequent handling.

Upon receipt of the INITIAL CONTEXT SETUP REQUEST message the NG-RAN node shall
-
attempt to execute the requested PDU session configuration;

-
store the received UE Aggregate Maximum Bit Rate in the UE context, and use the received UE Aggregate Maximum Bit Rate for Non-GBR QoS flows for the concerned UE as specified in TS 23.501 [9];

-
store the received Mobility Restriction List in the UE context;

-
store the received UE Radio Capability in the UE context;

-
store the received Index to RAT/Frequency Selection Priority in the UE context and use it as defined in TS 23.501 [9];

-
store the received UE Security Capabilities in the UE context;

-
store the received Security Key in the UE context and, if the NG-RAN node is required to activate security for the UE, take this security key into use.

For the Initial Context Setup an initial value for the Next Hop Chaining Count is stored in the UE context.
If the PDU Session Resource Setup Request List IE is contained in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall behave the same as defined in the PDU Session Resource Setup procedure. The NG-RAN node shall report to the AMF in the INITIAL CONTEXT SETUP RESPONSE message the result for each PDU session resource requested to be setup as defined in the PDU Session Resource Setup procedure.
Upon reception of the INITIAL CONTEXT SETUP RESPONSE message the AMF shall, for each PDU session indicated in the PDU Session ID IE, transfer transparently the PDU Session Resource Setup Response Transfer IE or PDU Session Resource Setup Unsuccessful Transfer IE to the SMF associated with the concerned PDU session. In case the splitting PDU session is not used by the NG-RAN node, the SMF should remove the Additional Transport Layer Information, if any.
The NG-RAN node shall use the information in the Mobility Restriction List IE if present in the INITIAL CONTEXT SETUP REQUEST message to

-
determine a target for subsequent mobility action for which the NG-RAN node provides information about the target of the mobility action towards the UE;

-
select a proper SCG during dual connectivity operation;

-
assign proper RNA(s) for the UE when moving the UE to RRC_INACTIVE state.
-
verify whether the UE is allowed to access the 5GC via the selected CAG cell.
If the Mobility Restriction List IE is not contained in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall consider that no roaming and no access restriction apply to the UE. The NG-RAN node shall also consider that no roaming and no access restriction apply to the UE when:

-
one of the QoS flows includes a particular ARP value (TS 23.501 [9]).

If the Trace Activation IE is included in the INITIAL CONTEXT SETUP REQUEST message the NG-RAN node shall, if supported, initiate the requested trace function as described in TS 32.422 [11]. 

If the UE Security Capabilities IE included in the INITIAL CONTEXT SETUP REQUEST message only contains the EIA0 or NIA0 algorithm as defined in TS 33.501 [13] and if the EIA0 or NIA0 algorithm is defined in the configured list of allowed integrity protection algorithms in the NG-RAN node (TS 33.501 [13]), the NG-RAN node shall take it into use and ignore the keys received in the Security Key IE.
If the Core Network Assistance Information for RRC INACTIVE IE is included in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall, if supported, store this information in the UE context and use it for e.g. the RRC_INACTIVE state decision and RNA configuration for the UE and RAN paging if any for a UE in RRC_INACTIVE state, as specified in TS 38.300 [8].

If the CN Assisted RAN Parameters Tuning IE is included in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node may use it as described in TS 23.501 [9].
If the RRC Inactive Transition Report Request IE is included in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall, if supported, store this information in the UE context.
If the Emergency Fallback Indicator IE is included in the INITIAL CONTEXT SETUP REQUEST message, it indicates that the UE context to be set up is subject to emergency service fallback as described in TS 23.501 [9] and the NG-RAN node may, if supported, take the appropriate mobility actions. 

If the Old AMF IE is included in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall consider that this UE-associated logical NG-connection was redirected to this AMF from another AMF identified by the Old AMF IE.

If the Redirection for Voice EPS Fallback IE is included in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall, if supported, store it and use it in a subsequent decision of EPS fallback for voice as specified in TS 23.502 [10].

If the Location Reporting Request Type IE is included in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node should perform the requested location reporting functionality for the UE as described in subclause 8.12.

Interactions with Initial UE Message procedure:

The NG-RAN node shall use the AMF UE NGAP ID IE and RAN UE NGAP ID IE received in the INITIAL CONTEXT SETUP REQUEST message as identification of the logical connection even if the RAN UE NGAP ID IE had been allocated in an INITIAL UE MESSAGE message sent over a different NG interface instance.

Interactions with RRC Inactive Transition Report procedure:

If the RRC Inactive Transition Report Request IE is included in the INITIAL CONTEXT SETUP REQUEST message and set to "subsequent state transition report", the NG-RAN node shall, if supported, send the RRC INACTIVE TRANSITION REPORT message to the AMF to report the RRC state of the UE when the UE enters or leaves RRC_INACTIVE state.
[skip unchanged text]
9.3.1.85
Mobility Restriction List
This IE defines roaming or access restrictions for subsequent mobility action for which the NG-RAN provides information about the target of the mobility action towards the UE, e.g., handover, or for SCG selection during dual connectivity operation or for assigning proper RNAs. NG-RAN behaviour upon receiving this IE is specified in TS 23.501 [9].

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Serving PLMN
	M
	
	PLMN Identity

9.3.3.5
	
	-
	

	Equivalent PLMNs
	
	0..<maxnoofEPLMNs>
	
	Allowed PLMNs in addition to Serving PLMN.

This list corresponds to the list of "equivalent PLMNs" as defined in TS 24.501 [26].

This list is part of the roaming restriction information. Roaming restrictions apply to PLMNs other than the Serving PLMN and Equivalent PLMNs.
	-
	

	>PLMN Identity
	M
	
	9.3.3.5
	
	-
	

	RAT Restrictions
	
	0..<maxnoofEPLMNsPlusOne>
	
	This IE contains RAT restriction related information as specified in TS 23.501 [9].
	-
	

	>PLMN Identity
	M
	
	9.3.3.5
	
	-
	

	>RAT Restriction Information
	M
	
	BIT STRING {

e-UTRA (0),

nR (1) }

(SIZE(8, …))
	Each position in the bitmap represents a RAT.

If a bit is set to "1", the respective RAT is restricted for the UE.

If a bit is set to "0", the respective RAT is not restricted for the UE.

Bits 2-7 reserved for future use. 
	-
	

	Forbidden Area Information
	
	0..<maxnoofEPLMNsPlusOne>
	
	This IE contains Forbidden Area information as specified in TS 23.501 [9].
	-
	

	>PLMN Identity
	M
	
	9.3.3.5
	
	-
	

	>Forbidden TACs
	
	1..<maxnoofForbTACs>
	
	
	-
	

	>>TAC
	M
	
	9.3.3.10
	The TAC of the forbidden TAI.
	-
	

	Service Area Information
	
	0..<maxnoofEPLMNsPlusOne>
	
	This IE contains Service Area Restriction information as specified in TS 23.501 [9].
	-
	

	>PLMN Identity
	M
	
	9.3.3.5
	
	-
	

	>Allowed TACs
	
	0..<maxnoofAllowedAreas>
	
	
	-
	

	>>TAC
	M
	
	9.3.3.10
	The TAC of the allowed TAI.
	-
	

	>Not Allowed TACs
	
	0..<maxnoofAllowedAreas>
	
	
	-
	

	>>TAC
	M
	
	9.3.3.10
	The TAC of the not-allowed TAI.
	-
	

	Last E-UTRAN PLMN Identity
	O
	
	PLMN Identity

9.3.3.5
	Indicates the E-UTRAN PLMN ID from where the UE formerly handed over to 5GS and which is preferred in case of subsequent mobility to EPS.
	YES
	ignore

	Core Network Type Restriction for Serving PLMN
	O
	
	ENUMERATED( EPCForbidden,…)
	Indicates whether the UE is restricted to connect to EPC for the Serving PLMN as specified in TS 23.501 [9].
	YES
	ignore

	Core Network Type Restriction for Equivalent PLMNs
	
	0..<maxnoofEPLMNs>
	
	
	YES
	ignore

	>PLMN Identity
	M
	
	9.3.3.5
	Includes any of the Equivalent PLMNs listed in the Mobility Restriction List IE for which CN Type restriction applies as specified in TS 23.501 [9].
	-
	

	>Core Network Type Restriction
	M
	
	ENUMERATED( EPCForbidden, 5GCForbidden,…)
	Indicates whether the UE is restricted to connect to EPC or to 5GC for this PLMN.
	
	

	Allowed CAG Id List 
	
	0..<maxnoofAllowedCAGIds>
	
	
	
	

	  >CAG ID
	O
	
	9.3.1.xx
	Indicates a list of CAG Identifiers of CAG cells that the UE is allowed to access, as defined in TS 23.501 [9].
	YES
	ignore

	CAG-Only Indication 
	O
	
	ENUMERATED (true, ...)
	Indicates whether the UE is only allowed to access the 5GC via CAG cells.
	YES
	ignore


	Range bound
	Explanation

	maxnoofEPLMNs
	Maximum no. of equivalent PLMNs. Value is 15.

	maxnoofEPLMNsPlusOne
	Maximum no. of allowed PLMNs. Value is 16.

	maxnoofForbTACs
	Maximum no. of forbidden Tracking Area Codes. Value is 4096.

	maxnoofAllowedAreas
	Maximum no. of allowed or not allowed Tracking Areas. Value is 16.

	maxnoofAllowedCAGIds
	Maximum no. of allowed CAG IDs. Value is FFS.


[skip unchanged text]
9.3.1.xx
CAG ID

This IE uniquely identifies a CAG cell per PLMN.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	CAG ID
	M
	
	FFS
	


Annex TP for 38.423
8.2.4
Retrieve UE Context

8.2.4.1
General

The purpose of the Retrieve UE Context procedure is to either retrieve the UE context from the old NG-RAN node and transfer it to the NG-RAN node where the UE RRC Connection has been requested to be established, or to enable the old NG-RAN node to forward an RRC message to the UE via the new NG-RAN node without context transfer.

The procedure uses UE-associated signalling.

8.2.4.2
Successful Operation
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Figure 8.2.4.2-1: Retrieve UE Context, successful operation

The new NG-RAN node initiates the procedure by sending the RETRIEVE UE CONTEXT REQUEST message to the old NG-RAN node.

If the old NG-RAN node is able to identify the UE context by means of the UE Context ID, and to successfully verify the UE by means of the integrity protection contained in the RETRIEVE UE CONTEXT REQUEST message, and decides to provide the UE context to the new NG-RAN node, it shall respond to the new NG-RAN node with the RETRIEVE UE CONTEXT RESPONSE message. The new NG-RAN node may use the Allowed UE CAG List to verify whether the UE is allowed to access the selected CAG cell.
If the Index to RAT/Frequency Selection Priority IE is contained in the RETRIEVE UE CONTEXT RESPONSE message, the new NG-RAN node shall store this information and use it as defined in TS 23.501 [7].

If the Location Reporting Information IE is included in the RETRIEVE UE CONTEXT RESPONSE message, then the new NG-RAN node should initiate the requested location reporting functionality as defined in TS 38.413 [5].

9.2.3.53
Mobility Restriction List

This IE defines roaming or access restrictions for subsequent mobility actions for which the NR-RAN provides information about the target of the mobility action towards the UE, e.g., handover, or for SCG selection during dual connectivity operation or for assigning proper RNAs. If the NG-RAN receives the Mobility Restriction List IE, it shall overwrite previously received restriction information. NG-RAN behaviour upon receiving this IE is specified in TS 23.501 [7].

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Serving PLMN
	M
	
	PLMN Identity

9.2.2.4
	
	–
	

	Equivalent PLMNs
	
	0..<maxnoofEPLMNs>
	
	Allowed PLMNs in addition to Serving PLMN.

This list corresponds to the list of “equivalent PLMNs” as defined in TS 24.501 [30].

This list is part of the roaming restriction information. Roaming restrictions apply to PLMNs other than the Serving PLMN and Equivalent PLMNs.
	–
	

	>PLMN Identity
	M
	
	9.2.2.4
	
	–
	

	RAT Restrictions
	
	0..<maxnoofPLMNs>
	
	This IE contains RAT restriction related information as specified in TS 23.501 [7].
	–
	

	>PLMN Identity
	M
	
	9.2.2.4
	
	–
	

	>RAT Restriction Information
	M
	
	BIT STRING {

e-UTRA (0),

nR (1) }

(SIZE(8, …))
	Each position in the bitmap represents a RAT.

If a bit is set to "1", the respective RAT is restricted for the UE.

If a bit is set to "0", the respective RAT is not restricted for the UE.

This version of the specification does not use bits 2-7, the sending node shall set bits 2-7 to "0", the sender shall ignore bits 2-7. 
	–
	

	Forbidden Area Information
	
	0..<maxnoofPLMNs>
	
	This IE contains Forbidden Area information as specified in TS 23.501 [7].
	–
	

	>PLMN Identity
	M
	
	9.2.2.4
	
	–
	

	>Forbidden TACs
	
	1..<maxnoofForbiddenTACs>
	
	
	–
	

	>>TAC
	M
	
	9.2.2.5
	The TAC of the forbidden TAI.
	–
	

	Service Area Information
	
	0..<maxnoofPLMNs>
	
	This IE contains Service Area Restriction information as specified in TS 23.501 [7].
	–
	

	>PLMN Identity
	M
	
	9.2.2.4
	
	–
	

	>Allowed TACs
	
	0..<maxnooAllowedAreas>
	
	
	–
	

	>>TAC
	M
	
	9.2.2.5
	The TAC of the allowed TAI.
	–
	

	>Not Allowed TACs
	
	0..<maxnooAllowedAreas>
	
	
	–
	

	>>TAC
	M
	
	9.2.2.5
	The TAC of the not-allowed TAI.
	–
	

	Last E-UTRAN PLMN Identity
	O
	
	9.2.2.4
	Indicates the E-UTRAN PLMN ID from where the UE formerly handed over to 5GS and which is preferred in case of subsequent mobility to EPS.
	YES
	ignore

	Allowed CAG Id List 
	
	0..<maxnoofAllowedCAGIds>
	
	
	
	

	  >CAG ID
	O
	
	9.2.3.yy
	Indicates a list of CAG Identifiers of CAG cells that the UE is allowed to access, as defined in TS 23.501 [7].
	YES
	ignore

	CAG-Only Indication 
	O
	
	ENUMERATED (true, ...)
	Indicates whether the UE is only allowed to access the 5GC via CAG cells.
	YES
	ignore


	Range bound
	Explanation

	maxnoofEPLMNs
	Maximum no. of equivalent PLMNs. Value is 15.

	maxnoofPLMNs
	Maximum no. of allowed PLMNs. Value is 16.

	maxnoofForbiddenTACs
	Maximum no. of forbidden Tracking Area Codes. Value is 4096.

	maxnoofAllowedAreas
	Maximum no. of allowed or not allowed Tracking Areas. Value is 16.

	maxnoofAllowedCAGIds
	Maximum no. of allowed CAG IDs. Value is FFS.


9.2.3.yy
 CAG ID

This IE uniquely identifies a CAG cell per PLMN.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	CAG ID
	M
	
	FFS
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