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Introduction
At the last RAN3 meeting the discussion regarding IPSec setup support continued and some agreements were made. Furthermore, some open issues remained as they were also captured in the offline summary. 
In this contribution we will further elaborate on this topic, examine the open issues and conclude on the actions needed to be taken. 
Discussion
[bookmark: _Hlk509769073]In the previous meeting it has been agreed that
IP-Sec address exchanged in F1AP,E1AP,EN-DC X2AP,XNAP does support during Setup and Configuration update for user plane

Also in R3-196216, a summary of the offline discussions was provided. An excerpt of this summary follows.

1) Not agreed to apply the IPsec tunnel information exchange over signaling for CP, i.e. agreed only for UP.
2) Not agreed to apply the “on-the-fly” approach for now.
3) Agree to have multiple IPsec tunnels in the signaling.
Also agree to include mechanism to have adding and removing of IPsec tunnel information. 
For removal, it will be in an explicit way in the signalling. 
[bookmark: _Hlk23364504][bookmark: _Hlk23365649]For the information element, so far only to have the outer TLA (i.e. IPSec TLA). Whether to include inner TLA (i.e. GTP TLA) is FFS.  Also the value of maxnoofTLAs is FFS.
[bookmark: _Hlk23365162][bookmark: _Hlk23365705]4) a question on the need to allow a possibility of separating IPsec tunnel for CP and UP to NG interface.

In the following we will try to provide our view on the issues raised.
Firstly, regarding whether to include inner TNLA (i.e. GTP TNLA), we believe that we could signal the inner addresses as well. Looking back in LTE, we see that this is done also in LTE ANR for example.
Proposal 1: include a list of inner TNLA to the IPSec address used for UP connections (i.e. GTP TLA) 
Moving on to the question on the need to allow a possibility of separating IPsec tunnel for CP and UP. Considering a split deployment scenario, CP and UP interfaces will be established between nodes.It could be the case that the IP address used for CP couild be different from the one used for UP connections. It should be noted that a CP interface shall always be setup via an IPSec tunnel. However, in case the IPSet tunnel wants to be updated during the lifetime of the CP connection, or if a CP interface wants to be setup without IPSec protection from the start, signaling of an IPSec address for CP connections could occur at interface setup signalling.
Proposal 2: allow the possibility of separating IPsec tunnel for CP and UP 

[bookmark: _Hlk23365757][bookmark: _Hlk23365517][bookmark: _Hlk23365733]Finally, we would like to consider the case of auto discovery of Xn in case of disaggregated architecture for gNB. Our understanding is that there will be only one CU-CP which will represent the logical node in the network. This CU-CP can be connected to multiple CU-UP(s), thus the need for multiple Xn-U addresses. However, CU-CP is still only one, and this would mean that there is only one Xn-C address that needs to be signaled.

Proposal 3: only one Xn-C address needs to be signaled even in the case of auto discovery of Xn in case of disaggregated architecture for gNB


Conclusion
[bookmark: _In-sequence_SDU_delivery]In this contribution the support of IPSec setup and some open issues have been discussed and the following conclusions and proposals were made:
Proposal 1: include a list of inner TNLA to the IPSec address used for UP connections (i.e. GTP TLA) 
Proposal 2: allow the possibility of separating IPsec tunnel for CP and UP
Proposal 3: only one Xn-C address needs to be signaled even in the case of auto discovery of Xn in case of disaggregated architecture for gNB
Proposal 4: RAN3 is kindly requested to agree with the changes proposed in the accompanying CRs
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