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1
Introduction

At meeting RAN3#105 a couple of open issues were identified w.r.t. NPN related content of the Initial UE Message message [1] (table below a bit re-structured as compared to [1]):

2/ Access control, Initial UE Message

2.1 SNPN

Add NID into the Initial UE Message

After verification in AMF, new cause in release message?

2.2/ PNI NPN

a/ need to add selected CAG ID to the Initial UE message? 

(Likely but to be confirmed due to ongoing discussions on privacy in MSG5)

(If CAG ID not in msg5, pre-check? then maybe list of cell CAG IDs to be sent in initial UE message?)

b/ after verification by AMF, new cause in release message?

 This document continues this discussion.
2
Discussion

2.1
PNI-NPN
As expected at RAN3#105, there were discussions led in SA3 which resulted in an LS sent also to RAN3, see [2]:

SA3 are discussing CAG ID privacy and as part of that discussion are looking at ways of protecting the transfer of CAG ID between the UE and network. One proposal under discussion in SA3 is to not have the CAG ID sent in AS signalling but include it in NAS signalling instead. This means that the CAG ID can be protected by existing NAS signalling security mechanisms for example. 

The approach SA3 indicates would require the 5GC to perform access control based on information provided

-
by the UE via NAS (i.e. the selected CAG)

-
by NG-RAN regarding the CAG IDs supported by the cell

From a RAN3 point of view, the impact would be straight forward, i.e. the NGAP INITIAL UE MESSAGE message would need to include the CAG IDs broadcast in the cell in which the UE performs initial access. It would be then up to the 5GC to check the supported CAG IDs against the CAG the UE selected and the UE’s subscription. 

It is for sure even possible that the UE does not provide any “selected CAG” information to the network, neither on NAS nor on AS level. The AMF performs initial access control purely based on subscription information and the supported CAGs of the accessed cell.
Rejection of the UE’s access request would then be based on NAS signalling. Only in case access is granted/confirmed by the 5GC the Initial Context Setup procedure may be triggered. 

Observation 1:
Along the latest discussions in SA3, it seems that an approach where the selected CAG ID is not included in Msg5 is preferred from a security point of view. Such approach is feasible.
Observation 2:
Access Control at Initial UE Message does not require any new NGAP Cause value in case the access cannot be granted to the UE for a selected CAG. The UE will be informed via NAS means.

Proposal 1:
Confirm the feasibility of the SA3 approach to include the CAG ID selected by the UE within NAS signalling and respond to SA3 accordingly.
2.2
SNPN

Obviously, there is no security threat identified for indicating the NID in Msg5 in case of SNPN.

Given considerations on the shared networks, where we observe that Rel-16 should only support 5GCs supporting a single SNPN, there is no need to indicate any “selected” or “served” SNPN ID to the 5GC.
Observation 3:
No specific protocol impact is identified for SNPN.

3
Conclusion and Proposals
We have discussed Access Control aspects w.r.t. the Initial UE Message procedure.
We have observed the following:

Observation 1:
Along the latest discussions in SA3, it seems that an approach where the selected CAG ID is not included in Msg5 is preferred from a security point of view. Such approach is feasible.

Observation 2:
Access Control at Initial UE Message does not require any new NGAP Cause value in case the access cannot be granted to the UE for a selected CAG. The UE will be informed via NAS means.

Observation 3:
No specific protocol impact is identified for SNPN.

We propose to:
Proposal 1:
Confirm the feasibility of the SA3 approach to include the CAG ID selected by the UE within NAS signalling and respond to SA3 accordingly.

Proposal 2:
Agree on the draft Reply LS in [3].

Proposal 3:
Consider the TP in the Annex of this document.

4
References
[1]
R3-194686 "Way Forward with private networks", input document at RAN3#105
[2]
S3-193142 "LS on Sending CAG ID in NAS layer", input document at RAN3#105bis

[3]
R3-197356 "Draft Reply LS on Sending CAG ID in NAS layer", LS out, input document at RAN3#105bis

Annex A:
TP for NGAP for Initial UE Message procedure
<<<<<<<<<<<<<<<<<<<< First Change >>>>>>>>>>>>>>>>>>>>

8.6.1
Initial UE Message

8.6.1.1
General

The Initial UE Message procedure is used when the NG-RAN node has received from the radio interface the first uplink NAS message transmitted on an RRC connection to be forwarded to an AMF. 

8.6.1.2
Successful Operation
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Figure 8.6.1.2-1: Initial UE message

The NG-RAN node initiates the procedure by sending an INITIAL UE MESSAGE message to the AMF. The NG-RAN node shall allocate a unique RAN UE NGAP ID to be used for the UE and the NG-RAN node shall include this identity in the INITIAL UE MESSAGE message. 

The NAS-PDU IE contains a UE – AMF message that is transferred without interpretation in the NG-RAN node.

In case of network sharing, the selected PLMN is indicated by the PLMN Identity IE within the TAI IE included in the INITIAL UE MESSAGE message.

When the NG-RAN node has received from the radio interface the 5G-S-TMSI IE, it shall include it in the INITIAL UE MESSAGE message.
If the AMF Set ID IE is included in the INITIAL UE MESSAGE message this indicates that the message is a rerouted message and the AMF shall, if supported, use the IE as described in TS 23.502 [10].

If the UE Context Request IE is included in the INITIAL UE MESSAGE message the AMF shall trigger an Initial Context Setup procedure towards the NG-RAN node.

If the Allowed NSSAI IE is included in the INITIAL UE MESSAGE message the AMF shall use the IE as defined in TS 23.502 [10].

If the Source to Target AMF Information Reroute IE is included in the INITIAL UE MESSAGE message the AMF shall use the IE as defined in TS 23.502 [10].
If the NPN Access Information IE included in the INITIAL UE MESSAGE message, the AMF shall, if supported, use the contained information as specified in TS 23.501 [9].
Editor’s Note:
The inclusion of the CAG IDs supported by the accessed cell in the NPN Access Information IE is pending discussions with SA3, SA2, RAN2 on security concerns.
8.6.1.3
Abnormal Conditions

If the 5G-S-TMSI is not received by the AMF in the INITIAL UE MESSAGE message whereas expected, the AMF shall consider the procedure as failed.

<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

9.2.5
NAS Transport Messages

9.2.5.1
INITIAL UE MESSAGE

This message is sent by the NG-RAN node to transfer the initial layer 3 message to the AMF over the NG interface.

Direction: NG-RAN node ( AMF
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	ignore

	RAN UE NGAP ID
	M
	
	9.3.3.2
	
	YES
	reject

	NAS-PDU
	M
	
	9.3.3.4
	
	YES
	reject

	User Location Information
	M
	
	9.3.1.16
	
	YES
	reject

	RRC Establishment Cause
	M
	
	9.3.1.111
	
	YES
	ignore

	5G-S-TMSI
	O
	
	9.3.3.20
	
	YES
	reject

	AMF Set ID
	O
	
	9.3.3.12
	
	YES
	ignore

	UE Context Request
	O
	
	ENUMERATED (requested, ...)
	
	YES
	ignore

	Allowed NSSAI
	O
	
	9.3.1.31
	
	YES
	reject

	Source to Target AMF Information Reroute
	O
	
	9.3.3.27
	
	YES
	ignore

	NPN Access Information
	O
	
	9.3.3.x1
	
	YES
	reject


<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

9.3.3.x1
NPN Access Information
This IE contains information to perform access control for NPN.
Editor’s Note:
 The name and content of the Supported PNI-NPN Identities IE is FFS and depends on confirmation from other WGs w.r.t. handling of privacy issues in relation to the CAG ID.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	CHOICE NPN Access Information
	M
	
	
	

	>PNI-NPN Access Information
	
	
	
	

	>>Supported PNI-NPN Identities
	M
	
	PNI-NPN Identity List

9.3.3.x3
	


9.3.3.x3
PNI-NPN Identity List
This IE contains a list of PNI-NPN Identities.
Editor’s Note:
 need of this IE is dependent on the open issue of the Supported PNI-NPN Identities IE.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	PNI-NPN Identity List
	
	1..<maxnoofCAGs>
	
	

	>PLMN Identity
	
	
	9.3.3.5
	

	>CAG Identity
	
	
	9.3.3.x5
	


	Range bound
	Explanation

	maxnoofCAGs
	Maximum no. of CAGs broadcast in a cell. Value is 12.


9.3.3.x5
CAG Identifier
This IE contains the Closed Access Group Identifier of an PNI-NPN, as specified in 23.501 [9].

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	CAG ID
	M
	
	Editor’s Note: To be defined.
	


<<<<<<<<<<<<<<<<<<<< End of Changes >>>>>>>>>>>>>>>>>>>>
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