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1. Introduction
The issue was concluded [1] with some initial agreements of including one IPSec address for GTPU traffic, this paper tries to have further discussion on the necessity of having a list of IPSec addresses. In addition, the ambiguity of auto discovery of Xn interface with IPSec tunnel is also discussed.
2. Background
In last meeting, we reached some agreements on this issue, the following was extracted from the chairnotes:

	IP-Sec address exchanged in F1AP,E1AP,EN-DC X2AP,XNAP does support during Setup and Configuration update for user plane


There are still some open issues pending on further discussion, one of them is:
· Whether there is a need to introduce an IPSec tunnel for CP
Another open point which is related with IPSec tunnel provision for auto discovery of Xn interface, i.e.
· Whether there is a need to allow the possibility of providing separate IPSec tunnel for Xn-U and Xn-C 

3. Discussion
3.1 -
Whether there is a need to introduce an IPSec tunnel for CP
As discussed during last meeting, here we could see a tricky point for this issue, since IPSec tunnel needs to be established in the very beginning, after that, either control plane traffic or user plane traffic could be transmitter over this established IPSec tunnel, and user plane is established through control plane signalling, i.e. user plane is established after control plane takes effect. With this process, we could see that the normal procedure should be: firstly IPSec tunnel, secondly control plane, then followed by user plane (if there is a service request). 
Observation 1: A normal procedure should be: firstly IPSec tunnel, secondly control plane, then followed by user plane (if there is a service request).
Following this procedure, we may see a question like “chicken and egg” between the establishments of IPSec tunnel and control plane. One point is for sure, if IPSec tunnel is to be used for control plane, there must be an IPSec tunnel already available, then the question comes down to the subsequent handling if additional IPSec tunnel is established via control plane signalling, it would be a bit weird that network would switch control plane from original IPSec tunnel to a new one, then remove the original one; or, to put some of CP signalling over the first IPSec tunnel while others over the newly added IPSec tunnel, but such operations imply that either control plane traffic volume is big or, different CP signalling may have different security requirement, which actually are not practical in real field and therefore not necessary. Based on this understanding, we still think there is no need to introduce additional signalling to establish IPSec tunnel for control plane.

Observation 2: to introduce IPSec address for CP via signalling requires further switch over operation which is unnecessary.
Proposal 1:   there is no need to introduce additional signalling to establish IPSec tunnel for control plane.
3.2 What is missing in current 9.3.3.9
Xn TNL Configuration Info in 38.413
This section just tried to clarify the ambiguities in the current spec, as we check the corresponding spec texts in 38.413 8.2.2.3, see below:
In case the IP-Sec Transport Layer Address IE is present and the GTP Transport Layer Addresses IE within the Xn Extended Transport Layer Addresses IE is not empty, GTP traffic is conveyed within an IP-Sec tunnel terminated at the IP-Sec tunnel endpoint given in the IP-Sec Transport Layer Address IE.
In case the IP-Sec Transport Layer Address IE is not present, GTP traffic is terminated at the endpoints given by the list of addresses in the Xn GTP Transport Layer Addresses IE within the Xn Extended Transport Layer Addresses IE.

In case the Xn GTP Transport Layer Addresses IE is empty and the IP-Sec Transport Layer Address IE is present, SCTP traffic is conveyed within an IP-Sec tunnel terminated at the IP-Sec tunnel endpoint given in the IP-Sec Transport Layer Address IE, within the Xn Extended Transport Layer Addresses IE.

If the NG-RAN node is configured to use one IPsec tunnel for all NG and Xn traffic (IPsec star topology) then the traffic to the peer NG-RAN node shall be routed through this IPsec tunnel and the IP-Sec Transport Layer Address IE shall be ignored.
We could find that when all three IEs are present, i.e. “Transport Layer Address” IE for SCTP, “IP-Sec Transport Layer Address” for IPSec tunnel and “GTP Transport Layer Address” for GTP-U tunnel are all included, the interpretation of this case should refer to the highlighted part in yellow above, here we could see that it is not clear if the “IP-Sec Transport Layer Address” is also used for SCTP link or not, even it implies that both SCTP link and GTP-U tunnel would share the IPSec tunnel, it is still not a desired behaviour, since it is more reliable for control plane and user plane to be transmitted over different IPSec tunnel.
Observation 3: With current spec, it is not clear that if both SCTP link and GTP traffic would share the tunnel indicated in “IP-Sec Transport Layer Address” or not; if shared, it is not a desired behaviour, since it is more reliable for control plane and user plane to be transmitted over different IPSec tunnel.
In addition, if the possible target gNB is deployed in a CP/UP separation architecture, the termination points of Xn-C and Xn-U are different, which anyway requires different IPSec tunnel.
Observation 4: if the possible target gNB is deployed in a CP/UP separation architecture, the termination points of Xn-C and Xn-U are different, which anyway requires different IPSec tunnel for Xn-C and Xn-U.

With the observation 2&3 above, we would propose to allow the possibility of providing different IPSec tunnel for Xn-C and Xn-U.
Proposal 2: It is proposed RAN3 allow the possibility of providing different IPSec tunnel for Xn-C and Xn-U in Xn TNL Configuration Info for auto discovery of Xn interface.
Corresponding CR is referred to [2].

3. Conclusion
This paper tried to discuss the establishment of IPSec tunnel for SCTP link and GTP traffic, the following observations and proposals were reached:
Observation 1: A normal procedure should be: firstly IPSec tunnel, secondly control plane, then followed by user plane (if there is a service request).

Observation 2: to introduce IPSec address for CP via signalling requires further switch over operation which is unnecessary.
Observation 3: With current spec, it is not clear that if both SCTP link and GTP traffic would share the tunnel indicated in “IP-Sec Transport Layer Address” or not; if shared, it is not a desired behaviour, since it is more reliable for control plane and user plane to be transmitted over different IPSec tunnel.

Observation 4: if the possible target gNB is deployed in a CP/UP separation architecture, the termination points of Xn-C and Xn-U are different, which anyway requires different IPSec tunnel for Xn-C and Xn-U.

Proposal 1:   there is no need to introduce additional signalling to establish IPSec tunnel for control plane.

Proposal 2: It is proposed RAN3 allow the possibility of providing different IPSec tunnel for Xn-C and Xn-U in Xn TNL Configuration Info for auto discovery of Xn interface.
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