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1. Introduction
The non-public network (NPN) was discussed during RAN3#105 meeting. In [1], the agreements on stand-alone NPN (SNPN) and public network integrated NPN (PNI-NPN) were summarized while the following remains open. 
2/ Access control, Initial UE Message
2.1/ PNI NPN
a/ need to add selected CAG ID to the Initial UE message? 
(Likely but to be confirmed due to ongoing discussions on privacy in MSG5)
(If CAG ID not in msg5, pre-check? then maybe list of cell CAG IDs to be sent in initial UE message?)
b/ after verification by AMF, new cause in release message?

2.2 SNPN
After verification in AMF, new cause in release message?
Further SA2 has sent a LS on sending CAG ID over NAS in [2] with the following question. 
· SA3 asks SA2, RAN2 and RAN3 groups to provide feedback on sending CAG ID in the NAS layer rather than the AS layer
In this document we discuss issues on Initial UE Message for NPN. 
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]2. Discussion
2.1 PNI-NPN
For the state transition from CM-IDLE to CM-CONNECTED, it is described in [2] as follows: 
-	During transition from CM-IDLE to CM-CONNECTED, if the UE is accessing the 5GS via a CAG cell, the UE shall provide the selected CAG Identifier to NG-RAN and the NG-RAN shall provide the CAG Identifier to the AMF:
-	The AMF shall verify whether UE access is allowed by Mobility Restrictions:
-	If the CAG Identifier received from the NG-RAN is part of the UE's Allowed CAG list, then the AMF accepts the NAS request;
-	If the CAG Identifier received from the NG-RAN is not part of the UE's Allowed CAG list, then the AMF rejects the NAS request with an appropriate cause code, whereas the UE removes that CAG Identifier, if it exists, from its Allowed CAG list, as defined in TS 24.501 [47]. The AMF shall then release the NAS signalling connection for the UE by triggering the AN release procedure; and
-	If the UE is accessing the network via a non-CAG cell and the UE's subscription contains an indication that the UE is only allowed to access CAG cells, then the AMF rejects the NAS request with an appropriate cause code, whereas the UE updates its local configuration, as defined in TS 24.501 [47]. The AMF shall then release the NAS signalling connection for the UE by triggering the AN release procedure.
It can be observed that the AMF is responsible for access control and verify the UE access based on the CAG Identifier provided by the NG-RAN during the initial UE access. 
The CAG Identifier should be reported to AMF for the UE verification.
Generally, the AMF will perform verification based on the UE subscription information, the cell supported CAG lists and possibly the UE reported selected CAG ID. Note that it may worthy to discuss whether the UE reported selected CAG ID is trusted or not. 
If the selected CAG ID is trusted, then the AMF does not need to know CAG list per cell.
If the selected CAG ID can not be trusted, then the AMF should be aware the access cell supported CAG list. In the following, possible options are proposed to perform the access control for CAG UE,
· Option 1: NG-RAN reports its supported CAG ID(s) per cell to AMF during NG setup or update procedures.
· The AMF can perform access control successfully based on the UE’s subscriptions (NPN and PLMN subscriptions).  
· Option 2: NG-RAN reports its supported CAG ID(s) of the cell accessed by the UE via Initial UE Message.
· But this solution requires to add the CAG ID(s) of the cell for non CAG UE. One way is to add a indicator whether UE is accessing through PNI-NPN by UE via AS. Only when received the Indicator, the NG-RAN transmits the configured CAG ID(s) of the cell or the configured CAG ID(s) of the selected PLMN ID. 
· Option 3: NG-RAN performs additional access control based on Mobility Restriction List and cell configuration    after AMF’s successful verification (e.g., after Initial Context Setup Request message). 
· The AMF performs the access control firstly based the UE’s subscription, and then the NG-RAN performs additional access control based on the Mobility Restriction List after the AMF verifies successfully
· Option 4: NG-RAN transfers more than one CAG IDs reported by UE to AMF via Initial UE Message.
· In this option, the UE can report more than one CAG IDs per PLMN including the selected CAG ID via AS. For example, the UE reports the selected CAG ID and another one or more CAG IDs broadcasted by the cell. The access is successfully verified by the AMF and RAN as long as one of the reported CAG IDs is supported by the UE. 

The information reported by UE via Uu interface and the information transmitted via NG interface for different Options are summarized in the following table, and the flaws for different Options are also listed. 
	
	Option 1
	Option 2
	Option 3
	Option 4

	Uu interface
	Selected CAG ID is reported by UE via NAS information, or no CAG ID is reported by UE.
	Selected CAG ID is reported by UE via NAS information, or no CAG ID is reported by UE, optionally an Indicator (indicating whether UE is accessing through PLMN or PNI-NPN) is reported by UE.
	Selected CAG ID is reported by UE via NAS information, or no CAG ID is reported by UE.
	The selected CAG ID and another one or more CAG IDs broadcasted by the cell is reported by UE via AS.

	NG interface
	NG-RAN reports its supported CAG ID(s) per cell to AMF during NG setup or update procedures.
	NG-RAN reports its supported CAG ID(s) of the cell accessed by the UE during Initial UE Message.
	 No need to report.
	NG-RAN transfers more than one CAG IDs reported by UE to AMF via Initial UE Message

	Flaws
	Big spec change.
	Costly.
	Needs RAN’s additional access control.
	Not applied to all cases.



Since this related to AMF verification within the SA2 scope, we can discuss these options but leaving SA2 decision ,
RAN3 consider the feasibility of the above four Options, and leave the final decision to SA2.  
Regarding the reporting of UE selected CAG ID to the AMF, there are three options:
· Option 1: UE reports the selected CAG ID to the AMF by the NAS signalling, e.g., the selected CAG ID is included in the NAS container in MSG5.
· Option 2: UE reports the selected CAG ID to the AMF via the NG-RAN, i.e., the UE first reports the selected CAG ID to the NG-RAN, and then the NG-RAN sends it to the AMF.
· Option 3: UE does not report the selected CAG ID
For Option 1, this is specified as one possible way by SA3 as stated in [2] as follows
One proposal under discussion in SA3 is to not have the CAG ID sent in AS signalling but include it in NAS signalling instead. This means that the CAG ID can be protected by existing NAS signalling security mechanisms for example.
Hence the advantage is that CAG ID can be protected by existing NAS signalling security mechanisms. But the NAS security in Msg5 cannot be activated during attach procedure, which can be left SA2 to study. 
We understands that there is no showstopper for Option 1 from RAN3 perspective. If the CAG ID is included in NAS signalling, it seems no need to add CAG ID into Initial UE Message.
RAN3 can reply to SA3 that there is no showstopper sending CAG ID over NAS from RAN3 perspective. . 

In addition, as described in SA2 that: 
-	If the CAG Identifier received from the NG-RAN is not part of the UE's Allowed CAG list, then the AMF rejects the NAS request with an appropriate cause code, whereas the UE removes that CAG Identifier, if it exists, from its Allowed CAG list, as defined in TS 24.501 [47]. The AMF shall then release the NAS signalling connection for the UE by triggering the AN release procedure;
This may happen in case that the allowed CAG list for UE is changed in the 5GC but not inform to the UE yet, then the UE may select an invalid CAG ID, which is included in the allowed CAG list stored in the UE and has been removed in the updated allowed CAG list in the 5GC, during the registration management procedure (e.g., for update the allowed CAG list). In this case, the AMF will initiate an ERROR INDICATION message to the NG-RAN, which includes an appropriate cause value, i.e., invalid CAG ID. 
On the other hand, if a UE, which is only allowed to access CAG cells, requests to access a non-CAG cell, the AMF shall reject this request and initiate an ERROR INDICATION message to the NG-RAN with an appropriate cause value, i.e., only CAG cells is allowed.  
New cause values e.g. “CAG ID(s) not supported” and “only CAG cell allowed” should be introduced on NG interface. 
2.2 SNPN
For SNPN, in RAN3#105, it was agreed that in [1],
Add NID into the Initial UE Message.
Similar to PNI-NPN, the AMF is responsible for access control and verify the UE access based on the subscription. The AMF will initiate an ERROR INDICATION message to the NG-RAN if the selected NID is not permitted, with an appropriate cause value, e.g., invalid NID.
New cause values e.g. “NID not supported” should be introduced on NG interface. 
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In this paper, we have discussed whether CAG ID should be added into Initial UE Message, and have the following proposals,
1. The CAG Identifier should be reported to AMF for the UE verification.
1. RAN3 consider the feasibility of the above four Options, and leave the final decision to SA2.  
RAN3 can reply to SA3 that there is no showstopper sending CAG ID over NAS from RAN3 perspective. . 
New cause values e.g. “CAG ID(s) not supported” and “only CAG cell allowed” should be introduced on NG interface. 
New cause values e.g. “NID not supported” should be introduced on NG interface. 

The corresponding TP is provided in Annex, and the LS to SA3 is in [5]. 
[bookmark: _Toc423020280]4. Reference
[1] R3-194686, Way Forward with private networks, Nokia, Nokia Shanghai Bell
[2] S3-193142, LS on Sending CAG ID in NAS layer, Qualcomm
[3] 3GPP TS 23.501 V16.1.0 (2019-06)
[4] 3GPP TS 33.501 V15.5.0 (2019-06)
[5] R3-197050	[Draft] Reply LS on sending CAG ID in NAS layer, Huawei
Annex – TP (TP for TS 38.413)
<<<<<<<<<<<<<<<<<<<< Changes Begin >>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc14165849][bookmark: _Toc14044295]9.3	Information Element Definitions
[bookmark: _Toc14165850]9.3.1	Radio Network Layer Related IEs
<Unchanged Text Omitted>
[bookmark: _Ref469456001][bookmark: _Toc14165852]9.3.1.2	Cause
The purpose of the Cause IE is to indicate the reason for a particular event for the NGAP protocol.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	CHOICE Cause Group
	M
	
	
	

	>Radio Network Layer
	
	
	
	

	>>Radio Network Layer Cause 
	M
	
	ENUMERATED
(Unspecified,
TXnRELOCOverall expiry,
Successful handover,
Release due to NG-RAN generated reason,
Release due to 5GC generated reason,
Handover cancelled,
Partial handover,
Handover failure in target 5GC/NG-RAN node or target system,
Handover target not allowed,
TNGRELOCoverall expiry,
TNGRELOCprep expiry,
Cell not available,
Unknown target ID,
No radio resources available in target cell,
Unknown local UE NGAP ID,
Inconsistent remote UE NGAP ID,
Handover desirable for radio reasons,
Time critical handover,
Resource optimisation handover,
Reduce load in serving cell,
User inactivity,
Radio connection with UE lost,
Radio resources not available,
Invalid QoS combination,
Failure in the radio interface procedure,
Interaction with other procedure,
Unknown PDU Session ID,
Unknown QoS Flow ID,
Multiple PDU Session ID Instances,
Multiple QoS Flow ID Instances,
Encryption and/or integrity protection algorithms not supported,
NG intra-system handover triggered,
NG inter-system handover triggered,
Xn handover triggered,
Not supported 5QI value,
UE context transfer,
IMS voice EPS fallback or RAT fallback triggered,
UP integrity protection not possible,
UP confidentiality protection not possible,
Slice(s) not supported,
UE in RRC_INACTIVE state not reachable,
Redirection,
Resources not available for the slice(s),
UE maximum integrity protected data rate reason,
Release due to CN-detected mobility,
…, N26 interface not available, Release due to pre-emption, Invalid NID, Invalid CAG Id, CAG Access Only)
	

	>Transport Layer
	
	
	
	

	>>Transport Layer Cause
	M
	
	ENUMERATED
(Transport resource unavailable,
Unspecified,
…)
	

	>NAS
	
	
	
	

	>>NAS Cause
	M
	
	ENUMERATED
(Normal release,
Authentication failure,
Deregister,
Unspecified, 
…)
	

	>Protocol
	
	
	
	

	>>Protocol Cause
	M
	
	ENUMERATED
(Transfer syntax error,
Abstract syntax error (reject),
Abstract syntax error (ignore and notify),
Message not compatible with receiver state,
Semantic error,
Abstract syntax error (falsely constructed message),
Unspecified,
…)
	

	>Miscellaneous
	
	
	
	

	>>Miscellaneous Cause
	M
	
	ENUMERATED
(Control processing overload, 
Not enough user plane processing resources,
Hardware failure,
O&M intervention,
Unknown PLMN,
Unspecified, 
…)
	



The meaning of the different cause values is described in the following tables. In general, "not supported" cause values indicate that the related capability is missing. On the other hand, "not available" cause values indicate that the related capability is present, but insufficient resources were available to perform the requested action.
	Radio Network Layer cause
	Meaning

	Unspecified
	Sent for radio network layer cause when none of the specified cause values applies.

	TXnRELOCOverall expiry
	The timer guarding the handover that takes place over Xn has abnormally expired.

	Successful handover
	Successful handover.

	Release due to NG-RAN generated reason
	Release is initiated due to NG-RAN generated reason.

	Release due to 5GC generated reason
	Release is initiated due to 5GC generated reason.

	Handover cancelled
	The reason for the action is cancellation of Handover.

	Partial handover
	Provides a reason for the handover cancellation. The HANDOVER COMMAND message from AMF contained PDU Session Resource to Release List IE or QoS flow to Release List and the source NG-RAN node estimated service continuity for the UE would be better by not proceeding with handover towards this particular target NG-RAN node.

	Handover failure in target 5GC/ NG-RAN node or target system
	The handover failed due to a failure in target 5GC/NG-RAN node or target system.

	Handover target not allowed
	Handover to the indicated target cell is not allowed for the UE in question.

	TNGRELOCoverall expiry
	The reason for the action is expiry of timer TNGRELOCoverall.

	TNGRELOCprep expiry
	Handover Preparation procedure is cancelled when timer TNGRELOCprep expires.

	Cell not available
	The concerned cell is not available.

	Unknown target ID
	Handover rejected because the target ID is not known to the AMF.

	No radio resources available in target cell
	Load on target cell is too high.

	Unknown local UE NGAP ID
	The action failed because the receiving node does not recognise the local UE NGAP ID.

	Inconsistent remote UE NGAP ID
	The action failed because the receiving node considers that the received remote UE NGAP ID is inconsistent.

	Handover desirable for radio reasons
	The reason for requesting handover is radio related.

	Time critical handover
	Handover is requested for time critical reason i.e., this cause value is reserved to represent all critical cases where the connection is likely to be dropped if handover is not performed.

	Resource optimisation handover
	The reason for requesting handover is to improve the load distribution with the neighbour cells.

	Reduce load in serving cell
	Load on serving cell needs to be reduced. When applied to handover preparation, it indicates the handover is triggered due to load balancing.

	User inactivity
	The action is requested due to user inactivity on all PDU sessions, e.g., NG is requested to be released in order to optimise the radio resources.

	Radio connection with UE lost
	The action is requested due to losing the radio connection to the UE.

	Radio resources not available
	No requested radio resources are available.

	Invalid QoS combination
	The action was failed because of invalid QoS combination.

	Failure in the radio interface procedure
	Radio interface procedure has failed.

	Interaction with other procedure
	The action is due to an ongoing interaction with another procedure.

	Unknown PDU Session ID
	The action failed because the PDU Session ID is unknown in the NG-RAN node.

	Unknown QoS Flow ID
	The action failed because the QoS Flow ID is unknown in the NG-RAN node.

	Multiple PDU Session ID instances
	The action failed because multiple instance of the same PDU Session had been provided to/from the NG-RAN node.

	Multiple QoS Flow ID instances
	The action failed because multiple instances of the same QoS flow had been provided to the NG-RAN node.

	Encryption and/or integrity protection algorithms not supported
	The NG-RAN node is unable to support any of the encryption and/or integrity protection algorithms supported by the UE.

	NG intra-system handover triggered
	The action is due to a NG intra-system handover that has been triggered.

	NG inter-system handover triggered
	The action is due to a NG inter-system handover that has been triggered.

	Xn handover triggered
	The action is due to an Xn handover that has been triggered.

	Not supported 5QI value
	The QoS flow setup failed because the requested 5QI is not supported.

	UE context transfer
	The action is due to a UE resumes from the NG-RAN node different from the one which sent the UE into RRC_INACTIVE state.

	IMS voice EPS fallback or RAT fallback triggered
	The setup of QoS flow is failed due to EPS fallback or RAT fallback for IMS voice using handover or redirection.

	UP integrity protection not possible
	The PDU session cannot be accepted according to the required user plane integrity protection policy.

	UP confidentiality protection not possible
	The PDU session cannot be accepted according to the required user plane confidentiality protection policy.

	Slice(s) not supported
	Slice(s) not supported.

	UE in RRC_INACTIVE state not reachable
	The action is requested due to RAN paging failure.

	Redirection
	The release is requested due to inter-system redirection or intra-system redirection.

	Resources not available for the slice(s)
	The requested resources are not available for the slice(s).

	UE maximum integrity protected data rate reason
	The request is not accepted in order to comply with the maximum data rate for integrity protection supported by the UE.

	Release due to CN-detected mobility
	The context release is requested by the AMF because the UE is already served by another CN node (same or different system), or another NG interface of the same CN node.

	N26 interface not available
	The action failed due to a temporary failure of the N26 interface.

	Release due to pre-emption
	Release is initiated due to pre-emption.

	NID not supported
	[bookmark: _GoBack]The action failed NID due to the invalid NID.

	CAG(s) not supported
	The action failed because the CAG(s) is not supported.

	CAG Access Only
	The action failed because the UE is only allowed to access CAG cells.



	Transport Layer cause
	Meaning

	Transport resource unavailable
	The required transport resources are not available.

	Unspecified
	Sent when none of the above cause values applies but still the cause is Transport Network Layer related.



	NAS cause
	Meaning

	Normal release
	The release is normal.

	Authentication failure
	The action is due to authentication failure.

	Deregister
	The action is due to deregister.

	Unspecified
	Sent when none of the above cause values applies but still the cause is NAS related.



	Protocol cause
	Meaning

	Transfer syntax error
	The received message included a transfer syntax error.

	Abstract syntax error (reject)
	The received message included an abstract syntax error and the concerning criticality indicated "reject".

	Abstract syntax error (ignore and notify)
	The received message included an abstract syntax error and the concerning criticality indicated "ignore and notify".

	Message not compatible with receiver state
	The received message was not compatible with the receiver state.

	Semantic error
	The received message included a semantic error.

	Abstract syntax error (falsely constructed message)
	The received message contained IEs or IE groups in wrong order or with too many occurrences.

	Unspecified
	Sent when none of the above cause values applies but still the cause is Protocol related.



	Miscellaneous cause
	Meaning

	Control processing overload
	Control processing overload.

	Not enough user plane processing resources
	Not enough resources are available related to user plane processing.

	Hardware failure
	Action related to hardware failure.

	O&M intervention
	The action is due to O&M intervention.

	Unknown PLMN
	The AMF does not identify any PLMN provided by the NG-RAN node.

	Unspecified failure
	Sent when none of the above cause values applies and the cause is not related to any of the categories Radio Network Layer, Transport Network Layer, NAS or Protocol.
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