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	Reason for change:
	As specified in TS 23.501, SA2 agreed the enforcement of the UP integrity protection. 
· It is responsibility of the NG-RAN to enforce that the maximum UP integrity protection data rate delivered to the UE in downlink is not exceeding the maximum supported data rate for integrity protection.
· It is expected that generally the UP integrity protection data rate applied by the UE in uplink will not exceed the indicated maximum supported data rate, but the UE is not required to perform strict rate enforcement. 

At RAN3#103 meeting, it was agreed that optionally both the S-NG-RAN node Maximum Integrity Protected Data Rate Uplink and S-NG-RAN node Maximum Integrity Protected Data Rate Downlink are provided from the MN the SN. 

Hence it requires to clearly indicate the enforcement of the UP integrity protection mechanism in the stage 2 description.


	
	

	Summary of change:
	Added the description on the maximum bit rate for integrity protection.


Impact Analysis:
Impact assessment towards the previous version of the specification (same release): 
· This CR has isolated impact with the previous version of the specification (same release) 
· This CR has an impact under functional point of view. 
· The impact can be considered isolated because the change affects the UP integrity protection enforcement


	
	

	Consequences if not approved:
	It is ambiguous regarding the enforcement of the maximum bit rate for integrity protection for dual connectivity case.
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[bookmark: _Toc535235063]9	Security related aspects
<Unchanged Text Omitted>
For MR-DC with 5GC, UP integrity protection can be configured on a per radio bearer basis. The maximum data rate for integrity protected DRBs in the DL is enforced by the MN for SDAP entities hosted in the MN. The maximum data rate for integrity protected DRBs in the DL is enforced by the SN for SDAP entities hosted in the SN. The maximum supported data rate for integrity protected DRBs in the UL is enforced by the UE, but the UE is not required to perform strict rate enforcement as specified in TS 38.300 [3]. All DRBs which belong to the same PDU session always have the same UP integrity protection activation, i.e., either on or off:
-	For NR-DC: MN and/or SN terminated DRBs of a PDU session can have UP integrity protection activation either on or off.
-	For NE-DC: MN terminated DRBs of a PDU session can have UP integrity protection activation on; however, in this case, the MN will not at any point offload any DRB of such PDU session to the SN. SN terminated DRBs of a PDU session always have UP integrity protection activation off.
-	For NGEN-DC: Both MN terminated and SN terminated DRBs of a PDU session always have UP integrity protection activation off.




