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1   Introduction
At last RAN3#105 and RAN3#105bis discussions started on NPN.

It has been decided to organize the discussions around key topics. 

The following addresses the Access Control topic.

This paper proposes TP for TS 38.413.

TP for NPN BL CR for TS38.413
8.6.1.2
Successful Operation
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Figure 8.6.1.2-1: Initial UE message

The NG-RAN node initiates the procedure by sending an INITIAL UE MESSAGE message to the AMF. The NG-RAN node shall allocate a unique RAN UE NGAP ID to be used for the UE and the NG-RAN node shall include this identity in the INITIAL UE MESSAGE message. 

The NAS-PDU IE contains a UE – AMF message that is transferred without interpretation in the NG-RAN node.

In case of network sharing, the selected PLMN is indicated by the PLMN Identity IE within the TAI IE included in the INITIAL UE MESSAGE message.

When the NG-RAN node has received from the radio interface the 5G-S-TMSI IE, it shall include it in the INITIAL UE MESSAGE message.

If the AMF Set ID IE is included in the INITIAL UE MESSAGE message this indicates that the message is a rerouted message and the AMF shall, if supported, use the IE as described in TS 23.502 [10].

If the UE Context Request IE is included in the INITIAL UE MESSAGE message the AMF shall trigger an Initial Context Setup procedure towards the NG-RAN node.

If the Allowed NSSAI IE is included in the INITIAL UE MESSAGE message the AMF shall use the IE as defined in TS 23.502 [10].

If the Source to Target AMF Information Reroute IE is included in the INITIAL UE MESSAGE message the AMF shall use the IE as defined in TS 23.502 [10].
If the establishment of the UE-associated logical NG-connection towards the 5GC is performed due to an RRC connection establishment originating from an SNPN cell, the SNPN Id IE indicated by the UE shall be included in the INITIAL UE MESSAGE message.

If the establishment of the UE-associated logical NG-connection towards the 5GC is performed due to an RRC connection establishment originating from a CAG cell, the list of CAG IDs supported by the cell shall be included in the Cell CAG List IE in the INITIAL UE MESSAGE message.

8.6.1.3
Abnormal Conditions

If the 5G-S-TMSI is not received by the AMF in the INITIAL UE MESSAGE message whereas expected, the AMF shall consider the procedure as failed.
If the INITIAL UE MESSAGE message contains a SNPN ID IE which is not allowed for the UE, the AMF shall consider the procedure as failed.
If the establishment of the UE-associated logical NG-connection towards the 5GC is performed due to an RRC connection establishment originating from a CAG cell and the CAG selected by the UE does not match one of the CAG IDs supported by the cell, the AMF shall consider the procedure as failed.
If the establishment of the UE-associated logical NG-connection towards the 5GC is performed due to an RRC connection establishment originating from a non-CAG cell and the UE is not allowed to access non-CAG cells, the AMF shall consider the procedure as failed.
Next change
9.2.5.1
INITIAL UE MESSAGE

This message is sent by the NG-RAN node to transfer the initial layer 3 message to the AMF over the NG interface.

Direction: NG-RAN node ( AMF
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	ignore

	RAN UE NGAP ID
	M
	
	9.3.3.2
	
	YES
	reject

	NAS-PDU
	M
	
	9.3.3.4
	
	YES
	reject

	User Location Information
	M
	
	9.3.1.16
	
	YES
	reject

	RRC Establishment Cause
	M
	
	9.3.1.111
	
	YES
	ignore

	5G-S-TMSI
	O
	
	9.3.3.20
	
	YES
	reject

	AMF Set ID
	O
	
	9.3.3.12
	
	YES
	ignore

	UE Context Request
	O
	
	ENUMERATED (requested, ...)
	
	YES
	ignore

	Allowed NSSAI
	O
	
	9.3.1.31
	
	YES
	reject

	Source to Target AMF Information Reroute
	O
	
	9.3.3.27
	
	YES
	ignore

	SNPN ID
	O
	
	9.3.1.x1
	
	YES
	reject

	Cell CAG List
	O
	
	9.3.1.x5
	
	YES
	reject


Next change
9.3.1.2
Cause

The purpose of the Cause IE is to indicate the reason for a particular event for the NGAP protocol.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	CHOICE Cause Group
	M
	
	
	

	>Radio Network Layer
	
	
	
	

	>>Radio Network Layer Cause 
	M
	
	ENUMERATED
(Unspecified,

TXnRELOCOverall expiry,

Successful handover,

Release due to NG-RAN generated reason,

Release due to 5GC generated reason,

Handover cancelled,

Partial handover,

Handover failure in target 5GC/NG-RAN node or target system,

Handover target not allowed,

TNGRELOCoverall expiry,

TNGRELOCprep expiry,

Cell not available,

Unknown target ID,

No radio resources available in target cell,

Unknown local UE NGAP ID,

Inconsistent remote UE NGAP ID,

Handover desirable for radio reasons,

Time critical handover,

Resource optimisation handover,

Reduce load in serving cell,

User inactivity,

Radio connection with UE lost,

Radio resources not available,

Invalid QoS combination,

Failure in the radio interface procedure,

Interaction with other procedure,

Unknown PDU Session ID,

Unknown QoS Flow ID,
Multiple PDU Session ID Instances,

Multiple QoS Flow ID Instances,

Encryption and/or integrity protection algorithms not supported,

NG intra-system handover triggered,

NG inter-system handover triggered,

Xn handover triggered,

Not supported 5QI value,
UE context transfer,
IMS voice EPS fallback or RAT fallback triggered,

UP integrity protection not possible,

UP confidentiality protection not possible,

Slice(s) not supported,

UE in RRC_INACTIVE state not reachable,

Redirection,

Resources not available for the slice(s),

UE maximum integrity protected data rate reason,

Release due to CN-detected mobility,
…, N26 interface not available, Release due to pre-emption, Invalid NPN access)
	

	>Transport Layer
	
	
	
	

	>>Transport Layer Cause
	M
	
	ENUMERATED
(Transport resource unavailable,

Unspecified,
…)
	

	>NAS
	
	
	
	

	>>NAS Cause
	M
	
	ENUMERATED

(Normal release,

Authentication failure,

Deregister,
Unspecified, 

…)
	

	>Protocol
	
	
	
	

	>>Protocol Cause
	M
	
	ENUMERATED
(Transfer syntax error,
Abstract syntax error (reject),
Abstract syntax error (ignore and notify),
Message not compatible with receiver state,

Semantic error,

Abstract syntax error (falsely constructed message),

Unspecified,

…)
	

	>Miscellaneous
	
	
	
	

	>>Miscellaneous Cause
	M
	
	ENUMERATED
(Control processing overload, 

Not enough user plane processing resources,
Hardware failure,
O&M intervention,
Unknown PLMN,

Unspecified, 

…)
	


The meaning of the different cause values is described in the following tables. In general, "not supported" cause values indicate that the related capability is missing. On the other hand, "not available" cause values indicate that the related capability is present, but insufficient resources were available to perform the requested action.

	Radio Network Layer cause
	Meaning

	Unspecified
	Sent for radio network layer cause when none of the specified cause values applies.

	TXnRELOCOverall expiry
	The timer guarding the handover that takes place over Xn has abnormally expired.

	Successful handover
	Successful handover.

	Release due to NG-RAN generated reason
	Release is initiated due to NG-RAN generated reason.

	Release due to 5GC generated reason
	Release is initiated due to 5GC generated reason.

	Handover cancelled
	The reason for the action is cancellation of Handover.

	Partial handover
	Provides a reason for the handover cancellation. The HANDOVER COMMAND message from AMF contained PDU Session Resource to Release List IE or QoS flow to Release List and the source NG-RAN node estimated service continuity for the UE would be better by not proceeding with handover towards this particular target NG-RAN node.

	Handover failure in target 5GC/ NG-RAN node or target system
	The handover failed due to a failure in target 5GC/NG-RAN node or target system.

	Handover target not allowed
	Handover to the indicated target cell is not allowed for the UE in question.

	TNGRELOCoverall expiry
	The reason for the action is expiry of timer TNGRELOCoverall.

	TNGRELOCprep expiry
	Handover Preparation procedure is cancelled when timer TNGRELOCprep expires.

	Cell not available
	The concerned cell is not available.

	Unknown target ID
	Handover rejected because the target ID is not known to the AMF.

	No radio resources available in target cell
	Load on target cell is too high.

	Unknown local UE NGAP ID
	The action failed because the receiving node does not recognise the local UE NGAP ID.

	Inconsistent remote UE NGAP ID
	The action failed because the receiving node considers that the received remote UE NGAP ID is inconsistent.

	Handover desirable for radio reasons
	The reason for requesting handover is radio related.

	Time critical handover
	Handover is requested for time critical reason i.e., this cause value is reserved to represent all critical cases where the connection is likely to be dropped if handover is not performed.

	Resource optimisation handover
	The reason for requesting handover is to improve the load distribution with the neighbour cells.

	Reduce load in serving cell
	Load on serving cell needs to be reduced. When applied to handover preparation, it indicates the handover is triggered due to load balancing.

	User inactivity
	The action is requested due to user inactivity on all PDU sessions, e.g., NG is requested to be released in order to optimise the radio resources.

	Radio connection with UE lost
	The action is requested due to losing the radio connection to the UE.

	Radio resources not available
	No requested radio resources are available.

	Invalid QoS combination
	The action was failed because of invalid QoS combination.

	Failure in the radio interface procedure
	Radio interface procedure has failed.

	Interaction with other procedure
	The action is due to an ongoing interaction with another procedure.

	Unknown PDU Session ID
	The action failed because the PDU Session ID is unknown in the NG-RAN node.

	Unknown QoS Flow ID
	The action failed because the QoS Flow ID is unknown in the NG-RAN node.

	Multiple PDU Session ID instances
	The action failed because multiple instance of the same PDU Session had been provided to/from the NG-RAN node.

	Multiple QoS Flow ID instances
	The action failed because multiple instances of the same QoS flow had been provided to the NG-RAN node.

	Encryption and/or integrity protection algorithms not supported
	The NG-RAN node is unable to support any of the encryption and/or integrity protection algorithms supported by the UE.

	NG intra-system handover triggered
	The action is due to a NG intra-system handover that has been triggered.

	NG inter-system handover triggered
	The action is due to a NG inter-system handover that has been triggered.

	Xn handover triggered
	The action is due to an Xn handover that has been triggered.

	Not supported 5QI value
	The QoS flow setup failed because the requested 5QI is not supported.

	UE context transfer
	The action is due to a UE resumes from the NG-RAN node different from the one which sent the UE into RRC_INACTIVE state.

	IMS voice EPS fallback or RAT fallback triggered
	The setup of QoS flow is failed due to EPS fallback or RAT fallback for IMS voice using handover or redirection.

	UP integrity protection not possible
	The PDU session cannot be accepted according to the required user plane integrity protection policy.

	UP confidentiality protection not possible
	The PDU session cannot be accepted according to the required user plane confidentiality protection policy.

	Slice(s) not supported
	Slice(s) not supported.

	UE in RRC_INACTIVE state not reachable
	The action is requested due to RAN paging failure.

	Redirection
	The release is requested due to inter-system redirection or intra-system redirection.

	Resources not available for the slice(s)
	The requested resources are not available for the slice(s).

	UE maximum integrity protected data rate reason
	The request is not accepted in order to comply with the maximum data rate for integrity protection supported by the UE.

	Release due to CN-detected mobility
	The context release is requested by the AMF because the UE is already served by another CN node (same or different system), or another NG interface of the same CN node.

	N26 interface not available
	The action failed due to a temporary failure of the N26 interface.

	Release due to pre-emption
	Release is initiated due to pre-emption.

	Invalid NPN access
	Access was requested to an unauthorized Non Public Network.


	Transport Layer cause
	Meaning

	Transport resource unavailable
	The required transport resources are not available.

	Unspecified
	Sent when none of the above cause values applies but still the cause is Transport Network Layer related.


Next change
9.3.1.85
Mobility Restriction List
This IE defines roaming or access restrictions for subsequent mobility action for which the NG-RAN provides information about the target of the mobility action towards the UE, e.g., handover, or for SCG selection during dual connectivity operation or for assigning proper RNAs. NG-RAN behaviour upon receiving this IE is specified in TS 23.501 [9].

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Serving PLMN
	M
	
	PLMN Identity

9.3.3.5
	
	-
	

	Equivalent PLMNs
	
	0..<maxnoofEPLMNs>
	
	Allowed PLMNs in addition to Serving PLMN.

This list corresponds to the list of "equivalent PLMNs" as defined in TS 24.501 [26].

This list is part of the roaming restriction information. Roaming restrictions apply to PLMNs other than the Serving PLMN and Equivalent PLMNs.
	-
	

	>PLMN Identity
	M
	
	9.3.3.5
	
	-
	

	RAT Restrictions
	
	0..<maxnoofEPLMNsPlusOne>
	
	This IE contains RAT restriction related information as specified in TS 23.501 [9].
	-
	

	>PLMN Identity
	M
	
	9.3.3.5
	
	-
	

	>RAT Restriction Information
	M
	
	BIT STRING {

e-UTRA (0),

nR (1) }

(SIZE(8, …))
	Each position in the bitmap represents a RAT.

If a bit is set to "1", the respective RAT is restricted for the UE.

If a bit is set to "0", the respective RAT is not restricted for the UE.

Bits 2-7 reserved for future use. 
	-
	

	Forbidden Area Information
	
	0..<maxnoofEPLMNsPlusOne>
	
	This IE contains Forbidden Area information as specified in TS 23.501 [9].
	-
	

	>PLMN Identity
	M
	
	9.3.3.5
	
	-
	

	>Forbidden TACs
	
	1..<maxnoofForbTACs>
	
	
	-
	

	>>TAC
	M
	
	9.3.3.10
	The TAC of the forbidden TAI.
	-
	

	Service Area Information
	
	0..<maxnoofEPLMNsPlusOne>
	
	This IE contains Service Area Restriction information as specified in TS 23.501 [9].
	-
	

	>PLMN Identity
	M
	
	9.3.3.5
	
	-
	

	>Allowed TACs
	
	0..<maxnoofAllowedAreas>
	
	
	-
	

	>>TAC
	M
	
	9.3.3.10
	The TAC of the allowed TAI.
	-
	

	>Not Allowed TACs
	
	0..<maxnoofAllowedAreas>
	
	
	-
	

	>>TAC
	M
	
	9.3.3.10
	The TAC of the not-allowed TAI.
	-
	

	Last E-UTRAN PLMN Identity
	O
	
	PLMN Identity

9.3.3.5
	Indicates the E-UTRAN PLMN ID from where the UE formerly handed over to 5GS and which is preferred in case of subsequent mobility to EPS.
	YES
	ignore

	Core Network Type Restriction for Serving PLMN
	O
	
	ENUMERATED( EPCForbidden,…)
	Indicates whether the UE is restricted to connect to EPC for the Serving PLMN as specified in TS 23.501 [9].
	YES
	ignore

	Core Network Type Restriction for Equivalent PLMNs
	
	0..<maxnoofEPLMNs>
	
	
	YES
	ignore

	>PLMN Identity
	M
	
	9.3.3.5
	Includes any of the Equivalent PLMNs listed in the Mobility Restriction List IE for which CN Type restriction applies as specified in TS 23.501 [9].
	-
	

	>Core Network Type Restriction
	M
	
	ENUMERATED( EPCForbidden, 5GCForbidden,…)
	Indicates whether the UE is restricted to connect to EPC or to 5GC for this PLMN.
	
	

	Serving NID
	O
	
	NID

9.3.1.x2
	
	-
	

	Allowed CAG Information
	O
	
	9.3.1.x4
	
	-
	


	Range bound
	Explanation

	maxnoofEPLMNs
	Maximum no. of equivalent PLMNs. Value is 15.

	maxnoofEPLMNsPlusOne
	Maximum no. of allowed PLMNs. Value is 16.

	maxnoofForbTACs
	Maximum no. of forbidden Tracking Area Codes. Value is 4096.

	maxnoofAllowedAreas
	Maximum no. of allowed or not allowed Tracking Areas. Value is 16.


9.3.1.x1
SNPN ID

This IE is used to identify a stand-alone NPN as defined in TS 23.501 [9].

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	PLMN Identity
	M
	
	9.3.3.5
	

	NID
	M
	
	9.3.1.x2
	


9.3.1.x2
NID 
This information element indicates the Network identifier of a Stand-Alone NPN, as defined in TS 23.003 [21].

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	NID
	M
	
	BIT STRING (SIZE (xx))
	


9.3.1.x3
CAG Id 
This information element indicates the identifier of the Closed Acces Group, as defined in TS 23.003 [21].

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	CAG Id
	M
	
	BIT STRING (SIZE (xx))
	


9.3.1.x4
Allowed CAG Information

This IE provides information about support of closed access groups for a UE.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	CAG Limitation
	M
	
	ENUMERATED (non-CAG allowed, non-CAG not-allowed, …) 
	Indicates whether the UE is allowed to access non-CAG cells. 

	Allowed CAG List 
	
	
	
	

	>Allowed CAG Item
	
	1..<maxnoofCAGsperUE>
	
	Indicates the allowed closed access groups.

	>>CAG ID
	M
	
	9.3.1.x
	


	Range bound
	Explanation

	maxnoofCAGsperUE
	Maximum no. of CAGs per UE per PLMN. Value is 4096.


9.2.3.x5

Cell CAG List
This IE indicates the list of CAG IDs supported by a cell.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	CAG Item
	
	1..<maxnoofCAGsperCell>
	
	

	>CAG ID
	M
	
	9.3.1.x3
	


	Range bound
	Explanation

	maxnoofCAGsperCell
	Maximum no. of CAGs per cell. Value is 64. Max is 12 in this release. 
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