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1. Introduction

RAN has agreed a new Work Item on Private Network Support for NG-RAN [1]. This follows work in SA which is now being followed up in RAN and CT. Broadly, this covers two types of NPN, standalone (SNPN) and public network integrated (PNI-NPN). 
In RAN3#105, there was a preliminary discussion of RAN3 impacts, some agreements were reached, and some open issues identified [2]. This document considers the aspects related to the operation of access control.
2. Discussion of Access Control
PNI-NPN:

The identified open issues are as follows:

a/ need to add selected CAG ID to the Initial UE message? (Likely but to be confirmed due to ongoing discussions on privacy in MSG5);(If CAG ID not in msg5, pre-check? then maybe list of cell CAG IDs to be sent in initial UE message?)

b/ after verification by AMF, new cause in release message?

Initial access control aims at identifying and blocking cases of potential mismatch between the cell’s CAG support, and the UE’s CAG configuration. Normally (with exception of emergency services access), the UE should not access a cell that does not support one of its configured CAGs, so this type of mismatch is likely to be a rare case as UE camping procedures should preclude it.

Depending on ongoing privacy discussions, it is possible that the RAN will receive no CAG information in the initial RRC messages. In this case, and since membership verification has to be performed in the AMF anyway, it seems efficient to allow the AMF to also perform the cell support check. This has the advantage that the procedural flow is simple as there is a single checkpoint.

To make this possible, the NG-RAN node should provide the CAG configuration of the cell accessed by the UE in the INITIAL UE MESSAGE towards the AMF. This avoids forcing the AMF to store CAG/NID configuration per cell. 

Therefore the answer to (a) depends on ongoing discussions in other groups, but there may be benefits in anyway assuming that the access control is performed by the AMF.

For (b), this can be considered once (a) is settled. We would assume that there would be a NAS level rejection in case of mismatch, followed by NGAP release procedure, and it would be useful to have a specific cause in the interests of statistics gathering at the RAN.

Observation 1: AMF could act as a central point of verification for access control, but this is pending discussions in other groups.

Observation 2: If P1 is accepted, AMF needs to be aware of the access cell’s CAG configuration.
SNPN:

In [2] the only open issue is:

After verification in AMF, new cause in release message? 
This type of release (SNPN verification failure) seems more unlikely since the UE is registered with the SNPN. Actually it is similar to a PLMN selection error, which normally would be detected by the RAN node. Currently there are no cause values that map directly to this use case (PLMN mismatch), and so we can assume that there is no requirement for the SNPN mismatch case either.
Observation 3: There does not seem to be a strong requirement for a new cause value for SNPN verification failure.
3. Conclusions
The following are put forward based on the discussion in this document:
Observation 1: AMF could act as a central point of verification for access control, but this is pending discussions in other groups.

Observation 2: If P1 is accepted, AMF needs to be aware of the access cell’s CAG configuration.
Observation 3: There does not seem to be a strong requirement for a new cause value for SNPN verification failure.
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