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Introduction
A discussion on the need to enhance RAN interface procedures to support establishment of IPSec was taken in RAN3. This document provides a summary on the following points:
CB: # 62_IPsec_setup
-  a priori setup == at interface setup?
- on the fly setup?
- not necessary to provide IPsec address at or before DRB setup?
- impacts on ANR?
- UP only or UP and CP?

Discussion
It needs to be clarified that the “a priori” setup of IPSec tunnel, as per contribution in [1], is intended as the establishment of an IPSec tunnel at interface setup. 

There is consensus in RAN3 to support a priori setup of IPSec tunnels. 
This implies that IPSec Server and IPSec Client exchange their (outer) IPSec addresses via the following messages:
· F1 Setup Request/Response
· GNB-CU-UP E1 Setup Request/Response, GNB-CU-CP E1 Setup Request/Response 
· EN-DC X2 Setup Request/Response (For EN-DC)
· Xn Setup Request/Response (for MR-DC)

In order to allow updates of the (outer) IPSec tunnel address, IPSec Server and IPSec Client should exchange IPSec addresses via the following messages:

· F1: gNB-CU/gNB-DU Configuration Update
· E1:  gNB-CU-CP/gNB-CU-UP Configuration Update
· X2: EN-DC Cconfiguration Update/Confguration Update Acknowledge
· Xn: NG-RAN NODE Configuration Update/ Configuration Update Acknowledge

Proposal1: it is proposed to agree that “a priori” IPSec address exchange via the procedures listed above is addressed by RAN3, namely adding IPSec addresses to the following procedures:

· F1 Setup Request/Response
· F1: gNB-CU/gNB-DU Configuration Update
· GNB-CU-UP E1 Setup Request/Response, GNB-CU-CP E1 Setup Request/Response 
· E1:  gNB-CU-CP/gNB-CU-UP Configuration Update
· EN-DC X2 Setup Request/Response (For EN-DC)
· X2: EN-DC Cconfiguration Update/Confguration Update Acknowledge
· Xn Setup Request/Response (for MR-DC)
· Xn: NG-RAN NODE Configuration Update/ Configuration Update Acknowledge
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In [1] “on the fly” exchange of IPSec addresses was also proposed. This is done to avoid the setup of potentially a large number of IPSec tunnels towards a single node. 
Proposal 2: It is proposed to continue discussions on “on the fly” IPSec tunnel setup

Regarding the question of addressing UP only or UP and CP, there seems to be some support to cover both scenarios
Proposal 3: On the basis of some companies support for covering both UP and CP, it is proposed to work on a solution for both scenarios
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