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1   Discussion and proposal
RAN3 had extensively discussed the support of secured signaling connection in 2018 and this support has been agreed.  This agreement materialized within the Initial Context setup request by:

· Security Context IE kept mandatory,

· PDU Session Resource List IE optional.
However, at last meeting also the UE Context Request IE was added optional in the Initial UE Message.

If the UE Context Request IE is included in the INITIAL UE MESSAGE message the AMF shall trigger an Initial Context Setup procedure towards the NG-RAN node.

By this statement, power was given to the NG-RAN node for some use cases known by RAN (e.g. MDT) to force AMF to use ICSR (Initial UE Context Setup Request) and therefore the security to be used when there is signaling only connection.
This IE was meant optional because it was agreed that there may be cases where the NG-RAN node does not request secured signaling only connection to be used.
Therefore, during registration procedure security can be enforced today by two means:

· NG-RAN node can include the UE Context Request IE to force AMF to use ICSR,

· AMF can potentially trigger ICSR even if the UE Context Request IE was not included in the initial UE message,
Assume now that an operator prefers to always use security for signaling only connections it has therefore two options:

· configure AMF to always use ICSR, (1)

· configure the NG-RAN node to always include the UE Context Request IE.  (2)
This flexibility looks nice at first sight but it actually creates an interoperability problem. 
Our interoperability concern is as follows through an example:

An operator wants to have all its signaling connections secured. Is the expectation that:

1/ NG-RAN node should be configurable by an operator so that it always includes the UE Context Request IE

2/ AMF should be configurable by an operator so that it always triggers the Init Context Setup procedure after Initial UE Message (i.e. even if absence of receiving UE Context Request IE).
Is it interpretation 1/ or interpretation 2/ ? 
If Vendor 2 NG-RAN node thinks 2/ applies and Vendor 1 AMF thinks 1/ applies, then Vendor 2 NG-RAN node will not include the UE Context Request IE and the Vendor 1 AMF will not trigger the Init Context Setup Request because it didn’t receive the UE Context Request IE (i.e. it was expecting Vendor 2 NG-RAN node to act). Security will not be done as expected by the operator.
Said differently, an AMF vendor which thinks (1) is the correct interpretation could implement to use ICSR only if it receives the UE Context Request IE in the initial UE message, and be 3GPP compliant. This could be justified by the following statement in step 3 and step 9c of section 4.2.2.2.2 of TS 23.502: 
When NG-RAN is used, the N2 parameters include the Selected PLMN ID, Location Information and Cell Identity related to the cell in which the UE is camping, UE Context Request which indicates that a UE context including security information needs to be setup at the NG-RAN

And step 9c:

The AMF initiates NGAP procedure to provide the 5G-AN with security context as specified in TS 38.413 [10] if the 5G-AN had requested for UE Context

An NG-RAN node vendor which think (2) is the correct interpretation could decide to NOT implement the UE Context Request IE (e.g. release 15 NG-RAN node which does not support MDT feature) or NOT offer the option to have it configurable by the operator.
It is proposed that RAN3 discusses this point and clarifies in one direction between interpretation 1/ and interpretation 2/ above.
Proposal: discuss the above interoperability issue and agree the CR in [3]. 
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