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1
Introduction
This paper discusses IPsec pre-establishment solution and its applicability to F1AP and E1AP. Corresponding text proposals are also provided in  [1][2].

2
Discussion

Support for IPSec is mandatory in disaggregated gNB architecture and defined in TS 33.501 as follows
· IPsec is mandatory to implement on the gNB-DU and on the gNB-CU. On the gNB-CU side, a SEG may be used to terminate the IPsec tunnel. Both F1-C and F1-U traffic shall be possible to protect.
· IPsec is mandatory to support on the gNB-CU-UP and the gNB-CU-CP. Observe that on both the gNB-CU-CP and the gNB-CU-UP sides, a SEG may be used to terminate the IPsec tunnel.
Observation 1: IPsec support is mandatory for both F1 (F1-C and F1-U) and E1 interfaces

Observation 2: A SEG may be used to terminate the IPsec tunnel at gNB-CU in case of F1.

Observation 3: A SEG may be used to terminate the IPsec tunnel at either or both gNB-CU-CP and gNB-CU-UP in case of E1.
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Figure 1. Disaggregated gNB architecture (TS 38.401)
When a SEG is used at the centralized node(s), the IPsec tunnels terminate at the SEG. Otherwise, the IPsec tunnels will terminate directly at the gNB-CU-CP and gNB-CU-UP directly. In order to establish the IPsec tunnel between nodes, the IPsec tunnel endpoint addresses (IP@) need to be known. 
To setup an F1-C or E1 interface for control plane traffic, the originating node must have a Transport Layer Address (TNL address) pre-configured.
· F1AP: gNB-DU sets up F1-C interface using a pre-configured TNL address of the gNB-CU 
· E1AP: Either gNB-CU-CP or gNB-CU-UP can set up the E1 interface using a pre-configured TNL address

For the F1-U interface for user plane traffic, the following mechanisms take place.
· E1AP: gNB-CU-CP and gNB-CU-UP exchange user plane TNL addresses to which the data shall be transmitted (NG-U UL TNL and F1-U DL TNL respectively)

· gNB-CU-CP provides the UL TNL address information for NG-U to the gNB-CU-UP via BEARER CONTEXT SETUP REQUEST message.
· gNB-CU-UP provides the DL TNL address information for F1-U via BEARER CONTEXT SETUP RESPONSE message.

· F1AP: gNB-CU-CP and gNB-DU exchange user plane TNL addresses to which the data shall be transmitted (F1-U UL TNL and F1-U DL TNL respectively)
· gNB-CU-CP provides the UL TNL address information for each DRB via UE CONTEXT SETUP REQUEST message. 
· gNB-DU provides the DL TNL address information for each DRB via UE CONTEXT SETUP RESPONSE message.   

TNL addresses for control plane (F1-C, E1) as well as user plane (F1-U) can be updated with corresponding configuration update procedures. 

In the existing specifications, there is no distinction between IP@ without IPsec security and IP@ with IPsec security. Likewise, there is no special distinction of whether the TNL address corresponds to a SEG or terminates directly at a gNB-CU-CP/gNB-CU-UP. This presents some challenges when a SEG is not used as there may be ambiguity as to what termination point the address points to (e.g., a whole unit or an individual board supporting a logical entity).
User-plane TNL addresses are not also known beforehand and these are exchanged via UE context setup and Bearer context setup procedures when a Data Radio Bearer is established. This is suboptimal when IPsec is used since IPsec tunnel establishment requires time. Thus, incurs additional end user delay when the first call is set up. The additional latency may be significant due to the asymmetric cryptography used in the IKEv2 setup phase. This delay could be avoided if the IPsec tunnel is established ahead of time.
Observation 4: IPsec tunnel establishment incurs delay and current specification does not support IPsec tunnel establishment prior to DRBs being set up. 

Centralized scenarios using virtualized gNB-CU-CP and gNB-CU-UP may scale up/down depending on processing/traffic demand and conditions. Thus, additional virtual machines for both control-plane and user-plane may be created and deleted dynamically. Thus, it is not possible to statically configure the remote IPsec IP@ at the gNB-CU-CP or gNB-CU-UP for the virtual machines created/deleted dynamically. 
Observation 5: It is not possible to statically configure IPsec IP@ towards the gNB-CU-CP and gNB-CU-UP in virtualized scenarios, as virtual machines may be added and deleted dynamically. 

Given the existing specifications make no differentiation between IP@ without IPsec security and IP@ with IPsec security, it is not possible to indicate a separate IPsec tunnel endpoint to be used for F1-C and E1-C when these interfaces are set up or updated.

Observation 6: It is not possible to indicate a separate IPsec tunnel endpoint when F1-C and E1-C interfaces are setup or updated. 
A solution to the above challenges is to support IPsec tunnel establishment in advance. To do so, the IPsec IP@ shall be possible to convey and be modified via configuration update procedures. Likewise, the receiving node shall be able to determine whether the IP@ received is meant for usage with IPsec security or not. 
Proposal 1: It is proposed to differentiate between IP addresses without IPsec security and IP addresses with IPsec security in F1 and E1 specifications.

Proposal 2: It is proposed to support update of user-plane IPsec endpoint addresses via setup and configuration update procedures in F1 and E1.
Proposal 3: It is proposed to support update of control-plane IPsec endpoint addresses via setup and configuration update procedures in F1 and E1.

3
Conclusions
Proposal 1: It is proposed to differentiate between IP addresses without IPsec security and IP addresses with IPsec security in F1 and E1 specifications.

Proposal 2: It is proposed to support update of user-plane IPsec endpoint addresses via setup and configuration update procedures in F1 and E1.

Proposal 3: It is proposed to support update of control-plane IPsec endpoint addresses via setup and configuration update procedures in F1 and E1.

Proposal 4: It is proposed to agree the changes proposed in CRs in [1][2].
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