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1. Introduction

RAN has agreed a new Work Item on Private Network Support for NG-RAN [1]. This follows work in SA which is now being followed up in RAN and CT. Broadly, this covers two types of NPN, standalone (SNPN) and public network integrated (PNI-NPN). The two types are distinct, but from the point of view of RAN3 specifications, both their impacts will be considered together. As a general note, all references to “PNI-NPN” are to be read as “PNI-NPN using CAG(s)”.
This document examines the operation of NPN access control. 

2. NPN Access Control
2.1 General access control

Initial verification on access is performed by the AMF. The AMF receives the selected CAG or NID and checks this against the subscription data for the UE. 
Signalling support is as follows:

· For PNI-NPN, when UE performs access procedures in a CAG cell, the UE signals a selected CAG (along with PLMN) for the specific cell, and this information is passed to the AMF in the NGAP Initial UE Message.
· For SNPN, the UE signals a selected NID (plus PLMN), and this information is passed to the AMF (NGAP Initial UE Message).

Error cases (e.g. if subscription does not match the selected CAG/PLMN combination) can be handled via normal NGAP/NAS signalling and do not require special handling with possible exception of a cause value (to be used in case of release of the NGAP connection).
Proposal 1: Include CAG and NID in NGAP Initial UE Message, and add a new cause value for release due to NPN access verification failure.
2.2 Emergency service support
For PNI-NPN, emergency services are supported, and it may be assumed that UE’s CAG list and cell’s CAG support are ignored when the UE accesses with RRC cause = emergency. Once a PDU sessions is established, ARP values can be used to toggle between emergency and normal handling.
For SNPN, there is no support, and therefore no requirements. This applies both to SNPN cells and for UEs operating in SNPN access mode.
Note that some specifics are very dependent on RAN2 signalling. For example, the issue of whether emergency calls in CAG cells are supported for (i) rel-16 UEs, or (ii) CAG-supporting UEs, will have an impact on UE behaviour, and may have an impact on signalling. However we can wait until RAN2/SA2 develop this further.
Proposal 2: For now, no changes seem needed for emergency call access in CAG cells, but this can be revisited based on RAN2 progress.

2.3 Cell mismatch (no support for UE’s CAG/NID)
Normally (with exception of emergency services access), the UE should not access a cell that does not support one of its configured CAGs, so this type of mismatch is likely to be a rare case as camping procedures (criteria to deem a cell to be “suitable”) should preclude it. Note that this is different from the subscription verification as potentially the subscription might have changed.
In any case, the access control should also cover this aspect. Since membership verification has to be performed in the AMF anyway, it seems efficient to allow the AMF to also perform the cell configuration check. This has the advantage that the procedural flow is the same for all error cases.
To make this possible, a simple solution is to mandate the NG-RAN node to provide the CAG/NID configuration of the cell accessed by the UE in the Initial UE message towards the AMF. This avoids forcing the AMF to store CAG/NID configuration per cell. An alternative would be a linkage to TAI, e.g. if CAG/NID configuration was homogeneous in the TAI; in this case the impact would be on Setup/Configuration Update procedures.
Proposal 3: AMF acts as a central point of verification (subscription, UE request and cell configuration).

Proposal 4: AMF needs to be aware of NG-RAN’s CAG/NID configuration (either via information for the access cell embedded in the Initial UE Message, or via Setup/Configuration exchange, if the CAG/NID configuration can be assumed TAI-homogeneous).
 3. Conclusions
The following are proposed based on the discussion in this document:
Proposal 1: Include CAG and NID in NGAP Initial UE Message, and add a new cause value for release due to NPN access verification failure.
Proposal 2: For now, no changes seem needed for emergency call access in CAG cells, but this can be revisited based on RAN2 progress.

Proposal 3: AMF acts as a central point of verification (subscription, UE request and cell configuration).

Proposal 4: AMF needs to be aware of NG-RAN’s CAG/NID configuration (either via information for the access cell embedded in the Initial UE Message, or via Setup/Configuration exchange, if the CAG/NID configuration can be assumed TAI-homogeneous).
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