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Introduction

During RAN3#103bis, the UE Identification topic was discussed, and it was agreed to add a new 64 bits RAN UE ID as optional IE on E1 and F1. In this contribution we propose to extend this to the X2, Xn and NG interfaces as well
2
Discussion

2.1 Scenario
First of all, and looking at the discussion during the previous meetings, there is a clear need to clarify the scenario. Identifying the UE in a unified way over all interfaces come at a cost, which needs to be justified by a clear use-case.
In [2], the use-case described is a unified UE identification across all interfaces, for ”troubleshooting and taking corrective actions in case of e.g., throughput degradation, packet drops, etc.”. Corrective actions in case of throughput degradation or packet drops are already possible for connected UEs (e.g. HO, bearer type change, DC activation/deactivation, SN change, etc...). Troubleshooting, somewhat vague, is the remaining justification.
It was also discussed that the trace procedure cannot be reused because it “is not expected to e.g., be always available or be executed for all users”. It means that the use-case is a catch-all troubleshooting based on logs, which by the way also use expensive computationally resources, depending of the logs verbosity.
One other use-case mentioned in [2] is “means to derive additional counters […] such as User-Plane metrics on cell or gNB level granularity”. But this use-case is currently discussed in SA5, SA2, RAN2 and RAN3, and within the RAN-centric SDU Study Item. RAN3. Therefore, this shall not be discussed here, in rel-15 corrections, as it would wrongly interfere with the work in many working groups, where clear requirements are also defined.
Observation 1: The scenario covered by the unified UE identification is catch-all, non-real-time logs correlation for UE troubleshooting.
2.2 64 bits RAN UE ID HO and flexibility advantages
In [1] the advantages of the 64 bits RAN UE ID were discussed. These are summarized below:
· Correlation before, during and after HO:
For UE troubleshooting, being able to correlate logs before, during and after HO is essential. Failures or performance degradation can often happen because of HO.
A 64 bits RAN UE ID will not change during the UE connected “lifetime” (i.e. RRC_CONNECTED). Therefore, it will cover all the HO, DC or CA cases without further changes or complicated implementation.and can correlate logs for the same UE during or after HO without some complicated matching process 
· Common UE identity for dual connectivity connections

Having a common UE identity for all parts of a multi legged UE connection, that is using EN-DC or NN-DC so be able to track a whole UE connection.

· Flexibility:

By using 64 bits, vendors or operators can configure whatever format they want for identifying the UE, adding some extra information if needed (e.g. node ID, etc…).
· Only 1 ID to match

Observation 2: RAN UE ID identifier passing between nodes at mobility provides strong HO, DC and flexibility features
2.3 Extending RAN UE ID to X2, Xn and NG
The RAN UE ID can be trivially extended to the X2, Xn and NG interfaces.

For X2-C, RAN UE ID should be included in the SGNB ADDITION REQUEST messages
In Xn-C, RAN UE ID should be included in RAN UE ID IE in HANDOVER REQUEST, in RETRIEVE UE CONTEXT RESPONSE (To cover inter-node re-establishment and resume cases) and in S-NODE ADDITION REQUEST.

In NG-C, RAN UE ID should be included in RAN UE ID IE in HANDOVER REQUEST and in HANDOVER REQUEST (To cover the basic operation of transfer to other RAN-node at non Xn handover) and optionally (not needed for RAN point of view) in the INITIAL UE Message (spread to AMF for log correlation)

The RAN UE ID is allocated by RAN, i.e. not needed to be transferred towards the 5GC (unless for relaying to another 5G-RAN node at handover).
Proposal 1: Introduce a RAN UE ID on, X2, Xn and NG as described above
With the proposed extensions to allow RAN UE ID to follow a UE in gNB mobility cases, it will be easier to track a specific subscriber’s movements by reading interface logs. In order to address security concerns (especially end-user integrity), the RAN UE ID ‘life time’ needs to be relatively short lived. Furthermore, long lived connections are likely to be more common in NR considering the possibility to place a UE in RRC Inactive Mode. Hence, when RAN UE ID is supported by the RAN, it would be beneficial in order to address these security concers to allow the RAN UE ID to be treated similarly to T-IMSI in this respect, i.e. changed regularly e.g. every 24 hours, to protect end-user integrity.
However, since UE context will change nodes (e.g. at inter gNB handover), a new node will not know how old the provided RAN UE ID is.

Observation 3: The RAN UE ID may be used to track a specific user in the same way as T-IMSI can be used for this.
It is therefore beneficial from this perspective to provide some information, at inter NG-RAN node mobility, to the target node on how old the RAN UE ID is or how long it is allowed to live. A practical way used in many other similar cases to solve similar problems is to introduce a Time-To-Live (TTL) counter. Each gNB-CU-CP will then be required to always pass on a TTL value for the RAN UE ID that is lower than it received at all inter gNB-CU-CP moblity cases. If a TTL value of zero is received, a new RAN UE ID shall be used with a RAN UE ID TTL value different from zero. The handling within a gNB-CU-CP is left to vendor implementation.
Correspondingly, we propose to use this method and introduce a RAN UE TTL attribute which also should be included in messages where the RAN UE ID is passed between gNB-CU-CPs, that is, in the Xn and NG-C handover messages as well as Retrieve UE Context Response on Xn. 
TTL is not needed for dual connectivity cases like ENDC (X2) and NNDC (Xn) neither on E1 or F1.

Proposal 2: Introduce a RAN UE ID TTL in Handover messages for Xn and NG-C as well as Retrieve UE Context Response on Xn-C as described above and describe related gNB-CU-CP required behaviour. 

(GNB-CU-CP behaviour proposed: 
1. Always pass a lower RAN UE ID TTL value for the same RAN UE ID at inter-GNB mobility; 
2. If the RAN UE ID TTL value of zero is recevied, the old RAN UE ID shall not be used in the target gNB-CU-CP.)
3
Conclusion

We’ve made the following observations:
Observation 1: The scenario covered by the unified UE identification is catch-all, non-real-time logs correlation for UE troubleshooting
Observation 2: RAN UE ID identifier passing between nodes at mobility provides strong HO, DC and flexibility features 
Therefore, we kindly ask RAN3 to agree the following proposals:

Proposal 1: Introduce a RAN UE ID on, X2, Xn and NG as described above
Proposal 2: Introduce a RAN UE ID TTL in Handover messages for Xn and NG-C as well as Retrieve UE Context Response on Xn-C as described above and describe related gNB-CU-CP required behaviour. 
Proposal 3: Agree CRs in , [3], [4], [5]
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