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1. Introduction
In RAN#83 meeting, a new SI Disaggregated gNB enhancement is agreed and one bullet on multiple CU-UP 
Connectivity is described as below:

· Identifying detailed solutions to support the scenario that one UE connects to several gNB-CU-UPs which belong to different security domains.

Note2: SA3 should be involved in this SI.
In this contribution, we make some analysis on this issue and provide proposals accordingly.

2. Discussion

When we were specifying the CU-CP/UP split structure in Rel-15 CU-UP Separation WI, there was a discussion on whether one UE might be connected to multiple CU-UPs simultaneously, and if it was possible, whether there was any security concern. Due to limit of time and demand on coordination with other work group, this issue is not fully studied then.
As the result, in Rel-15 there was a limitation that UE could only simultaneously connect to CU-UPs which belong to the same security domain. The LS sent to SA3 was as below [1]:
The security solution for this split has been discussed and the following assumptions have been made in RAN3:

1. The CP/UP separation should not impact the NAS security solutions.

2. The CU-CP selects which security algorithms should be used by the CU-UP.

3. Strong preference was expressed, by the majority of companies, for a solution where the CU-CP is responsible for all security signalling towards UE and CN and for key derivation. The CU-CP should provide the user plane security keys (i.e., Kupenc, Kupint) to the CU-UP during DRB setup and during key refresh. The CU-CP should ensure that the same user plane keys are not reused in different UP security domains. 

4. The CU-CP should be able to trigger Counter Check and trigger action to prevent PDCP COUNT wrap around. It is still FFS how those actions should be triggered. 

The logic behind the assumptions above is that it is highly desirable to avoid impacts to the UE from the CP/UP separation. If there is a need to change CU-UP node, then the CU-CP node could always trigger a KgNB refresh towards the UE. 

Now, in this Rel-16 SI, we need to consider how to support that one UE connects to multiple CU-UPs which belong to different security domain. The main motivation comes from the fact that the multiple CU-UP entities serving the same UE may locate far from each other, e.g. one distributed together with the DU entity while the other centralised within the data centre [2]. Figure 1 gives an example:

[image: image1.emf]CU-CP

DU

5GC

UE

CU-UP2

CU-UP1


                                                         Figure 1 Multiple CU-UPs connectivity
In this example, gNB-CU-UP1, which is collocated with the gNB-DU, could provide some services demanding low user plane latency, while gNB-CU-UP2, which is deployed in the data centre, could provide some other types of services, e.g. demanding high bandwidth. Since the two CU-UPs are physically far from each other, they possibly locate in different security domains.
Proposal 1: It is proposed to add the abovementioned scenario into the TR for disaggregated gNB.
The only challenge we have found is the security issue. Since the security issue is in SA3 domain, we have the following proposal:
Proposal 2: It is proposed to ask SA3 on the security mechanism for the scenario that UE connects with multiple CU-UPs in different security domain.
3. Conclusion

Proposal 1: It is proposed to add the abovementioned scenario into the TR for disaggregated gNB.
Proposal 2: It is proposed to ask SA3 on the security mechanism for the scenario that UE connects with multiple CU-UPs in different security domain.
Based on the proposals above, we draft a LS accordingly [3].
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