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1. Introduction
The issue was discussed during last RAN3 meeting [1], and was agreed to be continued as TEI16, this paper tries to have further discussions and analysis on this issue, and suggest the way forward. 
2. Discussion
In [1], the main proposals are to establish IPSec tunnel at the time of UP Connection establishment and before setup of UP connections for a given UE in NG-RAN split architecture scenarios over F1 and E1, EN-DC scenarios and MR-DC scenarios needs to be addressed as part of Release 15. In the rest of this paper, we first analysis what is missing on top of current auto discovery of neighbour gNB regarding IPSec tunnel in case of CP and UP is separated; then, we will discuss in general, what is missing for E1 and F1 interface if IPSec tunnel is to be supported.

2.1 What is missing for auto discovery of neighbour gNB in case of CU/DU split and CP/UP separation to support IPSec for GTP traffic
During auto discovery of gNB, CN will be involved to provide the target gNB address, in which IPSec address is also provided, see 9.3.3.9
Xn TNL Configuration Info in 38.413 below, similar definitions could also be found in 36.413.
38.413 -> 9.3.3.9
Xn TNL Configuration Info

This IE is used for signalling Xn TNL Configuration information for automatic Xn SCTP association establishment.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Xn Transport Layer Addresses
	
	1..<maxnoofXnTLAs>
	
	

	>Transport Layer Address
	M
	
	9.3.2.4
	Transport Layer Addresses for Xn SCTP endpoint.

	Xn Extended Transport Layer Addresses
	
	0..<maxnoofXnExtTLAs>
	
	

	>IP-Sec Transport Layer Address
	O
	
	Transport Layer Address

9.3.2.4
	Transport Layer Addresses for IP-Sec endpoint.

	>Xn GTP Transport Layer Addresses
	
	0..<maxnoofXnGTP-TLAs>
	
	

	>>GTP Transport Layer Address
	M
	
	Transport Layer Address

9.3.2.4
	GTP Transport Layer Addresses for GTP end-points (used for data forwarding over Xn).


As we could see from the tabular (and corresponding contexts in section 8.8.2.2), IPSec tunnel could be used for both SCTP link and GTP-U tunnel, but for GTP-U tunnel, there could be a use case that X2-U/Xn-U could be directly terminated at gNB-DU (e.g. for DC operation) or gBN-CU-UP (e.g for data forwarding), for which case, the GPT Transport Layer Address and corresponding IP-Sec transport layer address for GTP traffic should be provided by gNB-CU-UP or gNB-DU, e.g. during E1 or F1 Setup procedure, the following picture tries to illustrate the two possible scenarios.

Observation 1: For auto discovery of Xn in case of disaggregated architecture for gNB, i.e. CU/DU split or CP/UP separation at gNB side, the GTP Transport Layer Address and corresponding IP-Sec Transport Layer Address should be provided by gNB-DU or gNB-CU-UP.
Here we could see that this figure just illustrates secondary gNB, actually this observation above applies to both primary gNB and secondary gNB, since if primary gNB also deploys a disaggregated architecture, GTP related addresses should also be provided by MgNB-DU or MgNB-CU-UP; in addition, for EN-DC, only SgNB is involved and here the interface should be X2. Another point is, the tabular Xn TNL Configuration Info is used for both “Downlink RAN Configuration Transfer” and “UPlink RAN Configuration Transfer”, i.e. source and target to exchange local address.
Taking the above figure into account, when we check F1 and E1 spec, we could see that, during F1 and E1 setup phase, there is no means for the gNB-DU or gNB-CU-UP to provide GPT Transport Layer Address and corresponding IP-Sec transport layer address. 
Observation 1bis: Based on current E1 and F1 spec, the GTP Transport Layer Address and corresponding IP-Sec Transport Layer Address are not available, i.e. not provided to gNB-CU-CP.
Based on observation 1&1bis, it is obvious that we should introduce the mechanism of exchanging GTP Transport Layer Address and corresponding IP-Sec transport layer address during F1 and E1 setup procedure.
Proposal 1: It is proposed to introduce the mechanism of providing GTP Transport Layer Address and corresponding IP-Sec transport layer address during F1 setup (by gNB-DU) and E1 Setup (by gNB-CU-UP) procedure.
For EN-DC operation, since there is no control plane between the possible target gNB and MME, so the solution basically requires the exchange between MME and gNB or an eNB which is connected to the possible target gNB.
2.2 What is missing in current 9.3.3.9
Xn TNL Configuration Info in 38.413
For the tabular above in section 2.1, when we check the corresponding spec texts in 38.413 8.2.2.3, see below:
In case the IP-Sec Transport Layer Address IE is present and the GTP Transport Layer Addresses IE within the Xn Extended Transport Layer Addresses IE is not empty, GTP traffic is conveyed within an IP-Sec tunnel terminated at the IP-Sec tunnel endpoint given in the IP-Sec Transport Layer Address IE.
In case the IP-Sec Transport Layer Address IE is not present, GTP traffic is terminated at the endpoints given by the list of addresses in the Xn GTP Transport Layer Addresses IE within the Xn Extended Transport Layer Addresses IE.

In case the Xn GTP Transport Layer Addresses IE is empty and the IP-Sec Transport Layer Address IE is present, SCTP traffic is conveyed within an IP-Sec tunnel terminated at the IP-Sec tunnel endpoint given in the IP-Sec Transport Layer Address IE, within the Xn Extended Transport Layer Addresses IE.

If the NG-RAN node is configured to use one IPsec tunnel for all NG and Xn traffic (IPsec star topology) then the traffic to the peer NG-RAN node shall be routed through this IPsec tunnel and the IP-Sec Transport Layer Address IE shall be ignored.
We could find that when all three IEs are present, i.e. “Transport Layer Address” IE for SCTP, “IP-Sec Transport Layer Address” for IPSec tunnel and “GTP Transport Layer Address” for GTP-U tunnel are all included, the interpretation of this case should refer to the highlighted part in yellow above, here we could see that it is not clear if the “IP-Sec Transport Layer Address” is also used for SCTP link or not, even it implies that both SCTP link and GTP-U tunnel would share the IPSec tunnel, it is still not a desired behaviour, since it is more reliable for control plane and user plane to be transmitted over different IPSec tunnel.
Observation 2: With current spec, it is not clear that if both SCTP link and GTP traffic would share the tunnel indicated in “IP-Sec Transport Layer Address” or not; if shared, it is not a desired behaviour, since it is more reliable for control plane and user plane to be transmitted over different IPSec tunnel.
With the observation 2 above, we could have a proposal that it should be better and clearer that the IPSec tunnel to be used by SCTP link and GTP traffic should be separated. There are two options to address this issue:
· Option 1: To update ASN.1 with an addition of IPSec tunnel address for SCTP
The possible change to spec could be like the following, taking backward compatibility into account. 
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Xn Transport Layer Addresses
	
	1..<maxnoofXnTLAs>
	
	

	>Transport Layer Address
	M
	
	9.3.2.4
	Transport Layer Addresses for Xn SCTP endpoint.

	>IP-Sec Transport Layer Address
	O
	
	Transport Layer Address

9.3.2.4
	Transport Layer Addresses for IP-Sec endpoint.

	Xn Extended Transport Layer Addresses
	
	0..<maxnoofXnExtTLAs>
	
	

	>IP-Sec Transport Layer Address
	O
	
	Transport Layer Address

9.3.2.4
	Transport Layer Addresses for IP-Sec endpoint.

	>Xn GTP Transport Layer Addresses
	
	0..<maxnoofXnGTP-TLAs>
	
	

	>>GTP Transport Layer Address
	M
	
	Transport Layer Address

9.3.2.4
	GTP Transport Layer Addresses for GTP end-points (used for data forwarding over Xn).


· Option 2: There is another way is to have clarifications to restrict node behaviour that if all three IEs, SCTP endpoint address, IP-Sec endpoint address and GTP TNL address are present, IPSec address is used by GTP traffic; while only when SCTP endpoint address and IP-Sec endpoint address are present, IPSec address is used by SCTP link,
Proposal 2: It is proposed RAN3 discuss two options on how to clarify the ambiguities of the IPSec tunnel usage for SCTP link and GTP traffic, option 1 is preferred in this paper.
Here we think the update of ASN.1 approach is a cleaner way, corresponding CR is referred to [2]

2.3 Establish IPSec tunnel for GTP traffic (F1-U/X2-U/Xn-U)

The discussions above mainly focus on the ambiguities about availability of GTP-U addresses during interface auto discovery phase, this section will discuss the possibility of establish IPSec tunnel for F1-U/X2-U/Xn-U directly. 

Taking F1-U as an example, we could find that there is a possibility to establish IPSec tunnel for GTP traffic during F1 setup phase, i.e. to provide transport layer addresses for IPSec end-points and GTP end-points, and these addresses could also be updated during gNB-CU/gNB-DU update procedure; we think similar mechanism could also be applied to X2-U for EN-DC operation and Xn-U for MR-DC operation and data forwarding for HO operation.
Proposal 3: It is proposed to establish IPSec tunnel for GTP traffic during F1 Setup and gNB-CU/gNB-DU update procedure over F1 interface, EN-DC X2 setup and EN-DC configuration update procedure and, Xn setup and NG-RAN node configuration update procedure.
2.4 Is it necessary to establish IPSec tunnel for GTP traffic during dearer setup phase
It was proposed in [1] that IPSec tunnel over for GTP traffic should be established not only during interface setup phase, but also during dearer setup phase. From the proposal 1, we could see that anyway we need to establish IPSec tunel for GTP traffic, so the question comes down to if it is necessary to establish IPSec tunnel for GTP traffic during dearer setup phase. 
As also pointed out in [1], there is a major drawback that the establishment of a DRB is subject to the delay needed to establish an IPSec tunnel, which would introduce significant performance degradation to the end to end establishment of a UP connection for a UE.
Observation 3: To establish IPSec tunnel for GTP traffic during dearer setup phase would introduce significant delay to the end to end establishment of a UP connection for a UE.
3. Conclusion
This paper tried to discuss the establishment of IPSec tunnel for SCTP link and GTP traffic, the following observations and proposals were reached:
Observation 1: For auto discovery of Xn in case of disaggregated architecture for gNB, i.e. CU/DU split or CP/UP separation at gNB side, the GTP Transport Layer Address and corresponding IP-Sec Transport Layer Address should be provided by gNB-DU or gNB-CU-UP.
Observation 1bis: Observation 1bis: Based on current E1 and F1 spec, the GTP Transport Layer Address and corresponding IP-Sec Transport Layer Address are not available, i.e. not provided to gNB-CU-CP.
Observation 2: Observation 2: With current spec, it is not clear that if both SCTP link and GTP traffic would share the tunnel indicated in “IP-Sec Transport Layer Address” or not; if shared, it is not a desired behaviour, since it is more reliable for control plane and user plane to be transmitted over different IPSec tunnel.
Observation 3: To establish IPSec tunnel for GTP traffic during dearer setup phase would introduce significant delay to the end to end establishment of a UP connection for a UE.
Proposal 1: It is proposed to introduce the mechanism of providing GTP Transport Layer Address and corresponding IP-Sec transport layer address during F1 setup (by gNB-DU) and E1 Setup (by gNB-CU-UP) procedure.

Proposal 2: It is proposed RAN3 discuss two options on how to clarify the ambiguities of the IPSec tunnel usage for SCTP link and GTP traffic, option 1 is preferred in this paper. 

Proposal 3: It is proposed to establish IPSec tunnel for GTP traffic during F1 Setup and gNB-CU/gNB-DU update procedure over F1 interface, EN-DC X2 setup and EN-DC configuration update procedure and, Xn setup and NG-RAN node configuration update procedure.
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