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1. Introduction
In the RAN#83 meeting, a new SID on enhancement for disaggregated gNB architecture was approved, and the objective of this study item is to investigate enhancements to disaggregated gNB scenario. At least the following topics should be studied:
· Identifying detailed solutions for further enhancements on current flow control with the following aspects considered. 

· PDCP PDUs may be delivered in the Uu interface out of sequence.

· The re-transmitted PDCP PDUs may arrive at DU out of order.

              Note1: The solution shall be backward compatible (i.e. carefully consider the fact no criticality handling defined in U-plane protocol specification).
· Identifying detailed solutions to support the scenario that one UE connects to several gNB-CU-UPs which belong to different security domains.
Note2: SA3 should be involved in this SI.

             Note3: CP/UP separation and CU/DU split should be invisible to other nodes (especially UE should not be impacted).
In this paper, we discuss the issue that UP located in different security domains.
2. Discussion

For CP-UP separation scenario, it is assumed in R15 that all CU-UPs within a gNB are deployed in the same security domain. In R16, the new SI considers removing the above restriction, i.e., CU-UPs connected to the same CU-CP can be deployed in different security domains. The motivation is that CU-UPs could be deployed in different locations for different service requirements, e.g., the CU-UP could be deployed in a distributed manner (co-located with gNB-DU) to reduce the latency and meet the requirement for URLLC service, while the CU-UP could also be deployed in a centralized manner to reduce the deployment cost and serve mMTC service [1]. 
Considering one UE could have the URLLC service and eMBB/mMTC service at the same time, there may exist a case that the UE is connected to more than one CU-UPs providing different services simultaneously, e.g., PDU session corresponding to URLLC services is established on CU-UP#1, and PDU session corresponding to mMTC services is established on CU-UP#2, where CU-UP#1 and CU-UP#2 are in the different locations, and so as to the security domain.

For the above case, an essential issue is about the security key derivation. In the current TS 33.501 specification, the key derivation within a gNB is described as follows:
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Figure 1. Key derivation within a gNB
And according to SA3’s common understanding, the user plane security key is derived per UE level. That is, all the established PDU sessions for one UE adopt the same KUPenc and KUPint, which is used for the ciphering of user data and for integrity protection of user data, respectively. Regarding to the CP-UP separation scenario, CU-CP derives the security key for the UE and provides it to the CU-UP during UE context management procedures. It is worth to emphasizing that the current SA3’s common understanding is based on the assumption that all CU-UPs within a gNB are in the same security domain. If CU-UPs within a gNB can be deployed in the different security domains as mentioned, we think it is reasonable to apply different security keys for the PDU sessions, which are established on the different gNB-CU-UPs which are deployed in the different security domains. Regarding to this, security key derivation solution is needed, which shall be discussed by SA3.
Another issue is about the security algorithm configuration of CU-UPs deployed in different security domains. In the current TS 38.463 specification, during the E1 interface setup, the CU-UP is not required to transfer its security information, e.g., the priority of its supported security algorithm, to the CU-CP. This means all the CU-UPs within a gNB have the same security algorithm configuration. However, if CU-UPs are deployed in different security domains, one question is whether the security algorithm configuration of these CU-UPs are allowed to be different. From our point of view, we think it is reasonable to apply different security algorithm configurations of CU-UPs located in the different security domain.
As the above issues shall be decide by SA3, we suggest to send an LS to SA3 for clarification and confirmation.
Proposal: Send an LS to SA3 to clarify: 
· Whether different security keys are needed for the PDU sessions established on different gNB-CU-UPs which are deployed in the different security domains;
· If the different security keys are needed, what is the corresponding security key derivation solution? (related to RAN2)
· Whether the security algorithm configurations of CU-UPs deployed in different security domain are the same or not.
3. Conclusion
This paper discuss the security issues in case that CU-UPs within a gNB are deployed in different the security domains, and we have the following proposal:
Proposal: Send an LS to SA3 to clarify: 
· Whether different security keys are needed for the PDU sessions established on different gNB-CU-UPs which are deployed in the different security domains;
· If the different security keys are needed, what is the corresponding security key derivation solution? (related to RAN2)
· Whether the security algorithm configurations of CU-UPs deployed in different security domain are the same or not.
The draft LS is in [2].
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